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Executive Summary

As students in computing disciplines are introduced to modern information technologies, numer-
ous unethical practices also escalate. With the increase in stringent legislations on use of IT, users
of technology could easily be held liable for violation of this legislation. There is however lack of
understanding of social aspects of computing, and institutions have not integrated many of these
aspects into their curricula. The present study investigates the extent to which legal and ethical
issues relating to IT are integrated in the undergraduate curricula in South African Universities. It
also examines the factors that impede such integration.

A review of literature on ethics, computing legislation, and curriculum development was con-
ducted. Research questions were formulated and mixed methods consisting of the study of hand-
books, a survey, and follow-up interviews were employed to collect data from different universi-
ties in South Africa offering computing disciplines.

The main findings suggest low levels of knowledge of especially legal aspects which constrains
their incorporation into the curriculum. The process of integration is mainly influenced by de-
partmental policies and politics. Most institutions have, however, integrated legal and ethical as-
pects as add-ons topics to existing computing curriculum courses as opposed to running separate
courses focusing on the subjects. A guide is being developed to facilitate the incorporation of le-
gal content elements into undergraduate computing curricula.

Keywords: Undergraduate, Computing curriculum, Integration of legal and ethical aspects; Uni-
versities, South Africa

Introduction

In recent times universities are experiencing increasing pressure from changes in various areas of
their operations. Businesses are increasingly looking for graduates with broader knowledge and
practical skills, competition for students is also growing, and students demand more innovative
and flexible approaches to learning (Reid,
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Legal and Ethical Aspects

Conger and Loch (1995) claim that the lack of a social conscience within the IT profession was a
serious short coming. In addition, Artz (1994) contends that most computer professional who de-
velop information systems would face various social or ethical problems, for example those relat-
ing to system reliability, quality, and failure (p.17).

In addition to the above concerns, there are increasing demands of new government legislations
on IT which impact on computing practices and need to be understood and adhered to by IS prac-
titioners and students. Legal and ethical aspects pertinent to computing are therefore integral parts
of the computing curricula at tertiary institutions and have been for some time (ACM/IEEE-CS
Joint Curriculum Task Force in Computing Curricula, 1991; Martin & Yale-Weltz, 1999). How-
ever, not many institutions have managed to incorporate these aspects into their computing cur-
ricula (Kyobe, Moloi, & Salie, 2009).

While ACM/IEEE and other bodies have contributed greatly to providing guidance on the inte-
gration of social aspects into the computing curricula, and researchers and practitioners have also
called for the integration of electronic law into the curricula, institutions are experiencing major
challenge in implementing these aspects. This study, therefore, investigates the extent to which
legal and ethical issues pertinent to computing are integrated in the undergraduate curricula in
South African Universities and the challenges experienced by institutions in this process.

In the following sections a review is conducted of literature on computer ethics, computing legis-
lation and the challenges involved in integrating these in the curricula. Research questions for this
study are then formulated and the research methodology is presented. The findings of the current
study are presented and discussed in the following section. Finally, conclusions are drawn and
future recommendation made.

Literature Review

Computer Ethics

The increase in unethical practices resulting from the use of computers and the increase in the
stringent legislation governing the use of technologies has made it imperative to integrate these
aspects in the students’ curricula. With this knowledge, it is anticipated that good practice in
computing can be ensured, and students can identify the legal challenges and understand potential
liabilities. Ethics is the study of what it means to do the right thing (Baase, 1997). Baase (2007)
defines computer ethics as ethical issues faced by the computer professional as part of their job.
In an earlier view of computer ethics proposed by Moor (1985), computer ethics is seen as the
analysis of the nature and social impact of computer technology and the corresponding formula-
tion and justification of policies for the ethical use of such technology. Moor’s definition is
adopted in this study, and in the following sections we examine the development of ethical as-
pects in the computing curriculum.

Can ethics be taught?

The issue of whether ethics can be taught has been a subject of debates in the past. In an early
account by Plato (Plato’s Meno), two philosophers debated the issue of whether ethics could be
taught. The debate was between Socrates and Meno. Meno thought that virtue could be taught
and, in addition, that it was a duty of the teacher to facilitate the excellence of their students. Soc-
rates differed on this and submitted that man obtained his virtue from God. He maintained that
the worth of this virtue (the excellence or success of it) was not shaped by people’s experiences in
life. He reasoned that if it was shaped by experience then people with the same level of education
should have the same level of skill. This he argued was not the case as skill levels varied between
artisans with the same level of training (Scott, 2006). Cragg (1997) appears to support this posi-
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tion. He argues that students entering universities bring with them a moral fibre that is not
changed with the advent of higher education. Those in favour of Cragg’s argument maintain that
students moral characters are defined during their earlier formative years (Urmson, 1991).

Avistotle and Plato concurred with Meno as they thought that training and education had a posi-
tive bearing on virtue and behaviour. Aristotle argued that obtaining a knowledge of virtue was
achievable via education (Dillon, 2004). He further contended that education is a key part of
man’s search for virtue (Finkelberg, 2002). Regardless of this debate, with the escalation of crime
committed using IT and the growing stringent government legislation demanding ethical practices
and legal compliance by all IT users, it has become imperative that ethical and legal issues be
included in the computing curricula and taught in institutions of learning.

However, the process of integrating ethical and legal aspects into the computing curricula has not
been that straight forward. Morris (2007) for instance highlights the difficulties in teaching law to
non-law students. In the following section, we outline the contribution by the ACM, IEEE and
other organisations in introducing social-ethical issues in computing and the challenges involved
in integrating these aspects in curricula.

Social-ethical issues in computing curricula

The need to focus on social impacts of computing was proposed as early as 1978 by the ACM
(Association for Computing Machinery). However, the emphasis on Curricula 78 was still on
programming (Bogoiavlenski et al., 1997). Later in 1991, Curricula 1991 specifically stated that
social and ethical concerns are part of the computing field as illustrated by this quote from Tuck-
er, Barnes, Aiken, Barker, and Bruce (1991):

Undergraduate programs should provide an environment in which students are exposed to
the ethical and societal issues associated with the computing field. This includes main-
taining currency with recent technological and theoretical developments, upholding gen-
eral professional standards, and developing an awareness of one’s own strengths and lim-
itations as well as those of the discipline itself. (p.58)

The role of professional ethics and social impact within Curricula has been cemented since then
as indicated in later Curricula 2001 and Curricula 2005. Computing Curricula 2005 (CC2005),
(see Table 1), includes a comparative weighting of the knowledge areas across the degree pro-
grams.

Attention is drawn to the entry in Table 1, for “Legal / Profession/ Ethics / Society” where the
rating for it is consistent throughout all the computing degree programs. This serves to show that
the ACM considers that these aspects of legality, professionalism, and socio-ethical concerns are
of importance across all the computing degree programs in CC2005. Many professional accredi-
tation bodies and institution of learning have recognised this mandate and as such included as-
pects of ethics, social implications and professional practice in their courses. However, the inte-
gration of these aspects into the curricula has also presented many challenges for institutions.
These are discussed in the following section.
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Table 1: Comparative weight of computing topics across the five kinds of degree program,
Computing Curricula 2005: The Overview Report, p. 24 (Computing Curricula, 2005)
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Challenges Involved in Incorporating Ethical Aspects into the
Computing Curricula

Early misconceptions about ethics

The belief that computer ethics should not be a part of the computing curriculum (specifically the
computer science curriculum at the time) was cited by Appel (1998) as a problem. This was as-
cribed to the belief that computer ethics was not considered part of conventional theoretical com-
puter science. This belief was addressed in Appel (1998) and in the same year, Miller and Mather
(1998) also confirmed that the social and technical elements of computing are interdependent.

Teaching ethics by IT professionals considered inappropriate

The requirements by ACM and mandates set by some governments on teaching of ethics and law
in IT has generated serious challenges for technical and scientific academic staff untrained in hu-
manities and who may not have a history of professional practice within the industry (Greening,
Kay & Kummerfeld, 2006). Greening et al. (2006) also identify other challenges relating to the
integration of ethical content into technical units: empowerment of staff in teaching ethical con-
tent, engaging students with ethical issues, and mis-representation of the stuff by inexperienced
staff.
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Some Proposed Approaches to the Incorporation of Ethics into
the Computing Curricula

Greening et al. (2006) conclude that satisfying the ethical mandate does not require radical devia-
tion from existing technical content. They argue for greater pooling of resources for staff to easily
integrate ethical material into their teaching. Granger and Artz (1997) identified three approaches
to the incorporation of ethics in the computing curriculum. Firstly, the inclusion of a dedicated
course dealing with the subject. Secondly the inclusion of ethics as an important part of a cap-
stone course at a senior level, and thirdly the allocation of ethical aspects across the computing
curriculum. Pretorius, Barnard, and De Ridder (2002) adopted a hybrid approach consisting of
integrated and stand-alone modules to incorporate ethics into the computing curriculum at
UNISA (University of South Africa).

Legislation governing computing in South Africa

Literature details the association between ethics (or the apparent lack thereof) and legislation. In
an effort to curb unethical behaviours, governments have introduced stringent legislations. This
dates back to the 1930s when the Securities and Exchange Acts (USA) tried to curtail unethical

business practices (Rockness & Rockness, 2005). In South Africa, there are several legislations

governing computing and other IT related practices. These are outlined below.

Common law

This is the law developed through decisions of courts rather than through statutes. Prior to the
enactment of the Electronic Communications and Transactions Act (2002) in South Africa, com-
mon law regulated crimes of defamation, indecency (online child pornography), crimen injuria
(also known as cyber-smearing), fraud (cyber fraud), defeating the ends of justice, contempt of
court (in the form of publishing any court proceedings without the courts permission online or by
other electronic means), and forgery to these cyber offences (Sizwe, 2009).

The Electronic Communications & Transactions (ECT) Act (2002)

The ECT Act of 2002 is a wide legislation dealing with any form of electronic communication
(e.g., by email, the internet, or SMS) and other issues relating to cyber inspectors, service pro-
vider liability, and prevention of information resource abuse (Michalson & Hughes 2005). Ac-
cording to Michalson and Hughes (2005), one does not have to comply with the entire Act but
with sections relating to incorporation by reference: electronic signatures, electronic evidence,
production of information, record retention, automated transactions, website architecture and con-
tent, contract formation, cryptography service providers, secure payment systems, SPAM and
protection of critical data.

The problems relating to cyber crime are addressed by the cyber crime section in Chapter X111 of
the ECT Act, 2002. According to Michalson and Hughes (2005), this chapter introduces statutory
criminal offenses relating to unauthorized access to data (e.g., through hacking), interception of
data (e.g., tapping into data flows or denial of service attacks), interference with data (e.g., vi-
ruses) and computer related extortions, fraud, and forgery. They also state that a person aiding
those involved in these crimes will be guilty as an accessory. A person convicted of an offence
related to the above is liable to a fine or imprisonment for a period not exceeding five years.

Protection of personal information

The Act, for instance, requires that data controllers obtain express written permission from data
subjects for collection, processing, or disclosure of their information. This Act makes its impera-
tive for institutions to take necessary precautions in the way they handle and disclose personal

143



Legal and Ethical Aspects

information about students and staff. They have to ensure permissible uses and disclosure of in-
formation, and consent from information owners needs to be obtained in a manner that supports
validity. Non-compliance with the provisions of this Act may result in criminal fines and award
of civil damages (Michalson, 2009).

HIPAA (The Healthcare Information Portability & Accountability Act)

This Act mandates that healthcare information become “portable” and “available”. Title I1, Subti-
tle F, seeks to force uniform standards in electronic interchange, security, and privacy of informa-
tion whether in transit or stored. HIPAA generally requires covered entities to (i) adopt written
policy procedures that describe, among other things, who has access to protected information,
how such information will be used, and when the information may be disclosed; (ii) require their
business associates to protect the privacy of health information; (iii) train their employees in their
privacy policies and procedures; (iv) take steps to protect against unauthorised disclosure of per-
sonal health records; and (v) designate an individual to be responsible for ensuring the procedures
are followed. Educational institutions are obligated to comply with HIPAA.

Promotion of Access to Information Act 2, 2000 (PAIA)

This legislation was passed in order to comply with the obligations contained in section 9 (4) and
section 32 (2) of the South African Constitution. Section 32 of the constitution of 1996 states that
“everyone has the right of access to (a) any information held by the state or any of its organs ... in
so far as such information is required for the exercise o protection of any of his or rights” (Arko-
Cobbah, 2008, p. 180). In terms of Sections 14 and 51 of the PAIA, public and private bodies are
required to compile a manual that details the subjects and categories of information held by that
public/private body and the procedure that should be adopted in requesting access to the records.
Section 14(1)(d) of the Act allows access to the following records: Governance records (Council,
Senate, Institutional Forum, SRC, Convocation and university Committees); Records of individ-
ual students; Human Resources records (individual staff members, staff recruitment and other
staff related policies); Research records (undertaken by staff and/or students); Financial Records
(budgets, financial statements, assets register, procurement policies).

Regulation on Interception of Communication Related Information
Act 70, 2002

This Act provides in section 2 that no person may intentionally intercept or attempt to intercept,
or authorise or procure any other person to intercept or attempt to intercept, at any place in the
Republic, any communication in the course of its currency or transmission, subject to certain ex-
ceptions. An employer may monitor or intercept an employee’s communication if the employee
harbours illegitimate expectation of privacy in respect of that communication and also if the em-
ployee’s expectation of privacy in relation to such communications is unreasonable. (see Cases :
Bernstein v Bester 1996 (4) BCLR449 (CC) Protea Technology Ltd v Wainer 1997 (9) BCLR
1225 (W).

King Ill (Code of Practice)

King 11 identified several characteristics of good Corporate Governance, e.g., discipline, trans-
parency, independence, accountability, responsibility, fairness, and social responsibility. It ad-
dresses the accountability and responsibilities of boards and directors and the processes of audit-
ing and accounting. Chapter 4, principle 4.16 addresses IT governance issues. According to this
section, the board is required to operate with IT governance in mind; IT should be on the board
agenda; IT performance should be measured and reported to the board; the board should set a
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management framework for IT governance based on common approach such as COBIT; and au-
dit committees should oversee IT risks and controls.

FICA (Financial Intelligence Centre Act)

This Act provides that an accountable institution may not conclude a business transaction with a
client, nor establish an ongoing business relationship with a client, without having complied with
information gathering and reporting duties imposed by FICA. These obligations include: Proof of
identity, Proof of residential address, and Proof of banking account. Universities are increasingly
involved in e-business, e-commerce (e.g., with suppliers through e-procurement) and e-learning.
They therefore need to abide by the requirements of FICA.

Challenges involved in incorporating legal aspects into the
computing curricula

Recent technological advances indicate that the IT field is dynamic and, therefore, that law gov-
erning IT is continually changing and evolving. Therefore, aspects of IT law are broad (from mul-
timedia, computer games, e-commerce, security, computer forensics, etc). There is, therefore,
likely to be varying aims and objectives and law requirements (Taylor, Jones, Haggerty, & Gre-
sty, 2009). Consideration need to be given to what is relevant for the intended course.

Other scholars (e.g., Byles & Soetendorp, 2002; Morris, 2007) have identified the challenges of
teaching law to students whose main discipline is not law. They raise issues relating to the peda-
gogical approach, content of the course, the needs of the learners, their interests and attitudes,
who should or not teach them, and research-related issues.

Suggested Approaches to Addressing this Problem

In their work on teaching law to social work education, Braye, Preston-Shoot, and Johns (2006)
provide guidance on how this problem may be addressed. They, for instance, argue that the aim
should not be to create legal experts but “to provide a legal education that enables students to op-
erate effectively in their environment using legal concepts and rules and that ensures that they
have a thorough knowledge of their profession, relevant legal rules and the relationship between
them” (p.139). This view is supported by Byles and Soetendorp (2002). Braye et al. (2006) fur-
ther stated that while the debate on who should teach legal aspects rages on (i.e., lawyers or not),
who ever is involved should carefully prepare the topics, avoid communicating erroneous stereo-
types and have adequate understanding of the relevance of the discipline they are working in. In
the same vein, teaching and learning should also be aligned by not just covering specific legal
rules but place them in the context of decisions that students, as practitioners will be expected to
take (Braye et al., 2006). Such alignment should also be reflected in the assessment.

Research Questions
The research questions considered in the present study are:

What approaches to computing curricula development have South African (SA) institutions adopt-
ed?

What factors have influenced the development of computing curricula in SA institutions?
Have legal and ethical aspects been integrated into the current computing curricula effectively?
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Research Design

Multiple methods were used to collect data in the present study. Secondary data was collected
from existing published legislation governing use of IT. This was done in order to identify the
key legal and ethical aspects of the regulation that need to be integrated into the curriculum. We
also needed to understand the contents of existing courses and some of the policies documented
by the institutions on legal and ethical aspects. This was partly achieved by examining the hand-
books and other materials in the departments. Primary data was then collected using a survey in-
strument hosted online, and follow-up interviews were done telephonically with those respon-
dents that indicated willingness to participate. The online survey questions were developed from
the key areas and concepts identified from the literature review and from the ACM computing
curricula (CC2005) framework. For questions that required a response based on a view or an
opinion, a five point Likert-style rating scale was used. The survey collected information on pro-
files of the respondents, existing computing curricula and how it was developed, integration of
legal and ethical aspects, and whether respondents were willing to participate in further inter-
views.

The target population was key academic staff members in computing departments at selected ter-
tiary institutions. Institutions that offer computing curricula in South Africa are known to the re-
searchers as well as some of the academics and heads of departments. An email requesting par-
ticipation in the study was sent out to 6 heads of department and their staff members. Three insti-
tutions responded, and the participants included: course conveners that were involved in the com-
pilation of the computing curricula; researchers in this area; and lecturers teaching the computing
courses. Judgemental sampling technique was therefore used to select the sample since our focus
was to include those academic staff involved in computing.

The survey was hosted on http://www.surveymonkey.com and a hyperlink to this site was con-
tained in an introductory email that was sent to the sampled population. Those survey respondents
that opted for the follow-up interviews were contacted for this. The interviews were recorded
with an electronic audio recorder and transcripts were made from these recordings. The duration
of interviews, ranged from approximately 15 to 30 minutes.

Secondary data sources used included the key legislations governing the use of IT in South Africa
(outlined in the literature review) and faculty handbooks for the faculty of commerce (University
of Cape Town 2008-2010); Faculty of Commerce, Law and Management (University of Wit-
watersrand 2010); and Faculty of Management (University of Kwazulu-Natal 2010). We looked
for evidence of legal and ethical aspects covered in the key legislations that was listed in the
course outlines. The analysis of data and findings are presented in the sections below.

Analysis of Data and Findings

Profile

17 responses were received in all. 2 hold Honours degrees, 5 hold Masters degrees, 10 hold PhDs.
11 of these respondents have more than 9 years of education experience in the computing field, 2
have 7-9 years experience, 3 have 3-5 years experience and 1 has less than 3 years experience.
These respondents consisted of 8 Lecturers, 5 Heads of departments, 2 Associate Professors and 2
Research assistants (PhD candidates). Of the senior academics 3 were Course conveners, 4 Post-
graduate mentors. Most of the respondents were involved in more than one computing disci-
plines. For instance, 15 indicated that they were involved in the Information systems discipline, 2
in computer science, 4 in Information technology, 3 in Software Engineering , 1 in informatics, 2
in electronic engineering, 3 in information strategy and 4 in information management. (The
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names of the respondents quoted in this paper are withheld for confidentiality purposes. These are
referredtoas L, e.g., L1, L2, L3, etc).

Approaches to computing curricula development

Respondents were asked to indicate the type of computing curricula model used by their depart-
ments and results are presented below.

Model types Reggl?rr]ltse
ACM Model Curricula (used as-is) 1
Model curricula adapted from ACM 1
Hybrid Model derived from multiple sources, ACM & others 4
Our model developed 'in-house' 1
Unknown 8

Four of the seven respondents that knew the models used by their departments indicated a hybrid
type of model. In addition, respondents were also asked for their opinion about the usefulness of
the ACM model as a reference for computing curricula development. 5 respondents found the
ACM model useful, one disagreed and the rest did not know. We found that most of those who
did not know were not really involved in the initial processes of curricula development.

The ACM model has proved to be a useful reference
for computing curricula development.

Answer Options Response Count
Strongly agree 2
Agree 3
Do not know 9
Disagree 1
Strongly disagree 0

Factors influencing computing curricula development

Three questions were asked to determine some of the factors influencing curricula development,
i.e., policies, existing models and regulations, and experience of staff members. The results be-
low indicate that most influences on the computing curricula development in most institutions
were the department policy, ACM guidelines and Faculty Policy. It is surprising to find that the
requirements of SAQA (South African Qualifications Authority — the body that approves qualifi-
cations in South Africa), were not perceived to have much influence on computing curricula de-
velopment. This is partly correct for SAQA requirements do not stipulate much on such integra-
tion (to the authors” knowledge). Other influencing factors identified in a few institutions were
industry requirements, AlIS and IEEE guidelines, etc. These were mainly raised by institutions
that network with international organisations and those engaged in software engineering where
professional practices are emphasised.
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Which of the following factors is instrumental in governing the develop-
ment of your computing curriculum? (select all that apply)

Answer Options

Faculty policy

Dept policy

Response Count

SAQA Regulation (South African Qualifications

Authority)

ACM Curricula guidelines

Other (Please state)
Please specify

9
13
6

12
5

Others specified: AlIS and IEEE Curriculum guidelines; ABET Accreditation; Industry require-
ments; Expertise of lecturing staff.

We also determined the level of knowledge respondents possessed on the legislation that govern
computing and IT-related aspects.

For the following please indicate your level of knowledge in each case

Level of Knowledge

Answer Options In depth A good Havea | Awareness No prior| Response
knowledge| understanding, basic only aware- Count
of all facets| able to convey under- ness

the main aspects standing of

and concepts

ECT (Electronic commu- 0 7 3 4 1 15
nications and Transac-
tions) Act
Protection of personal in- 0 3 4 7 1 15
formation bill
SOX (Sarbanes Oxley) 1 0 4 8 2 15
RICA (Regulation of inter 0 4 2 8 1 15
ception of Communica-
tions and Provision of
Communication Related
Information) Act
PAIA (Promotion of Ac- 0 2 1 8 4 15

cess to Information) Act

The ECT Act (which addresses ethical and legal issues involved in the use of electronics) had the
highest number of responses compared to other cases. This indicates that there is a good level of

understanding of the ECT Act with respect to others.

The level of knowledge for RICA and the PAIA Acts are relatively low, given that most of the
responses fall within the three options that range from a basic understanding to finally no prior
awareness thereof. The responses for the Protection of Personal Information Bill are also rela-
tively low, where 12 out of the 15 responses, fall within a basic understanding or lower. Most of
these 12 responses are associated to ‘Awareness only’. Given that the indicated levels of knowl-
edge for these pieces of South African legislation (i.e., ECT, RICA, PAIA and the Protection of
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Personal Information Bill) are relatively low in terms of the ability to convey the main aspects
thereof; this is a point of concern that is noted for further discussion.

Respondents with education experience were then directed to the question that asked for the
number of years they have been teaching legal and ethical aspects. 3 had a relatively low level of
experience, i.e., ‘1 to 3’ years, 2 indicated ‘3 to 5’ years and only one indicated 5-7 years of ex-
perience.

Legal and ethical aspects of the current legislation integrated in
computing curricula

Respondents were also requested to indicate the proportion of legal and ethical aspects in their
courses.

What proportion of legal and ethical aspects
makes up your computing curricula?

. Response
Answer Options Cgunt
The majority of it (over 75 %) 0
A significant proportion (up to 50%) 0
A third (up to 33.3%) 1
Not significant (10%, or less) 12
None 2

Of the 15 respondents that answered this question, 14 indicated that the proportion of legal con-
tent in their computing course was either ‘Not significant at (10%, or less)’ or ‘None’. As this
guestion requested their ‘best estimate’, it reflects a view that the amount of such content is not a
significant amount compared to other course content.

Further, respondents were also requested to indicate legal and ethical aspects integrated in their
courses

Please indicate the legal and ethical aspects integrated in your course:
(select all that apply)

. Response
Answer Options Count
ICT and Telecommunication Laws (including topics on cyber-crime and 5
other unethical practices)
Criminal Law & Principles 0
Intellectual Property Law and related protections and rights, e.g. Trade 3
marks, Patents, Copyright
Commercial Law relating to trade and contracts 1
Freedom of expression & related areas of defamation, obscenity and 2
indecency
Other (please specify)

Financial Services Act
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Responsi

veness of the curriculum to changes

The responsiveness of the curriculum particularly to the non-technological developments is most-
ly considered to be moderate (7 out of 14 respondents that answered this question felt that it was
moderately responsive). We found that 11 out of the 14 responses conducted formal review of the

curricula eve

ry two years. Most respondents (10 out of 14 that answered the question) also felt

that the curricula were moderately responsive to other non-technological developments (e.g., so-
cial, ethical, and legal).

To what extent is your curriculum responsive
to new technological developments?

. Response
Answer Options Count
Higher responsive 1
Very responsive 5
Moderately responsive 7
Low level - only in some instances 2
Not Responsive 0

To what extent is your curriculum responsive to other non-
technological developments (e.g., ethical and other issues)?

. Response
Answer Options C gu nt
Higher responsive 1
Very responsive 1
Moderately responsive 10
Low level - hardly ever 2
Not Responsive 0

Legal and ethical aspects in published computing curricula
As indicated above, the university handbooks were reviewed for instances of content related to

ethical, legal

or professional aspects. The data collected is shown in the following tables:
Table 2.1: UCT Handbooks - 2008

University Faculty |Department| Course Description, Reference, page
Handbook, Code
Year
UCT 2008 Commerce IS Information Systems I, | “The nature and value of in-
INF1002F/S/H formation as well as the impact
of Internet technology on or-
ganisations and society are also
considered”, p 138
UCT 2008 Commerce IS Electronic Commerce, | “legal and ethical issues”,
INF3014F p 142
UCT 2008 |Commerce'| Computer Computer Science, |“Ethics and professional issues
Science CSC1016S in computing”, p 211
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University Handq Faculty | Department | Course Description, Reference, page
book, Code
Year
UCT 2009 |Commerce IS Information Systems I,| “The nature and value of infor-
INF1002F/S/H mation as well as the impact of
Internet technology on organisa-
tions and society are also consid-
ered”, p 144
UCT 2009 Commerce IS Establishing an E- “legal issues”, p 145
Business, INF2005F
(offered from 2010)
UCT 2009 Commerce IS Electronic Commerce, “legal and ethical issues”,
INF3014F p 148
UCT 2009 |[Commerce!| Computer | Computer Science, [‘Ethics and professional issues in
Science CsC1016S computing”, p 216

Table 2.3: Sampled computing curricula - 2010

University Hand-| Faculty | Department | Course Description, Reference, page
book, Code
Year
UCT 2010 Commerce IS Information Systems I,| “The nature and value of
INF1002F/S/H information as well as the
impact of Internet technol-
0gy on organisations and
society are also considered”,
pl71
UCT 2010 Commerce IS Electronic Commerce,| “legal and ethical issues”,
INF3014F p 175
UCT 2010 Commerce' |Computer Sci-| Computer Science, “Ethics and professional
ence CSC1016S issues in computing”, p 264
Wits 2010 | Commerce * IS Information Systems |“IS professionalism”, p 224
111, INFO3000
Wits 2010 > | Commerce ? IS Management and Ap- |“IS professionalism”, p 224
plication of Information“The course is comprised of
Systems 111, INFO3002| 6 topics: (6) Ethical, social
and legal issues in IT.”,
p 224
UKZN 2010° |Management| School of In- | IS & T for Business, | "societal and ethical issues
Studies  |formation Sys- ISTN101 W1 P1 relating to IS & T use™,
tems & Tech- p 196
nology
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Notes:
1. Faculties and departments offering courses to the faculty of commerce.
2. “Degrees and Diplomas in Commerce, Law and Management”, University of the Witwatersrand,
Johannesburg 2010

3. “Faculty of Management Studies, in the College of Law and Management Studies Pietermaritz-
burg Westville Campus, Handbook for 2010, University of KwaZulu-Natal 2010

Discussion of Findings

This section discusses the findings of the survey. Data collected from the interviews is also used
to corroborate these findings.

Curricula Development

Models of computing curricula adopted

The primary survey data indicated that curriculum development models existed, as 7 out of the 15
respondents that answered this guestion indicated that they used some models in their develop-
ment. Most used hybrid models derived from multiple sources (i.e., ACM and others). They felt
that ACM is largely American and needed to be tailored for the needs of the South Africa com-
munities. This is strongly supported by Brewer, Harriger, and Mendonca (2006), who maintain
that a model curriculum used as a reference should be tailored for the needs of the particular pro-
gram under construction. While the reference models were found to be useful to some extent, re-
spondents were concerned about their infrequent update.

Factors influencing curriculum development

A number of internal and external factors influence the process of curriculum development. The
choice of the reference model and the realisation of the need to develop curricula from multiple
models (hybrid model) were most likely informed by the level of understanding of the require-
ments for the undergraduate courses. Most respondents were highly qualified senior academics
with 9 years and over of computing experience and as such understood the requirements of their
courses. Institutions that organised annual strategic meeting to examine their entire undergraduate
curricula had more structured processes for curriculum development.

In addition, the department policy was identified to be the most instrumental influence: more than
other sources like faculty policy and ACM curricula guidelines. Academic disciplines usually
have assumptions and principles which tend to be emphasised more in the curricula than other
external requirements (Hammond & Bennett, 2002). Barnard, De Ridder, Pretorious, and Cohen
(2003) also confirm that departmental pragmatics and logistics can have a major influence on the
approach adopted for the curricula development. Participant (L4) in the present study stated that:

“my primary responsibility is one of academic leadership underneath that falls the re-
quirement to ensure that the curriculum is industry relevant and aligned to the expecta-
tions of various associations like AIS and IEEE”.

Another related influence raised during the interviews was the identity of the faculty. Some re-
spondents questioned whether their current classifications were really appropriate i.e., “...not to-
tally computing as technology was located in the management faculty (L2). This in a way created
some challenges as to which aspects to include or not in the curricula.
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Integration of Legal and Ethical Aspects

Content

The content of the curricula identified in the secondary materials and in the survey were ethics
and professional issues in computing, IS professionals, ICT & telecommunication laws (including
topics on cyber-crime and other unethical practices), intellectual property, copyright, and com-
mercial law aspects. Respondents also identified the following during the interviews: copyright
(identified by participant L1); e-commerce (L1); privacy, property, accountability (L4); profes-
sionalism, social, ethical issues; freedom of expression (L2); cyber security legislation, interna-
tional law (L2). Most respondents (12 out of 15) felt, however, that the content of their courses
are still deficient in legal and ethical aspects and were unstructured. This is also confirmed by the
fact that only 5 respondents had integrated ICT and telecommunication legal and ethical aspects
into their curricula. This deficiency can be explained by a number of challenges involved in the
process of incorporation identified below.

Challenges of incorporation

A number of challenges to the incorporation of legal and ethical aspects into the curricula were
raised in the survey and the interviews. While there appears to be a good understanding of the
ECT Act and the implications for non-compliance, most participants possessed limited knowl-
edge of other legislations like PPI, RICA, and PAIA Acts. For example, 12 out of 15 participant
lacked knowledge of the Protection of Personal Information Bill. Such low level of understanding
explains the limited content on legal and ethical aspects. Participant L1 attributes this deficiency
on a lack of proper training and knowledge:

So | think that there needs to be some sort of like training on the legal issues ...... the sec-
ond thing is the lack of knowledge, generally with IS departments there are not many
people with legal skills ...... we were fortunate to have a legal graduate in our department
who just retired last year, so he would cover some of these aspects in his the ecommerce
module, but that’s because he did law, he studied law and he was a graduate so you know
he knew the legal aspects, none of us have had it as part of our, you know, studies. (L1)

The problem of the local content deficiency in the curricula) was also raised whereby participants
felt that the content was not properly contextualised (had limited South African context).

In my e-commerce module this semester | do have a chapter in the textbook which deals
with ethical and legal issues, but once again all the material there is American based...So
what I've done is that, I've given them an assignment to look up legal, the legal issues in
the South African context based on ecommerce. (L1)

In their study on teaching law to non-lawyers (i.e., social workers), Braye et al. (2006) emphasise
the need to create a balance of what each discipline should offer (level of disciplinary exchange
desirable). They also state that such a balance can be achieved through joint teaching and tutoring
and use of case studies. They recommend that student learning should be focused on context as
much as on content to ensure appreciation of how legal rules might impact and support their deci-
sion making. They caution that too much focus on content isolate the legal rules and may promote
surface learning.

Another issue relates to the resistance to change. Participant L2 stated that there was some sort of
apathy where staff members were not familiar with the topics. Further probing during the inter-
views revealed that there was fear of change and added workload. There were concerns, for in-
stance, that the curricula already covered many other aspects and could not accommodate addi-
tional concepts. Morris (2007) argues that some consideration need to be given to the fact that
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professional knowledge, teaching habits, and paradigms may resist substantial restructuring of
curriculum. Braye et al. (2006) also observed similar feelings of apprehension about the law
among the teachers and students. They recommend that learning must engage with students’ as-
sumptive worlds, perceptions and anxieties about the laws.

The findings and discussion above provide the following answers to the research questions:

Which models of computing curricula have SA institutions adopted and why? Are these models
useful?

While respondents appear to find models like ACM useful as a point of departure, given their
limitations (e.g., in terms of currency) and the need to integrate departmental and national con-
text, many of the institutions have adopted hybrid models drawn from multiple sources.

What factors have influenced the development of computing curricula in South African institu-
tions?

There are Internal and external factors influencing the process of developing the computing cur-
ricula. These range from the nature of the discipline, the historic aspect of the institutions and
departments, availability of skills and resources, and attitude to change.

Have legal and ethical aspects been integrated into the current computing curricula effectively?

To some extent, some legal and ethical aspects have been integrated but respondents felt they
were not sufficient and not properly structured in some cases. This might have made the process
of integration difficult for some departments.

Conclusion and Recommendations

The objective of this study was to investigate the extent to which legal and ethical issues pertinent
to computing are integrated in the undergraduate curricula in South African Universities and also
to identify some of the challenges experienced by institutions in this process.

The findings and the discussion in the previous sections indicates that while some effort has been
made to integrate these aspects, these aspects are still deficient in the curricula of the institutions
involved in this study. Success in this integration depends on better understanding of the purpose
of the integration, perceptions of the academics and learners, and disciplinary issues. This knowI-
edge can be gained through appropriate training and collaboration with the faculty of law on legal
issues. The study also shows that curricula development in these institutions is mainly influenced
by the department policies. While this is probably due to the historic development of the depart-
ments, curricula have to integrate international and industry and should be tailored for the local
needs to ensure relevance. There is also a need to alleviate fears among academics regarding
changes introduced by such developments. Continuous review of the developed curricula is cru-
cial as new development in technology and in the legislative environment take place (Brewer et
al., 2006).

This study did not examine the methods adopted by institutions in teaching, learning, and assess-
ment of the ethical and legal aspects of computing. These too could have an impact on the devel-
opment of the curricula. There is also limited research on integration of these aspects into the
South Africa context. Existing literature is mainly descriptive and conceptual rather than empiri-
cal. These issues need to be investigated further in future studies.
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