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Executive Summary

Nowadays, many academic institutions are including ethical hacking in their information security
and Computer Science programs. Information security students need to experiment common ethi-
cal hacking techniques in order to be able to implement the appropriate security solutions. This
will allow them to more efficiently protect the confidentiality, integrity, and availability of com-
puter systems and assets.

This paper presents a case study of the implementation of comprehensive ethical hacking hands-
on lab exercises, which are fundamental to security education. The exercises are about three
common Denial of Service (DoS) attacks, namely, the Land, the TCP (transmission control proto-
col) SYN (synchronization) flood, and the Teardrop attacks. DoS attacks are important topics for
security courses teaching ethical hacking and intrusion detection techniques. The paper discusses
also common defense techniques for detecting DoS attacks, including Intrusion Detection Sys-
tems (IDS) and Software tools. Snort tool is used as the IDS defense solution during the hands-on
lab exercises. The learning objective of the hands-on lab exercises is for students to learn how to
implement and detect the DoS attacks in an isolated network laboratory environment.

Adding ethical hacking to an information security curriculum raises a variety of ethical and legal
issues. Some students will use the acquired offensive hands-on skills in inappropriate and some-
times illegal ways. Hence, students may threaten their careers, hurt others, and put their institu-
tion’s entire information security program at risk. Also, schools and educators may be held liable
for the actions of their students. To contribute to improving the chances of having a successful
and problem free information security programs that teach ethical hacking techniques, the paper
lists a number of steps that should be taken by schools and educators to ensure that students are
responsible for their actions and educate students on the consequences of any misconduct.

The impact of offering the exercises on the students’ performance in terms of achieving the
course outcomes is also discussed. The course assessment results show that the offered hands-on
lab exercises allowed students to better
anatomize the attacks and assimilate the
concepts learned from the lecture. The
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feedback regarding the discussed hands-on lab exercises. The results of the questionnaire showed
that more than 85% of the students who answered the questionnaire believed the exercises to be
useful and helped them better understand the underlying theoretical concepts associated with DoS
attacks.

Keywords: Information security curriculum, DoS attacks, Hands-on lab exercises, Ethical hack-
ing, Schools and educators liability.

Introduction

Defensive techniques with hands-on lab exercises are popular inclusions in security education.
However, there is growing interest in offensive techniques which were originally developed by
hackers (Bishop, 1997; Brutus, Shubina, & Locasto, 2010; Hill, Carver, Humphries, & Pooch,
2001; Ledin, 2011; Mullins et al., 2002; Trabelsi, 2011; Yuan & Zhong, 2008). In fact, ethical
hacking techniques are central for better understanding the ways in which security systems fail.
Teaching ethical hacking techniques is becoming a necessary component of computer security
curriculum as it yields better security professionals than other curriculums teaching defensive
techniques alone (Arce & McGraw, 2004; Arnett & Schmidt, 2005; Dornseif, Gértner, Holz, &
Mink, 2005; Frincke, 2003; Mink & Freiling, 2006; Vigna, 2003). Many academics and industry
practitioners feel that the best way to prepare system defenses is to understand the attacks that the
systems will face (Arce & McGraw, 2004). Students with ethical hacking skills will understand
how attacks are designed and launched and will be better prepared to work as security administra-
tors. This will provide them with better job opportunities than students without attacking skills
(Logan & Clarkson, 2005).

Nowadays, there is a noticeable need for computer security textbooks and technical papers that
describe the implementation of hands-on lab exercises about ethical hacking techniques. To con-
tribute to satisfy the aforementioned need, this paper proposes comprehensive ethical hacking
hands-on lab exercises that are essential to security education. The exercises describe in detail
how to practically implement three common DoS attacks. Although, there are many ready-to-use
DoS attack tools available in the market, most of them do not have an educational component. In
contrast, the exercises described in this paper have an educational purpose since their main objec-
tive is to teach students how to build their own DoS attack traffic. The exercises allow students to
better anatomize the DoS attacks in an isolated network laboratory environment. The proposed
exercises can be offered to students during security courses mainly on ethical hacking techniques
and intrusion detection, and are designed to accompany and compliment any existing academic
press text. The exercises have been integrated in our intrusion detection and response course
(SECA455) offered to our senior information security students. The aim of the lab exercises is to
provide the students with the required hands-on experience to improve their comprehension of the
different DoS attacks.

The paper is organized as follows. The next section describes the implementation of the hands-on
lab exercises. The third section discusses the available common defense solutions for detecting
the DoS attacks. The fourth section discusses some ethical concerns emerged when teaching ethi-
cal hacking techniques and lists steps that should be taken by schools and educators to improve
the chances of having a successful and problem free information security program. In the fifth
section, the paper evaluates the impact of the proposed lab exercises on student satisfaction and
the achievement of the learning outcomes of an information security senior level course. Finally,
the sixth section concludes the paper.
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Ethical Hacking Hands-on Lab Exercises

The next three sub-sections describe three common DoS attacks, namely, the Land, the TCP SYN
flood, and the Teardrop attacks. For each DoS attack, the corresponding hands-on lab exercise
implementation is described. The learning objective of the lab exercises is for students to learn
how to implement and detect the DoS attacks in isolated network laboratory environment.

The implementation of the hands-on lab exercises requires heavy involvement of the students. At
the beginning of each hands-on lab exercise the instructor briefly summarizes the theoretical con-
cepts related to the DoS attacks which have been already taught in the lecture. Then, the instruc-
tor provides the students with the required network architecture setting, the necessary tools to
generate and sniff the DoS attack traffic, the network devices (switch and/or routers), and the In-
trusion Detection System (IDS) tool to be used to detect the generated DoS attacks.

During the hands-on lab exercises, students work in small groups (three or four students in each
group) and are asked to perform mainly the following tasks within one hour:

1. Set up the required network architecture

2. Generate the DoS attacks using packet builder tools

3. Sniff the generated DoS attack traffic using sniffer tools

4. Configure the IDS tool to detect the generated DoS attacks
5. Each group, submit a report including mainly:

a. Screen shots for the generated DoS attack traffic where they show the con-
tents of the packet’s fields corresponding to the DoS attacks

b. Screen shots for the event logs generated by the IDS tool.

Land Attack

Land attack occurs when an attacker sends spoofed TCP SYN packets (connection initiation) with
a target host's IP address and an open port as both source and destination. The target host re-
sponds by sending the SYN-ACK packet to itself creating an empty connection that lasts until the
idle timeout value is reached. Flooding a system with empty connection requests will overwhelm
it and cause it to deny the services that it offers (Figure 1).

Victim host

Attacker host

% TCP SYN Packets
Source IP address = Destination IP address w

Source port = Destination port TCP SYN/ACK packets

Figure 1: The Land attack
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Hands-on lab exercise on Land attack

The learning objective of this hands-on lab exercise is for students to learn how to perform Land
attack using an IP packet builder tool. A simple LAN network is used in this exercise. That is,
three hosts are connected to a switch and each host is assigned a static IP address, as shown in
Figure 2. We assume that host “A” is the attack host, and host “B” is the victim host. Host “C” is
connected on a monitoring port of the switch (known as SPAN port) to monitor the network traf-
fic exchanged between hosts “A” and “B” using CommView sniffer (CommView Network Moni-
tor, 2013), as a packet analyzer tool. Also, host “C” uses Snort (Snort, 2011), as an IDS software
tool, to detect attack traffic.

The lab exercise consists of the following three steps:

e Step I: Configure a SPAN port on the switch
e Step 2: Generate Land attack traffic using an IP packet builder tool
e Step 3: Sniff Land attack traffic

Switfch

HostA

(Attack host) HostC -
= =N g *CommView sniffer
' —% L - Snort IDS

IP:192.168.2. IP:192.168.24 IP:192.166.26

MAC: 00-11-43-3B-11-9D MAC: 00-17-CB-EB-39-89 MAC: 00-26-9E-ED-AB-84

Figure 2: Network architecture

Step 1: Configure a SPAN port on the switch
Since each switch manufacturer defines its specific set of steps and commands to configure a
SPAN port, in this paper Cisco Catalyst 4500 Series Switch (Cisco, 2013) is used as an example.
In Windows XP environment, to configure a SPAN port on a Cisco switch, simply perform the
following steps:
e Connect a host to the console port on the switch.
e Start a Terminal Application program (For example: HyperTerminal) in the host.
¢ Run the following commands to configure a SPAN port and save the configuration:
Switch> enable //enter the enable command to access privileged EXEC mode
Switch# configure terminal
Switch(config)# monitor session 1 source interface fastethernet 0/2 both
Switch(config)# monitor session 1 source interface fastethernet 0/4 both
Switch(config)# monitor session 1 destination interface fastethernet 0/6
Switch(config)#exit
Switch#copy running-config startup-config
The above commands configure the Cisco switch to:
1. Monitor all the traffic from the following two sources:
o Host “A” [Fastethernet 0/2] - [Both]: Incoming & Outgoing Traffic
e Host “B” [Fastethernet 0/4] - [Both]: Incoming & Outgoing Traffic
2. Deliver a copy of them to one destination: Host “C” [Fastethernet 0/6]
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Step 2: Generate Land attack traffic using an IP packet builder tool

Land attack traffic is built from spoofed TCP SYN packets with the target host's IP address and
the open TCP port as both source and destination. Figure 3 shows example values of the main
fields of a Land attack packet.

(" Source port = 80
TCP Header Destination port = 80
L TCP SYN flag=1

-
Source [P =192.168.2.4

IP Header Destination IP = 192.168.2.4

Figure 3: An example of a Land attack packet

A packet generator tool can be used to customarily build the Land attack traffic packets. This can
be done by using an online command tool, such as FramelP Packet Generator (FramelP Packet
Generator, 2013), or a more friendly and easy to use GUI tool, such as Engage Packet Builder
(Engage Packet Builder, 2013) or CommView Visual Packet builder (CommView Network Moni-
tor, 2013). For instance, from the attack host “A” and using CommView Visual Packet Builder,
Figure 4 shows a spoofed TCP SYN packet used to generate Land attack traffic. The packet has
the source IP address equals to the destination IP address (Host B’s IP: 192.168.2.4), and the
source port equals to the destination port 80. The destination MAC address is set to the MAC ad-
dress of the target Host “B”.

[ e s T T i
File
Packet Type: [TCP v]
Ethernet IT [00:23:18:50:E9:8A - B0:C6:9A:33:39:89] ¥ -
1P [192.168.2.4 - 192.168.2.4] 2
Version Hdr. Length (x4 bytes)
-
Source Address (IP) Destination Address (IP) Total Length Identification
192168.2.4 e 119216824 H 0 (52 : 0x0F4A < L
Differentiated Services
Code Point
0 : Default (DE) +  [CJECN-ECT [C]ECN-CE
Fragmentation
DF MF Offset (x8 bytes)
(| [l:Don't Fragment vl [U:Last Fragment A 0 :
TTL Checksum Protocol
128 Z O |0x6621 : 006 : TCP -
TCP [80 - 80] S
rc Port Dest Port Seq Ack
I 80 < 80 < 0xFAFT3BEE < 0x00000000 e
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[ Fin Syn [E] Rst [E1Psh [ Ack [Curg

[ oc ][ conea |

Figure 4: Spoofed TCP SYN packet for generating Land attack traffic
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Step 3: Sniff Land attack traffic

The aim of this step is to verify that the intended traffic has been generated adequately. Host “C”
uses CommView sniffer to capture the exchanged traffic between hosts A and B. Figure 5 is a
screenshot showing the captured Land attack traffic generated in Step 1. It shows clearly that the
victim host B (192.168.2.4) has been flooded with Land attack packets.
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Figure 5: Land attack traffic captured by CommView sniffer

TCP SYN Flood Attack

A TCP SYN flood attack occurs when a host becomes so overwhelmed by TCP SYN packets ini-
tiating incomplete connection requests such that the host can no longer process any new legiti-
mate connection requests. When a client system attempts to establish a TCP connection to a
server, the client and server exchange a sequence of messages and the process is known as the
three-way handshake. The client system begins by sending a SYN message to the server. The
server acknowledges the SYN message by sending a SYN-ACK message to the client. The client
then finishes the establishing of the connection by responding with an ACK message. The con-
nection between the client and the server is then opened, and the service-specific data can be ex-
changed between the client and the server.

The potential of abuse arises at the point when the server system sends the SYN-ACK message
back to the client and before it receives the final ACK message. This situation is referred to as a
half-opened connection. The server usually keeps in its memory a data structure that describes all
the pending connections. Since this data structure has a finite size, it can be easily overflowed by
intentionally creating too many partially-opened connections (Figure 6). Creating half-opened
connection is easily accomplished with IP spoofing. The attacker’s host sends SYN messages to
the victim’s server. The messages appear to be legitimate to the server; however, the source ad-
dress is spoofed to a host that is not connected to the network. This means that the victim server
will never receive the final ACK message. Since the source address is spoofed, there is no way to
determine the identity of the true attacker when the packet arrives at the victim system.
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SYN packets with spoofed source [P

addresses icti
Attacker host Victim host

The memory buffer
in the victim host
begins filling up
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&»xs‘“\\\?? 3

AL

aes

ACK packets

Figure 6: The TCP SYN flood attack

Hands-on lab exercise on TCP SYN flood attack

The learning objective of this hands-on lab exercise is for students to learn how to perform TCP
SYN flood attack using an IP packet builder tool. The exercise uses the same network architecture
described in the previous exercise, and consists of the following steps:

e Step 1: Generate TCP SYN flood attack traffic.
e Step 2: Sniff TCP SYN flood attack traffic.
Step 1: Generate TCP SYN flood attack traffic

Since Host “B” (192.168.2.4) is the victim host, the TCP and IP headers of TCP SYN flood attack
packets should be set to the values shown in Figure 7. That is, the source IP address should be set
to a spoofed or random IP address, and the destination port should be set to a number of an open
TCP port in the victim host.

( Source port = Any )

TCP Header Destination port = Open TCP port number
% TCP SYNflag=1

J

r ~
Source IP = Spoofed or random IP address
Destination IP =192.168.2.4

\_ J

IP Header

Figure 7: An example of a TCP SYN flood attack packet

The attacker at host “A” can use any port scanner tool to identify the list of open TCP ports at the
victim host. Then, the attacker can select one open TCP port number and use it as the destination
port number in the TCP SYN flood attack packets. For example, Figure 8 is a screenshot showing
the result of a TCP port scanning of the target host “B”, using Advanced Port Scanner tool (Rad-
min Advanced Port Scanner, 2013): There are 8 open TCP ports on host “B”.
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@ Advanced Port Scanner v1.3
Fil=  Options Help

zae
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@ 139 Open (netbios-ssn)
@ 445 Open (microsoft-ds)

ﬁ Closed ports (59)

Scan complete

Figure 8: Port scanning result using Advanced Port Scanner tool

To generate TCP SYN flood attack packets, the attacker has to use an IP packet builder tool that
allows the insertion of random IP addresses in the source IP field and the generation of high
packet rates. However, only few packet builder tools support this feature. For example, FramelP
Packet Generator tool has the ability to generate packets with random IP addresses and/or ports
numbers and offers high packet rate. Figure 9 is a screenshot showing the results of executing
FramelP tool. That is, the target host with IP address 192.168.2.4 is flooded with TCP SYN pack-
ets. Each generated TCP SYN packet has a random fake source port number and a random fake
source [P address.
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D:~Documents and Settings“Administrator~Desktop~Tools“FramelP>

Figure 9: TCP SYN flood traffic generated by FramelP tool

Step 2: Sniff TCP SYN flood attack traffic

At Host “C”, a sniffer can be used to capture the generated traffic. The aim of this step is to ana-

lyze and verify that the intended traffic has been generated adequately. For example, using
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CommView Sniffer, Figure 10 shows that the victim Host “B” (192.168.2.4) is under TCP SYN
flood attack, and the target TCP port is 80.
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Figure 10: TCP SYN flood attack traffic captured by CommView sniffer

Furthermore, at the victim Host “B”, the online DOS command “netstat” can be also used to de-
tect TCP SYN flood attack. The command displays the connections that are currently in the half-
open state. The half-open state is described as SYN RECEIVED in Windows and as SYN_RECV

in Unix systems.

Teardrop Attack

Teardrop attack targets vulnerability in the way fragmented IP packets are reassembled. Fragmen-
tation is necessary when IP datagrams are larger than the maximum unit of transmission (MUT)
of a network segment across which the datagrams must traverse. In order to successfully reas-
semble packets at the receiving end, the IP header for each fragment should include an offset to
identify the fragment’s position in the original un-fragmented packet. In a Teardrop attack, packet
fragments are deliberately configured with overlapping offset fields causing the host to hang or
crash when it tries to reassemble them. Figure 12 shows that the second fragment packet (Packet
#2) purports to begin 20 bytes earlier (at 800) than the first fragment packet (Packet #1) ends (at
820). The offset of Packet #2 is not aligned with the packet length of Packet #1. This discrepancy
can cause some systems to crash during the reassembly attempt.
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20 Bytes 800 Bytes

Fragment D
ata
Packet #1 IP-Header
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Fragment offset =0
Packet length = 820
More fragments bit = 1
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i Data
Packet #2 IP-Header
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Fragment offset = 800
Packet length = 620
More fragments bit =0

Figure 12: The Teardrop attack

Hands-on lab exercise on Teardrop attack

The learning objective of this hands-on lab exercise is for students to learn how to perform Tear-
drop attack using an IP packet builder tool.

The exercise uses the same network architecture described in the first exercise, and consists of the
following steps:

e Step 1: Generate Teardrop attack traffic.
e Step 2: Sniff Teardrop attack traffic
Step 1: Generate Teardrop attack traffic

To generate a Teardrop attack, two fragmented packets are built. The packets have the same IP’s
ID, which means that they belong to the same original un-fragmented packet. However, offset
values are overlapped. Figure 13 illustrate an example of the IP header values for two Teardrop
attack packets. To generate these packets, the attacker has to use an IP packet builder tool that
allows sending simultaneously more than one packet. However, few packet builder tools, such as
the FramelP Packet Generator, offer such capability.

1P ID=x N

Packet #1
IP Header Packet length =820
Fragment offset=0
\ More fragments = 1 )
Packet #2 (1P ID=x )
IP Header Packet length =820
Fragment offset = 800
9 More fragments =0 )

Figure 13: An example of Teardrop attack packets

Step 2: Sniff Teardrop attack traffic

The aim of this step is to verify that the intended attack traffic has been generated adequately. The
monitoring host “C” uses CommView sniffer to capture the exchanged traffic between hosts “A”
and “B”. Figure 14 and 15 are screenshots of the captured two Teardrop attack packets (Packet#1
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and Packet#2) sent to the victim Host “B” (192.168.2.4). The two fragmented packets belong to
the same original un-fragmented packet (IP’s ID = 200) and have overlapping offset values, 0 and
20 respectively.
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Figure 14: The first packet of a Teardrop attack (Packet #1)

-i0ixq

J File Search

[polew-0-.

H 2 = | Dell Wireless 1490 Dual Band WLAN Mini-Ca ¥

1P Statistics HLF) Packets | Logging | I, Rules | i) Alarms |
[ I Mo I Pratocol I IP Addresses I Ports I Delta I I
163 0

=-IP
. P warsion: Dx04 (4)
- Header length: 0505 (5] - 20 bytes
[ Type of service: 0xd0 (0)
- Total lengths 0:0028 (43) g =
. ID: (R00CE (2000 - Baglatlanggh= 620
B Flags IP's ID = 200
‘... Don't fragment bit: 0 - May Fragrmen:
i More fragments bit: 0 - Last Fragrnent
.. Fragment offser; 00014 (20) . MF bit=0
. Time to live: 0x30 (128) \

. Protocal: 0x01 (1) - ICMP Offset = 20 0x0000 00 1R 70 9% 4B AP 00 19-7E 8C 32 03 08 00 45 00 - -PMEE

.. Checksum: 0xBE25 (46376) - correct 0x0010 00 ZB 00 C2 00 14 20 O1-BE Z2 CO A2 01 73 CO AB St EL

- Source [Py 192.168.1.121 0x00z0 0z 04 05 00 A4 3D LE 73-Dz &1 77 77 77 ZE 66 7Z ——

.. Dastination 1Pt 192 168,24 020030 &1 6D &5 69 70 ZE 63 6F-6D ameip .

1P Options: Mone
o ol =

isa=S « | LIJ
|Capture: OFf |Pkts: 1216 in [ 1624 out [ 0 pass |Autu-saving: Off |Rulas: 1on |A|arms: Off |4°.-’o CPLU Usage | 4

Figure 15: The second packet of a Teardrop attack (Packet #2)

Defense Solutions

Defense solutions against DoS attacks are of a great interest because these types of attacks are
highly intentional and usually have to be initiated, maintained, and controlled by humans. How-
ever, DoS attacks cannot be totally prevented. There is always the chance that the attacker may
send to a victim computer system too much data that it could not handle. However, the threat of
DoS attacks can be minimized by increasing the network bandwidth and by using vendor patches,
firewalls, Intrusion Detection/Prevention systems (IDS/IPS) software tools or hardware appli-
ances, and proper network configuration. Operating systems offer also methods for hardening the
TCP/IP protocol stack, which reduces the servers’ vulnerability to many common DoS attacks. A
modification of the default TCP/IP stack settings is recommended during the process of securing
the operating system. For example, steps to harden the TCP/IP protocol stack to make servers
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more resistant to the TCP SYN flooding attack are detailed in Burdach (2010) and Microsoft
(2011). However, an attacker can always use additional resources to flood a target system or net-
work and/or invent new and unknown types of DoS attacks. The following two sub-sections de-
scribe briefly the common IDS/IPS based defense solutions.

IDS/IPS Hardware Devices

IDS/IPS hardware devices are designed to detect and prevent malicious traffic and activities in
computer networks. They can be easily configured to detect and prevent common DoS attacks.
For example, Figure 16 is a screenshot showing that the Land attack protection and Teardrop at-
tack protection options are enabled at Juniper Networks SSG20 device (Juniper Networks, 2013).

Security > Screening > Screen ssg20-wlan g

Zone: Untrust -

Denial of Service Defense
Ping of Death Attack Protection

Teardrop Attack Protection

["] ICMP Fragment Protection
["] ICMP Ping ID Zero Protection
"] Large Size ICMP Packet (Size > 1024) Protection
"] Block Fragment Traffic
Land Attack Protection )

"] S¥N-ACK-ACK Proxy Protection Threshold 512 Connections -
€ 1 | +

& € Intemet | Protected Mode: On faov H100% v

[t |

Figure 16: Land and Teardrop attacks protection options in Juniper Networks SSG20 device

Figure 17 is a screenshot showing the event log contents in Juniper Networks SSG20 device after
detecting Teardrop attack traffic. Event log shows that Teardrop attack traffic has been generated
from a host with IP address 192.168.1.133, targeting a host with IP address 192.168.2.4.

Reports > System Log > Event £sg20-wlan [ 7]
List 20 - per page Log Level : All -
Date / Time Level Description

4o cac. Teardrop attack! From 192.168.1.133:2048 to 192.168.2.4:80, proto
AL TR-TE Ry emerGCP (zone Untrust, int bgroup0). Occurred 9 times.

Teardrop attack! From 192.168.1.133:2048 to 192.168.2.4:80, proto

R e TCP (zone Untrust, int bgroup0). Occurred 9 times.

Teardrop attack! From 192.168.1.133:2048 to 192.168.2.4:80, proto

e TCP (zone Untrust, int bgroup0). Occurred 9 times.

2011-12-18 22:43:03 notif |All logged events or alarms were cleared by admin netscreen

[ & Internet | Protected Mode: On dg v W100% v

Figure 17: Event log contents in Juniper Networks SSG20 device after
detecting Teardrop attack traffic

IDS Software Tools

Snort, an open source network intrusion detection system (NIDS), is a good example of an IDS
software tool. It can perform protocol analysis and content searching/matching. It can also be
used to detect a variety of attacks and probes such as DoS attacks, buffer overflows, stealth port
scans, CGI attacks, SMB probes, OS fingerprinting attempts, and much more. The host running
Snort should be installed on the SPAN port of a switch to be able to monitor and analyze the net-
work traffic exchanged.
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Snort uses a database of rules to detect attacks and malicious traffic. Snort rules are the conditions
specified by the network administrator that differentiate between normal Internet activities and
malicious activities. Snort rules are made up of two basic parts:

e Rule header: This is the part where the rule’s actions are identified. Alert, Log, Pass, Ac-
tivate, Dynamic, etc. are some important actions used in Snort rules.
e Rule options: This is the part where the rule’s alert messages are identified.

For example, the following Snort rule is used to detect TCP SYN flood attack traffic:

alert tcp any any -> any any (msg:"TCP SYN flood attack detected"; flow: stateless; flags:S,12;

threshold: type threshold, track by src, count 3, second 1; classtype. attempted-recon,
sid:10002;revi;).

The following screen shot shows an example of Snort’s event log after detecting TCP SYN flood
traffic:

[**] [1:5000001:2](TCF 3TN flood attack detected)[**]

[Priority: 0]

01/02-10:50:53.152327 0:1E:B:2C:86:36 -> FF:FF:FF:FF:FF:FF type:0x800 len:0x45
77.2358.187.181: 60783 -> 192.168.1.3:80 TCP TTL:128 TOS:0x0 ID:44551 IpLen:20 Dgmlen:55
FRERASGT Seq: OxZCDCETO0E  Ack: Ox0 Win: Ox0 Teplen: Z0

Snort IDS based hands-on lab exercises

Snort is widely used in academia as a tool for teaching network security concepts (Sharma & Sef-
chek, 2007; Xu, Zhang, Gadipalli, Yaun, & Yu, 2011). During the hands-on lab exercises, the stu-
dent groups use Snort as a defense solution. For each hands-on lab exercise, student groups are
asked to write the appropriate Snort rules to detect the corresponding DoS attack. Each group
submits then a report including mainly:

1. Snort rules written to detect the DoS attacks

2. Screen shots for Snort event logs generated after detecting the DoS attacks.

Ethical Concern

The hands-on lab exercises have been offered in our intrusion detection and response course
(SECB 455) during the last three years. A major ethical concern has been identified while analyz-
ing the log files of the IDS sensors installed in the university network segments.

For a period of three years, during each semester we used the IDS sensors’ log files to collect the
number of detected DoS attacks per day targeting the university servers. The collection is mainly
focused on the web, emails, FTP, and DNS servers. The collected data shows clearly a significant
increase (300% to 750%) in the average number of DoS attacks detected by the university’s IDS
sensors during the few days following the hands-on lab exercises practice (Figure 18). This is due
to the fact that students always attempt to experiment the learned DoS attacks outside the isolated
network laboratory environment.
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Figure 18: Evolution of the number of DoS attacks detected by the University s IDS sensors

At the same time, we conducted a survey to probe the students’ behavior after executing the at-
tack lab exercises. The survey results show that most of the students (85%) acknowledged that
they had tried the learned DoS attacks outside the isolated network laboratory environment, tar-
geting mainly the university servers. Table 1 shows the result of the survey conducted over the
last three years period on about 110 students enrolled in the SECB455 course.

Table 1: Survey results

After the hands-on lab exercises practices, did 85% of the students said “Yes”
you experiment the DoS attacks‘ outside the 12% of the students said “No”
isolated network laboratory environment?

3% abstained

If yes, what were your main target systems? University Web servers (56%)
University Email servers (14%)
Other university servers (9%)

Outside systems (21%)

What were the objectives of the attacks? For fun (89%)

Attempting to slow down the target
systems (11%)

This is a dilemma when offering hands-on lab exercises on offensive techniques. The fact of add-
ing ethical hacking to the curriculum raises a variety of ethical and legal issues. Some students
will use the acquired offensive hands-on skills in inappropriate and sometimes illegal ways. There
is a concern that teaching dangerous skills to immature and unqualified students may be socially
irresponsible. In addition, the misuse of information security expertise is serious business and
could result in criminal prosecution, bad publicity, personal injury, cyber bullying, and termina-
tion of educational programs, among numerous other negative outcomes. The study in Cook,
Conti, and Raymond (2012) discusses in detail the problem of misuse of the information security
skills and provides detail of real-world incidents involving students.

In addition, unmonitored offensive hands-on lab exercises may be a breach of the law. Also,
schools and educators may be held liable for the actions of their students. Hence, students may
threaten their careers, hurt others, and put their institution’s entire information security program at
risk.
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It is often criticized that offensive methods should not be taught to students since they only in-
creases the population of “malicious hackers.” There are those who feel that teaching offensive
techniques are unethical (Harris, 2004), since there is always a potential that some students will
use the tools and techniques in an irresponsible manner. Therefore instructors should not take on
the responsibility of teaching new hackers. Some educators are concerned that teaching danger-
ous skills to immature and unqualified students may be socially irresponsible. For a good discus-
sion on the ethical and legal concerns regarding the teaching of offensive techniques in the aca-
demic environment, readers can refer to Caltagirone, Ortman, Melton, Manz, King, and Oman
(2006) and to Livermore (2007).

We disagree with this line of argument. The trend towards penetration testing in corporate busi-
nesses shows that offensive techniques can be used to increase the level of security of an enter-
prise. Consequently, students trained in offensive techniques do not necessarily become malicious
hackers, but rather become competent security professionals. The fact of not studying and apply-
ing the techniques, tactics, and methodologies of attackers would leave large gaps in the knowl-
edge base of graduates (Brutus et al., 2010; Ledin, 2011). However, it is obvious that there is no
guarantee that very few of the students who have been taught offensive techniques in schools will
be hackers in the future and perform malicious hacking activities against systems and networks.

A survey of security faculty members has been conducted to determine their attitudes toward
teaching ethical hacking and penetration testing in schools (Livermore, 2007). The survey results
showed more than 71% of the security faculty members agreed that schools should be teaching
ethical hacking. In addition, students with ethical hacking skills will be better prepared to work as
security administrators with better chances of landing jobs than students without these skills
(Arce & McGraw, 2004; Logan & Clarkson, 2005; Wulf, 2003).

Nowadays, many academic institutions are including ethical hacking and penetration testing in
their information security and Computer Science programs. For examples, the University of
North Carolina (UNC) at Charlotte’s College of Computing and Informatics is offering a course
called Vulnerability Assessment and System Assurance. Ethical hacking techniques, finding new
exploits, discovering vulnerabilities, and penetrating network perimeters are among the topics
covered by the course. The course is based on case studies of ethical hacking with a strong lab
component. The University of Abertay Dundee in Scotland is also offering a course in ethical
hacking called Ethical Hacking & Computer Security. The course provides detailed knowledge of
electronic attacks and the methods that criminals use to gain access and exploit a system.

It is clear that there are a number of problems with teaching ethical hacking. However, there are
also a number of steps that schools and educators can take to reduce their liabilities, to prevent
student’s misconduct, and to help students to not misbehave and be responsible, including:

1. Offensive techniques should not be offered exclusively, but in a context where the em-
phasis is on improving the defensive techniques by learning how offensive techniques are
implemented.

2. Students should be aware of the legal implications and the ethics of offensive attacks and
ethical hacking. Students should be regularly briefed on the ethical use of offensive tools
and techniques. Instructors should deliberately and frequently provide context for stu-
dents as to why they are learning dangerous material. The survey results in (Livermore,
2007) show that 75% of the security faculty members feel that their schools should offer
an ethics course as part of the information security curriculum. A similar number of fac-
ulty feel that ethics should be part of every information security course in the curriculum.

3. Educators should communicate regularly the downsides of malicious actions to their stu-
dents. Students risk expulsion, criminal prosecution, and could threaten the existence of
their institution’s information security program.
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4. Schools should communicate to the students the boundary between appropriate and inap-
propriate behavior, including knowledge of local and international law.

5. To limit their liability, schools that offer offensive techniques as a part of their security
curriculum should mandate student to sign a code of conduct during the course registra-
tion. The code of conduct should spell out the boundaries for student behavior and the
consequences for unacceptable behavior.

6. Schools that construct computer labs for teaching offensive techniques in their informa-
tion security programs must take precautions to ensure that their labs are isolated from all
networks outside the classroom, to minimize the chances of accidental or intentional
abuse.

7. Schools teaching offensive techniques should establish a process to screen students for
criminal background, unstable behavior and malicious activities prior to admission to an
information security program (Livermore, 2011). In addition, schools may require a writ-
ten approval from the student’s parents before conducting any screening for criminal
background. Also, schools should not violate the local law regarding conducting criminal
screening on individuals.

8. Schools can ask regularly the students enrolled in an information security program to
provide the MAC addresses of their personal laptops and mobile devices. In case of an at-
tack, these MAC addresses can help computer forensics specialists to identify the devices
that initiated the attacks.

Schools that take the above steps improve the chances of having a successful and problem free
information security programs that teach ethical hacking techniques.

Evaluation of Learning Outcomes and
Student Satisfaction

This section discusses the effect of introducing the new attack hands-on labs on the achievement
of the SECb455 course outcomes (COs). The SECB455 course has five COs as shown in Table 2.
Since SECB455 is an advanced course in information security, the outcomes have been selected
carefully to reflect the top three levels in Bloom’s taxonomy of cognitive domain (analysis, syn-
thesis, and evaluation). After creating the course outcomes, 12 course topics were identified and
mapped to the course outcomes. Four assessment tools are also selected to assess the achieve-
ments of COs including quizzes, exams (midterm and final), lab reports, and term project.

Table 2: Mapping the course outcomes to Blooms Taxonomy

Level of Bloom’s Taxon-

Outcome
omy

CO1: Identify the most common networks attacks Analysis (4)
CO2: Analyze counter measures of network attacks Analysis (4)
CO3: Perform security auditing and vulnerability as- Evaluation (6)
sessment.
CO 4: Create new attack signatures. Synthesis (5)
CO 5: Integrate IDS/IPS sensors. Synthesis (5)
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To assess the course outcomes we follow the course assessment process adopted by our institu-
tion. A nominated course coordinator assembles a course committee that includes all the lecture
and lab instructors teaching the course in a given semester. During the first week of the semester,
the course committee meets to decide on the assessment tools that will be used to assess the COs.
They also decide on the corrective actions that will be applied to address the recommendations
from the previous assessment cycle. Throughout the semester, the course committee applies the
assessment tools to collect assessment data. By the end of the semester, the collected assessment
data are mapped to the COs. The achievement level of each CO is then calculated in terms of
mean and standard deviation using (1) and (2).

DMy Xy

U(COp)=-t—r
2
t

; (1

> 2)

where u, and o; denote respectively the normalized mean and standard deviation of the students’
marks when assessment tool ¢ is used, and #, denotes the number of students. For example, if
three quizzes and two final exam questions are used to assess CO;, the normalized mean and stan-
dard deviation of the students’ marks are calculated separately for each tool, then (1) and (2) are
used to calculate the achievement level for CO;. After calculating the achievement level for each
CO, the course committee meets again to discuss the assessment results and decide on the needed
recommendations to address any discovered shortcoming. To close the assessment cycle, the
course committee also discuss the effectiveness of the corrective actions applied during the se-
mesters on the new assessment results.

During the 2005/2006 and 2007/2008 academic years, students enrolled in SECB455 were not
offered any attack hands-on lab. Only the theoretical part of the attacks was usually described
during the lecture time. However, starting from fall 2008 the course committee decided to offer
the proposed ethical hacking hands-on lab exercises as a corrective action to improve the COs
achievement levels. Three quizzes are used to compare the achievement of the COs before and
after the new attack hands-on labs are introduced. These quizzes are directly mapped to CO1,
CO02, and COS5 shown in Table 2. The grades of the students in the three quizzes are measured,
normalized, and then aggregated using (1) and (2) to calculate the achievement level of the three
COs.

Assessment Results

Figure 19 shows the students average grades for the three quizzes which are to evaluate the stu-
dents’ comprehension of the three attacks. It clearly shows that starting from 08/09 academic the
total average grade has started improving. This is mainly due to the fact that the offered hands-on
lab exercises allowed students to better anatomize the attacks and assimilate the concepts learned
from the lecture. The students have learned better with the exercises which had a positive effect
on their performance. For example, in case of Quiz 2, introducing the lab exercises improved the
average student grade by 11.2% from 0.7 to 0.79 and maintained the improvement for the follow-
ing two academic years.
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Figure 19: Student performance in the three quizzes before and after introducing
the DoS attacks labs

Figure 20 illustrates the achievement of the three course outcomes for six consecutive years from
05/06 to 10/11. It shows a considerable improvement in the COs achievements level after intro-
ducing the attack hands-on labs. For example, the introduction of the proposed labs in 08/09 aca-
demic year improved the CO achievements level by 8.7%, 5.8%, and 6% for CO1, CO2, and CO5
respectively compared to the achievement levels in the year before.

85.0%
80.0%
75.0% - — mCol
70.0% - | mCoz
CO5

65.0% - —
60.0% -

05/06 06/07 07/08 08/09 09/10 10/11

Figure 20: Using assessment tools to map the new attack labs to the course outcomes

Table 3 compares the CO achievement levels of the 06/07 and the 10/11 academic years in detail.
It shows that the 9% improvement in the achievement level of CO1, from 75% to 82.3% (see
Figure 20), can be interpreted as 14.9% and 5.8% increase in the number of students scored above
90% and 80% respectively, and 13.8% and 6.3% drop in the number of students scored below
60% and 70% respectively. Similar behaviour can also be observed for CO2 and COS.

Table 3: Detailed description of the COs achievement
CO-1 CO-2 CO-5

06/07 | 10/11 | 06/07  10/11  06/07  10/11
CO <60% 20.8% | 7.0% 14.8% | 8.1% 25.9% [ 15.9%

60% <CO<70% | 19.0% | 12.7% | 18.9% | 12.8% | 21.8% | 18.2%
70% <CO <80% | 21.9% | 21.3% | 24.4% | 20.3% | 22.5% | 23.0%
80% <CO<90% | 18.6% | 24.5% | 21.6% [23.1% [ 16.6% [ 20.8%
90% < CO 19.7% | 34.6% | 20.4% |35.7% | 13.2% | 22.2%
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Student’s Satisfaction

Table 4 shows the results of an anonymous questionnaire that was administered to 110 students,
who participated in the lab exercises, to measure their satisfaction level and collect their feedback
regarding the discussed hands-on lab exercises. The results of the questionnaire showed that more
than 85% of all students who answered the questionnaire believed the lab exercises to be useful
and helped them better understand the underlying theoretical concepts associated with DoS at-
tacks (Table 4). The questionnaire also revealed that 87% of the students were interested in simi-
lar exercises in other network security classes, and 86% would strongly recommend the lab exer-
cise to other students.

Table 4: Student satisfaction questionnaire

Responses

Questions Strongly
Did you enjoy the labs? 87% 10% 2% 1%
Do you think the labs are easy to follow and 82% 10% 5% 3%
straightforward?
Do you feel you understand the DoS concepts better after | 85% 13% 1% 1%
performing the labs?
How likely are you to recommend the labs to others? 86% 11% 2% 1%
Would you like to see similar labs offered in your 87% 8% 4% 1%
network security classes?
Laboratory exercises helped me to learn how to apply 85% 8% 5% 2%
security principles and tools in practice.

Conclusion

It is necessary that students know how to attack and anatomize offensive techniques to truly un-
derstand how to defend networks and computer systems, and strengthen their security skills. This
paper described offensive hands-on lab exercises on how to practically perform three common
DoS attacks. The exercises are designed to be used as a part of an undergraduate-level course on
network security and intrusion detection. The exercises allow students to better anatomize the
DoS attacks in an isolated network laboratory environment.

A major ethical concern has been identified after analysing the alert logs generated by the IDS
sensors installed in the university network segments. This is a dilemma when security students are
exposed to hands-on lab exercises on offensive techniques. However, the ethical concerns of
teaching students “hacking” are dwarfed by the need for knowledgeable, competent, and, above
all, experienced computer security professionals in industry and government. Course assessment
results also show a significant improvement in the achievement level of related course outcomes.
In addition, the paper discussed a number of steps that schools teaching offensive techniques can
take to reduce their liability, educate students about their ethical responsibilities, and prevent
teaching dangerous skills to the wrong students.
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