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Abstract 
To understand and identify information-sharing preferences among online students, a US survey 
collected data from university students.  Specifically, this study analyzes students’ information 
disclosure preferences and to what extent demographics influence a student’s willingness to dis-
close personal information.  This study also examines whether or not students feel more comfort-
able sharing information with specific user groups, such as teachers, teachers’ assistants (TAs), 
classmates, or friends.  While using the communication privacy management theory as a theoreti-
cal framework, it was found that graduate students were significantly more likely than under-
graduate students to share information with many different groups.  Specifically, graduate stu-
dents disclosed more information to teachers, classmates, group-members, and the TA group 
when compared to undergraduate students.  In addition, graduate students were more likely than 
undergraduate students to share specific categories of information, including work-related infor-
mation and contact information.  These results provide important insights into how graduate stu-
dents and undergraduate students interact within online learning environments. 

Keywords: information sharing preferences, communication privacy management theory, social 
constructivism, online learning environments, online privacy settings.  

Introduction 
Online education is continually evolving to provide a flexible environment that accommodates a 
variety of students and learning styles.  In light of Darkenwald and Merriam’s (1982) definition 
of an adult learner as a self-guided and internally-motivated learner, adults, in particular, can 
benefit from online learning as it provides an adaptable format for participants to learn as self-
determined students (Cercone, 2008). Specifically, constructivism, which highlights learner-
centered environments and stresses that knowledge is socially constructed, has been used to 
evaluate the ways instructors and students interact in online learning environments (Huang, 
2002).  It is not a new concept that interaction is a factor in education; however, its role has been 

repositioned from face-to-face (F2F) to 
online settings (Anderson, 2004). 

While online learning frees students 
from the physical constraints of co-
location, it may potentially hinder stu-
dents’ ability to socially interact with 
their peers.  As social interaction is be-
ing recognized as a core component for 
higher student motivation and satisfac-
tion (Cobb, 2009; Sung & Mayer, 2012), 
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it is important that researchers understand students’ desire, or lack thereof, to disclose informa-
tion as a way to promote social interaction connection in online environments. 

When designed correctly, online learning environments can address individual learners’ prefer-
ences and assist learners in attaining their desired level of learning (Ally, 2004).  Some research-
ers suggest that online learning environments may provide a social classroom where students feel 
more connected to one another when compared to F2F environments (Walther, 1996).  More re-
cent studies show these classrooms as environments that foster relationships (Walther & Parks, 
2002).  Online learning environments that promote discourse among students and instructors can 
provide learners with a more meaningful learning experience (Kiriakidis, 2008).  Additionally, 
online learning environments can foster collaboration and community building as well as allow 
for learners to connect with and utilize a greater range of shared resources (Ma & Yuen, 2010). 

Social networking systems (SNSs) facilitate the social connections of the participating individuals 
and support online communities.  In SNSs, individuals determine the amount of information be-
ing disclosed (Boyd & Ellison, 2008).  Used in online learning environments, SNSs can thus 
promote interaction and socialization among students, support informal learning, build the learn-
ing community, and improve motivation (Dabbagh & Kitsantas, 2012; Leskovec, Huttenlocher, & 
Kleinberg, 2010; Roblyer, McDaniels, Webb, Herman, & Witty, 2010). 

The primary goal of this study is to identify privacy and information-sharing preferences among 
university students.  Specifically, this study intends to understand students’ information disclo-
sure preferences, and to what extent demographics influence a students’ willingness to disclose 
personal information.  The study also looks at whether or not students feel more comfortable 
sharing information with specific user groups, such as teachers, teaching assistants, classmates, or 
friends.  This information will give insight into the role of social interaction in online environ-
ments and the design and implementation of online education. 

Literature Review 
Online social software, such as SNSs, is a commonly used communication medium among stu-
dents of higher education.  In fact, 90.3 percent of 30,616 undergraduate students enrolled in 115 
US institutions reported that they use social networking sites, and this number is steadily increas-
ing (Smith, Salaway, & Caruso, 2009).  Unfortunately, however, these students access social 
networking sites for recreational use, but not necessarily academic use (Alexander, 2008; 
Forkosh-Baruch & Hershkovitz, 2011; Madge, Meek, Weelens, & Hooley, 2009).  While the use 
of social communication in courses is limited, SNSs can be used in online environments to pro-
mote learning and build social connections among learners and instructors (Dabbagh & Kitsantas, 
2012).  From a social constructivist perspective, online learners require a certain amount of social 
learning, which is influenced by the learners’ ability to foster relationships and socially commu-
nicate with others in the online setting (Huang, 2002).  SNSs can influence student engagement 
and social connectivity in online courses (Dabbagh & Kitsantas, 2012) and promote interaction 
and socialization among learners (Leskovec et al., 2010; Livingstone & Brake, 2010; Roblyer et 
al., 2010).  Although SNSs can foster social interaction in online learning, standard implementa-
tion does not always result in successful social interaction (Kreijns, Kirschner, & Jochems, 2003).  
Understanding the social dimension of interaction can enhance the chances of effectively imple-
menting SNSs (Kreijns et al., 2003). 

When individuals are physically separated and capable of presenting themselves in carefully de-
fined ways, they can potentially construct a more controlled representation of themselves and 
avoid the social preconceptions that are sometimes found in F2F environments (Simonson, 
Smaldino, Albright, & Zvacek, 2000).  Privacy concerns may influence a student’s willingness to 
share the information necessary for self-definition, and in turn, hinder social connections made 
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within online learning environments (Chen & Bryer, 2012).  Researchers, however, disagree on 
the factors that can influence such privacy concerns.  Some suggest that demographics, such as 
gender and age, may play a role in a student’s willingness to connect with their online peers 
(Junco, 2011).  Some comment on conformity as a factor; individuals have a tendency to reveal 
compliance among those who are involved (e.g., majority talk about a certain topic or share a cer-
tain kind of information) (Dron, 2007).  Another supposed factor is students’ learning styles (e.g., 
autonomous learners choose to influence the social structure and more dependent learners choose 
to be more influenced by the social structure) (Dron, 2007).  Regardless of the influencing fac-
tors, users of SNSs have the ability to control their privacy settings (Stutzman & Kramer-
Duffield, 2010).  Researchers turn to the Communication Privacy Management (CPM) theory to 
explain how and why users manage their personal information in SNSs (Child & Petronio, 2011; 
Metzger, 2007). 

Communication Privacy Management (CPM) differentiates between private and public informa-
tion and outlines a set of rules that are followed when determining which private information to 
disclose (Petronio, 2002).  By defining the borders between private and public information, pri-
vacy is carefully balanced with the need to form relationships.  Students are more willing to dis-
close personal information in low-risk environments and less willing to disclose this information 
in high-risk environments (Metzger, 2007), suggesting that students’ perception of risk level de-
termines how much information will be disclosed. 

Originally developed to understand how people decide to disclose information, CMP has ex-
panded to include other settings (Metzger, 2007), such as online environments.  While examining 
social network usage in online learning environments, it was found that online students con-
sciously select specific profile information to disclose to particular groups (e.g., the instructor, 
teaching assistant (TA), classmates, working group members, and existing friends) (Heo, 2011).  
In line with CPM, the findings show that students carefully weigh their desire to make personal 
connections with their need to maintain a certain level of privacy.  This behavior suggests that not 
only do students consider privacy when presenting themselves in online environments, but they 
actively set rules and boundaries to protect specific, personal information. 

Research Question Development 
From a social constructivist perspective, the ability of students to make connections and interact 
with other students is an important aspect of reaching a desired level of social learning when par-
ticipating in online courses (Huang, 2002).  Self-disclosure, one of the factors that positively con-
tributes to social presence (Polhemus, Shih, & Swan, 2001), has been witnessed to yield an in-
crease in the quantity and depth of interaction within online learning environments (Swan, 2002), 
and to help establish a common ground among the learning group (Ziegler, Paulus, & Woodside, 
2006).  Additionally, recent literature has suggested that participants in online environments care-
fully reveal specific categories of information in order to self-disclose and connect with others 
(Chou & Chen, 2009). 

While social communities thrive when participants willingly share personal information (Palen & 
Dourish, 2003; Strater & Lipford, 2008), privacy is also an important aspect of the socialization 
process, as privacy is necessary for intimacy (Gerstein, 1984; Gross & Aquisti, 2005).  Acknowl-
edging privacy concerns while facilitating the social aspect of the online community is crucial, as 
perceptions of community are important to online learning (Song, Singleton, Hill, & Koh, 2004).  
Within online environments, privacy is often explicitly controlled through profile settings (Strater 
& Lipford, 2008). Through examining profile settings within online learning environments, re-
searchers and instructors may better understand how online learners balance their privacy con-
cerns with their need to disclose information.  In addition to examining online privacy settings, 
online teaching practices may also benefit from an improved understanding of how individual 
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student demographics influence disclosure and privacy preferences.  By creating the proper bal-
ance between privacy and public community, and by considering the various demographic infor-
mation that may influence perceptions of privacy, students may experience enhanced social learn-
ing within their online learning communities. 

Based on 99,000 student responses collected across 108 institutions, of which approximately 
29,000 indicated they were graduate students and 64,000 indicated they were undergraduate stu-
dents, the 2011 national online learners’ priorities report (Noel-Levitz, 2011) revealed the follow-
ing: over three years between 2008 and 2011, the majority of the online learners are females (fe-
male: 67%, male: 33%), enrolled at an undergraduate program (undergraduate: 66%, graduate: 
34%, other: 4%), range in age from 25 to 44 years old (25-34 years: 30%, 35-44 years: 28%, 45-
54 years: 20%, 24 and under: 15%, 55 and over: 7%), and are employed full-time while working 
on their degrees (full-time: 61%, other: 39%) (Noel-Levitz, 2011).  Acknowledging the current 
online learners’ demographic profile, this study examined whether the profiles (gender, degree 
program, and age) influence how these learners balance communication privacy concerns and the 
desire to disclose information.  Specifically, the following two research questions (RQ) are 
sought after: 

 RQ 1. Are certain demographics more willing to disclose to particular groups in relation 
to others (i.e. the instructor, teacher’s assistant(s) (TA(s)), classmates, group members, 
close friends)? 

 RQ 2. Are certain demographics more willing to disclose particular types of information 
(e.g., personal, appearance, work-related, educational-background, course-specific, and 
contact information)? 

Method 

Recruitment 
Using Wilson’s (1997) text titled, “Distance Degrees” as a guide, the first step in the recruitment 
process was to identify education programs that offer online courses.  After higher education pro-
grams were identified, course instructors were identified and contacted through email.  An email 
invitation was distributed to 6,500 identified email addresses, asking for the instructors’ support 
by forwarding the research invitation message to their students.  Undergraduate and graduate stu-
dents were invited to participate; the only requirement was experience with online courses at the 
time of recruitment. 

Participants 
The population size was unknown because it was not clear how many students received the invi-
tations from their instructors; however, because sample size does not change much for popula-
tions larger than 20,000, a sample size of 377 was set to obtain a 95% confidence level with 5% 
margin of error and 50% response distribution.  When the target sample of completed surveys 
was collected through Zoomerang, a commercial online survey service, the survey link was deac-
tivated. Participants’ demographic information is illustrated in Table 1. 
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Table 1: Demographic characteristics of participants 

Category Ranges Percent 

Age 18-25 35.54 

 26 – 39 38.99 

 Over 40 25.46 

Gender Male 21.75 

 Female 78.25 

Educational enrollment Undergraduate 30.77 

 Graduate 69.23 

Employment status Not employed 15.92 

 Employed part-time 31.30 

 Employed full-time 50.66 

 Self-employed 2.12 

Instrument 
Literature was reviewed on the topic of social awareness, and a pool of survey questions was 
generated.  The questionnaire was reviewed by a panel of faculty in the field of education, in or-
der to establish face validity.  The newly-created questionnaire was then pilot tested to a group of 
56 online course taking students at a medium size private university in a Northeastern State. 

The survey contained two categories of questions.  The first category of questions (a total of 21 
questions) collected participants’ demographic information, e.g., “What is your gender?”, and 
online learning experiences, e.g., “How many online courses are you taking currently?”  The sec-
ond category of questions (a total of 52 questions) collected the data representing participants’ 
social awareness within online classroom settings, e.g., “In an online course during the first few 
weeks of the semester/quarter, what kind of personal information is most effective with helping 
you to get acquainted with people?”; and group-specific confidentiality questions within online 
classroom settings, e.g., “In an online course, of the following people, to whom are you willing to 
share your major information? - teacher, teaching assistant or mentor, classmates, coursework 
group members, personally close friends in class, and none of the above.” 

Social information that students gather in online settings to become acquainted with others (Use-
ful = 1; Not Useful = 0) and willingness to disclose relationship-based online information (Will-
ing = 1; Non-willing = 0) were scored using a dichotomous procedure.  To ensure the internal 
consistency of the dichotomous survey scores of the sample, a series of Kuder-Richardson For-
mula 20 (KR-20) tests were computed.  Calculated KR-20 alpha coefficients of reliability were 
0.82, 0.77 and 0.99, respectively.  User responses for each audience group and information cate-
gory were computed (0 = Not share with any one; 5 = Share with all audience groups) for analy-
sis.  The measured reliabilities using Cronbach’s alpha were .873 and .906, respectively. 

Results 
Due to the non-normality of the data, unequal variances between groups, and unequal sample 
sizes, a Kruskal-Wallis test was conducted to evaluate differences in participants’ willingness to 
share information with various audience groups.  Differences in age group were also analyzed 
using Kruskal-Wallis tests.  For tests with only two groups, such as gender and degree programs, 
a Mann-Whitney U test was conducted to again account for the non-normality of the data, un-
equal variables between groups, and unequal sample sizes.  A large number of group comparisons 
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were generated; to counteract the problem of multiple comparisons, the Bonferroni correction 
method was used and an individual alpha level of 0.001 was set to control Type 1 error.  

Among the studied demographic categories, only the degree program category demonstrated 
group differences in self-disclosure with varied audience groups.  Results showed that graduate 
students (over 25 years: 81.6%; 18-25 years: 18.4%) were consistently more willing than under-
graduate students (18-25 years: 74.1%; over 25 years: 25.9%) to share more information with 
each audience group; significant results at the .001 level appeared within the teacher (z = -4.58, p 
< .001), the classmates, (z = -4.97, p < .001), the group-members (z = -3.23, p < .001), and the 
TA (z = -4.19, p < .001).  In addition, undergraduate students were more likely than graduate stu-
dents to withhold information from all groups (c2(2, N=310) = 18.77, p<.001).  Participants’ will-
ingness to disclose information to the friends did not differ significantly at the .001 as it relates to 
degree programs.  Table 2 outlines the mean and standard deviations for each group. 

Table 2: Mean and standard deviation values for each group 

Undergraduate Graduate Category 

M SD M SD 

Teacher 22.02 7.07 26.34 4.82 

Classmates 16.42 6.76 20.82 5.64 

Group-members  16.53 7.76 21.27 6.71 

Friends 21.07 7.58 22.18 7.65 

TA 18.31 8.32 23.25 6.27 

No Group 5.00 3.65 2.99 2.03 

Average of All 
Means 

16.56  19.48 
 

 
Degree program, again, demonstrated group differences in self-disclosure of types of information.  
Results showed that graduate students were consistently more willing than undergraduate stu-
dents to share all categories of information; a significant difference at the .001 level appeared in 
the work category (z = -4.46, p < .001) and contact information category (z = -4.52, p < .001).  
Table 3 outlines the mean and standard deviation values that represent specific categories of in-
formation. 

Table 3: Mean and standard deviation values for specific categories of information 

Undergraduate Graduate Category 

M SD M SD 

Personal Informa-
tion 

18.62 6.54 21.21 5.46 

Appearance Infor-
mation 

9.07 6.04 11.41 5.70 

Work Information 16.80 6.97 22.05 4.82 

Education Informa-
tion 

18.75 4.69 20.99 3.94 

Course Information 20.45 10.52 22.78 9.48 

Contact Information 10.65 4.52 15.41 5.97 

Average of All 
Means 

15.72  18.98 
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Discussion 
The results of the study provide important insights into how graduate students and undergraduate 
students differ in their management preferences of privacy settings in online learning environ-
ments; however, no significant differences were found between gender and age.   

While previous research suggests that gender can determine the extent to which a student will 
disclose private information (Barak & Gluck-Ofri, 2007; Petronio, 2002), the current study, as 
highlighted by Fogel and Nehmad (2009), found that gender was not a discriminating factor for 
self-disclosure preference.  Research in the area of psychology has suggested that females per-
ceive more positive benefits related to information disclosure when compared to males (Petronio 
& Martin, 1986), but recent literature in online privacy preferences does not necessarily support 
this implication (Acquisti & Gross, 2006).  The current study found that male and female students 
demonstrate relatively similar information disclosure preferences, suggesting that both genders 
balance privacy concerns with information disclosure preferences in a comparable manner.  It 
should be noted, however, that the majority of the study’s participants were female (78.25%), 
which may have influenced the results. 

Recent literature has also shown that younger students tend to be less concerned with privacy 
when compared to older students (Tufekci, 2008) and has proven that the amount of self-
disclosure is diminished as age increases (Kisilevich, Ang, & Last, 2011; Nosko, Wood, & 
Molema, 2009).  This study’s findings, however, showed no preference difference between the 
three age groups (18-25; 26-39; 40 and over).  Research focusing on age and information disclo-
sure habits often show that younger participants are more willing than older participants to place 
less value on personal information, such as political views and sexual orientation (Stutzman, 
2006); yet, the current study surveyed students within similar educational settings, and focused on 
less personal, identifying information, such as personal photos.   

The current study’s findings suggest a significant relationship between degree type and informa-
tion disclosure preferences: Graduates students were more willing than undergraduate students to 
share specific categories of information (personal, appearance, work, education, course, and con-
tact information), particularly work and contact information.  In line with CPM, undergraduate 
students, who possess less relevant and incomplete work and contact information profiles, may 
feel these categories do not fall in line with the rules and boundaries for acceptable information-
sharing habits (Petronio, 2002).  In light of findings highlighted by Gross and Aquisti (2005), par-
ticipants’ perceptions of the benefits associated with information disclosure determine the online 
privacy behavior. CPM posits that students weigh the risks of disclosing particular information in 
an online environment such that the lower the perceived risk the more likely they will disclose 
information.  These findings suggest that graduate students are more willing than undergraduate 
students to favor personal connections over privacy needs.  

When looking at the different groups of users (teachers, classmates, group members, friends, and 
TAs), graduate students were also more willing than undergraduate students to share information 
with teachers, classmates, group members, and TAs.  While this study did not examine motiva-
tion factors in relation to privacy concerns, the literature indicates that graduate students exhibit 
stronger intrinsic motivation than undergraduate students (Rovai, Ponton, Wighting, & Baker, 
2007); as self-motivated learners have a desire to make interpersonal connections and assimilate 
their personality according to their surroundings (Gagne & Deci, 2005), graduate students are 
likely to disclose more information to a diverse set of users in order to reach a higher level of so-
cial learning.  These findings again show a trend for graduate students to relinquish a certain level 
of privacy in return for reaching a higher level of social learning. 

In support of CPM, these two major findings reveal that graduate students, who are often recog-
nized as more self-motivated learners, prioritized their desire to make personal connections over 
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their need to maintain privacy boundaries.  This behavior shows that students, including both un-
dergraduate and graduate students, consider privacy when presenting themselves in online envi-
ronments, but actively set rules and boundaries according to their desire to actively participate in 
a social learning environment.  As social learning plays an important role in the success of an 
online learning environment (Huang, 2002), these findings suggest that instructors and practitio-
ners need to be cautious of privacy boundaries when attempting to conduct social learning activi-
ties.  By employing technology such as communication privacy and disclosure management sys-
tems (see Heo, 2011), instructors may provide environments where online students actively con-
figure privacy settings based on information type and group (teachers, classmates, etc.), giving 
students more control over individual privacy boundaries.  

Limitations 
While the results provide insights for online learners’ social behavior and information disclosure 
preferences, a few limitations need to be noted.  First, the study was based upon the self-reported 
views and preferences from an online questionnaire without observation of actual behaviors of 
online learners.  Since there often exists discrepancy between stated preferences and actual be-
havior of privacy among online users (giving away more information about themselves than their 
stated preferences) (Berendt, Günther, & Spiekermann, 2005), online learners’ actual information 
disclosing behavior could differ from what was reported in this study.  Future in-depth studies 
using methods of observation is recommended to further extend our understanding of online 
learners’ information sharing preferences and actual practices. 

Second, the analysis was made based upon the demographic information provided by the partici-
pants.  Personal motivation and learning styles, which were outside the scope of the current study, 
may provide another point of view regarding students’ willingness and unwillingness to disclose 
information.  Examining learners’ personal information may supplement the findings of the cur-
rent study and possibly reveal learning styles that could explain individual motivation for certain 
social behaviors. 

Finally, the various groups, including teachers, classmates, group members, friends, and TAs, 
were classified according to their academic and/or professional position.  This study’s findings 
indicate that graduate students were more willing to disclose information to all of the groups with 
the exception of the friends group.  The results may provide a different perspective if research 
were to focus on whether the students understand the roles of these particular groups (teachers, 
classmates, etc.) and if there is a perceived benefit in the relationship according to the student.  
Perhaps examining the learners’ perceptions of their already established relationships could pro-
vide additional insight into information disclosure behavior.  

Conclusions 
Using CPM as a theoretical framework, the study originally assessed age, gender, and the degree 
program as indicators of information-sharing preferences. Results revealed that among the cate-
gories of demographics examined, degree program is the only predictor of information disclosure 
preferences.  The results showed that graduate students were significantly more likely than un-
dergraduate students to share information with many different groups, including teachers, class-
mates, group-members, and the TA group.  In addition, graduate students were more likely than 
undergraduate students to share all categories of information, especially work-related information 
and contact information. 

While this study focused on privacy preferences, future studies may benefit from studying moti-
vations that support information disclosure habits.  In support of CPM, we speculate that different 
levels of learners have various motivations for disclosing information to certain groups of people.  
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For example, graduate students may perceive developing relationships with their professors, fel-
low classmates and TAs as beneficial.  Therefore, future research can examine online learners’ 
perceived relationship with different groups of users to confirm their motivations for revealing 
otherwise private information.  Future research could also compare the amount of information the 
learner actually holds with the amount of information that is disclosed.  These findings could re-
veal whether the learner is withholding information that actually exists or if they are simply not 
disclosing because there is minimal information to reveal. 

Finally, future research may link information disclosure habits with students’ perceived social 
presence in online learning environments.  The Social Presence Theory (SPT), which suggests 
that communication is directly associated with the level at which people feel socially aware of 
each other (Richardson & Swan, 2003), may help future researchers further explore the impor-
tance of students’ information disclosure habits.  Students’ perceived level of learning in online 
learning environments has been shown to directly correlate with their perceived level of social 
interaction (Richardson & Swan, 2003).  Such results indicate that students who are more actively 
engaged in online learning environments, and who are able to make connections with other stu-
dents, tend to succeed in online courses (Richardson & Swan, 2003).  Future research may further 
explain online learners’ willingness or unwillingness to disclose information by identifying par-
ticular perceptions of learners and whether these perceptions are connected to learners’ motiva-
tional needs and online social presence. 
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