
 

Volume 16, 2017 

Accepted by Editor Jo Coldwell-Neilson │Received: July 23, 2017│ Revised: October 15, 2017 │ Accepted: 
October 16, 2017.  
Cite as: Šimandl, V., Dobiáš, V., & Šerý, M. (2017). The influence of  teaching methods on learners’ perception 
of  e-safety. Journal of  Information Technology Education: Innovations in Practice, 16, 253-275. Retrieved from 
http://www.informingscience.org/Publications/3877  

(CC BY-NC 4.0) This article is licensed to you under a Creative Commons Attribution-NonCommercial 4.0 International 
License. When you copy and redistribute this paper in full or in part, you need to provide proper attribution to it to ensure 
that others can later locate this work (and to ensure that others do not accuse you of plagiarism). You may (and we encour-
age you to) adapt, remix, transform, and build upon the material for any non-commercial purposes. This license does not 
permit you to use this material for commercial purposes. 

THE INFLUENCE OF TEACHING METHODS ON 
LEARNERS’ PERCEPTION OF E-SAFETY 

Václav Šimandl* Faculty of  Education, University of  South 
Bohemia in České Budějovice,  
Czech Republic  

simandl@pf.jcu.cz  

Václav Dobiáš Faculty of  Education, University of  South 
Bohemia in České Budějovice,  
Czech Republic 

dobias@pf.jcu.cz  

Michal Šerý Faculty of  Education, University of  South 
Bohemia in České Budějovice,  
Czech Republic 

kyklop@pf.jcu.cz  

* Corresponding author 

ABSTRACT 
Aim/Purpose The traditional method of  teaching e-safety by lecturing is not very effective. 

Despite learners often being equipped with the right knowledge, they reject the 
need to act accordingly. There is a need to improve the way digital e-safety is 
taught. 

Background The study compares four different teaching styles, examining how each affected 
the way students perceive a range of  e-safety keywords and consequently the way 
they approach this issue. 

Methodology The semantic differential technique was used to carry out the research. Students 
completed a semantic differential questionnaire before and after lessons. A total 
of  405 first year undergraduates took part in the study. 

Contribution The paper contributes to the debate on appropriate methods for teaching e-safety, 
with an aim to influence learners’ attitudes. 

Findings Experience-based learning seems to be very effective, confronting students with 
an e-safety situation and providing them with a negative experience. This teaching 
method had the biggest influence on students who were deceived by the prepared 
e-safety risk situation. 

Recommendations  
for Practitioners 

E-safety instruction can be enhanced by ensuring that lessons provide students 
with a personal experience. 

Recommendation  
for Researchers  

The semantic differential technique can be used to measure changes in learners’ 
attitudes during the teaching process. 
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Impact on Society Our findings may bring improvements to the way e-safety topics are taught, which 
could, in turn, evoke in learners a more positive e-safety attitude and a desire to 
improve their e-safety behavior. 

Future Research More research needs to be carried out to examine how the experiential learning 
method affects the attitudes of  younger learners (primary, middle, and high 
school students). 

Keywords e-safety, teaching methods, experience-based learning, lecture, expert’s talk, group 
learning, semantic differential  

 

INTRODUCTION 
E-safety concerns the protection of  a user as well as information and communication technologies 
(ICT) he uses from the negative consequences of  using ICT (Barrow & Heywood-Everett, 2006). 
This article focuses on a narrower area of  e-safety called digital e-safety, which particularly relates to 
a user’s interaction with digital technologies. Other possible users and relationships with them are 
perceived to be less significant than the technical side of  the matter. Digital e-safety covers the issues 
of  malware, computer breakdowns, passwords and identity theft, the negative consequences of  email 
communication (spam, hoax, phishing), legislation (copyright, licenses, protection of  personal data), 
and sharing personal data.  

BACKGROUND 
Students’ e-safety knowledge and routines has been the subject of  many research studies. A number 
of  students do not use a complex password or change it on a regular basis (Symantec Corporation, 
2010). They reuse the same password for multiple accounts (Lang et al., 2009) and perhaps even 
share their password with others (Organisation for Economic Co-operation and Development, 
2011). Despite a large number of  students expressing their fear of  being vulnerable to malware 
(Eynon, 2009), some students have had malware downloaded into their computer or been victims of  
spyware (Child Exploitation and Online Protection, 2008; Symantec Corporation, 2010). Lower sec-
ondary students lack the critical evaluation skills to either be able to interpret incoming information 
or make appropriate judgements about how to behave online (Byron, 2008). Children and young 
people also need the help and support of  the school to recognize and avoid e-safety risks and build 
their resilience (South West Grid for Learning, 2009). 

One way to help students avoid the dangers related to using computers is by improving e-safety 
awareness and providing appropriate training (Aytes & Connolly, 2004). Considering the rather low 
level of  knowledge and routines of  some adult users, parents themselves cannot be relied on to edu-
cate their children about e-safety (Byron, 2008). According to the British Educational Communica-
tions and Technology Agency [Becta] (2006), education and training play an essential role in provid-
ing the basic support learners need to avoid e-safety risks. Many authors have claimed that school is 
the ideal place to teach children digital e-safety skills (Becta, 2005, 2007; Byron, 2008; Livingstone & 
Haddon, 2009; Papavasiliou, 2009; Vanderhoven, Schellens, Vanderlinde, & Valcke, 2016).  

Despite such findings, there is very little literature providing support for teachers with e-safety meth-
odology whose effectiveness has been evaluated (Livingstone & Bulger, 2013). However, there are 
some exceptions, such as a card game to support lessons on privacy (Barnard-Wills & Ashenden, 
2015), a role play called Net Detectives, where children learn about e-safety through play (Wishart & 
Morris, 2007), or a set of  activities intended for future IT professionals to support lessons on tech-
nical aspects of  privacy (Peltsverger & Zheng, 2016). 

Pupil learning can be looked at through various pedagogical theories. According to Piaget 
(1936/1965), pupils construct their own knowledge by acting on events in their environment. Such 
experiences may lead to assimilation, where a pupil incorporates a new event into preexisting cogni-
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tive structures. If  the new event is so different that the pupil is unable to incorporate it into the 
preexisting structure, accommodation will occur, where existing cognitive schemas will be modified 
or a completely new schema will be created (Piaget, 1936/1965).  

Most Czech school children are familiar with traditional teacher-centred instruction (Maňák & Švec, 
2003). This is based on pupils receiving new information in the form of  a lecture delivered by the 
teacher from the front of  the classroom. This form of  teaching has been used for centuries and a 
methodological basis for it can be found in Herbart’s work (1806). 

The oral transfer of  information is criticized by Kolb (1984), who insisted that learning is the process 
whereby knowledge is created through the transformation of  experience. Dewey (1997) adopted a 
similar approach, claiming that education must be based upon experience – which is always the actual 
life-experience of  some individual. 

Pupils can acquire new information through the transformation of  an experience gained either via 
observational learning (Bandura, 1977) or by listening to somebody else talking about their experi-
ence (Šimandl & Vaníček, in press). Social cognition is likely to play a significant role (Hayes, 1993), 
in this case the pupil’s personal rating of  the person trying to present his experience may be im-
portant. 

In an age of  digital media, information can be provided by anyone with inspiration from anywhere in 
the world. Connectivism sees learning as a process of  connecting specialized nodes or information 
sources (Siemens, 2005). Learning can reside outside of  ourselves and is focused on connecting spe-
cialized information sets (Siemens, 2005). Information can either come from technologies or people. 
According to Siemens (2005), learning and knowledge rests in diversity of  opinions. Alongside con-
nectivism, this principle is widely used in many discussion and group activities (Činčera & Caha, 
2005; Royal, 2015). 

MOTIVATION AND AIM OF THE RESEARCH 
A number of  learners become victims of  cybercrime despite e-safety being taught in schools. This 
may be due to the fact that learners are often equipped with the right knowledge but they reject the 
need to act accordingly (Beránek, 2009; Šimandl, 2015). Therefore, the traditional method of  teach-
ing e-safety by lecturing seems to be rather ineffective. Improvement may be achieved by proposing 
and implementing appropriate strategies to deal with specific teaching methods aiming to influence 
learners’ attitudes. Despite the unanimous opinion on the importance of  e-safety education, there is 
still a lack of  both resources and evaluations of  the effectiveness of  e-safety lessons. In order to 
contribute to the discussion on appropriate forms of  e-safety lessons, we have decided to propose 
and test our own models for teaching this area. Hopefully, our findings will bring improvements to 
the way e-safety topics are taught, which could, in turn, evoke in learners a more positive e-safety 
attitude and a desire to improve their e-safety behavior. 

The research problem was determined as: “How do various teaching methods used in digital e-safety 
lessons influence students’ perception of  this issue?” As implied by the research problem, the study 
does not focus on discovering how pupils’ knowledge is influenced but addresses how pupils’ atti-
tudes are influenced. Having determined the research problem, the research aim was set. The aim of  
the research is to propose several models for teaching digital e-safety and to evaluate them in terms 
of  their influence on learners’ perception of  e-safety.  

Four models for teaching digital e-safety were proposed. The first approach, Experience-based 
learning, confronted students with a digital e-safety situation, providing them with a negative experi-
ence. The second approach, the Expert’s talk, consisted of  experts being invited to talk about the 
risks associated with digital e-safety using real life stories. The third approach, the Lecture, com-
prised the general idea of  this teaching method, where the teacher delivered lesson content and stu-
dents listened. The last approach, Group learning, was based on students’ own active learning. Dur-
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ing lessons, students worked in groups to create a presentation on a certain topic and to familiarize 
the other students with their work. These teaching methods are described in more detail below.  

METHODOLOGY 

ORGANIZATION  OF THE RESEARCH  
The research constituted a pair of  semantic differential tests and the delivery of  e-safety lessons. The 
first test – pre-test – was taken by students 1–2 weeks before the lessons. The second test – post-test 
– was taken by students 2 weeks after the lessons. Research was carried out at a certain college in 
South Bohemia. Sample size was determined by the number of  students per year group at the college 
where the author was employed. The research questioned all of  the college’s full-time first year stu-
dents who attended mandatory ICT lessons. This sample size was selected so that students could be 
divided into smaller groups whilst preserving sufficient group sizes for the chosen analytical meth-
ods.  

Students were educated about digital e-safety within their subject study group. A total of  32 study 
groups participated in the research. In order to eliminate discrepancies due to different teachers, 
lessons were taught by the same teacher – apart from the Expert’s talk. The topic was allocated a 90 
minute lesson. Although a different teaching method was used for each study group, the same e-
safety content was delivered in each study group. In order to gain an independent view of  the lessons 
and ensure certain triangulation of  the research, an impartial teacher was invited to monitor one 
teaching unit of  each teaching method. 

As claimed by Ferjenčík (2000), in order to ensure internal research validity, there should be a balance 
between the experimental groups and the control group. According to the Student Office at the col-
lege, students are randomly selected for seminar groups, so this requirement was implicitly met for 
our research.  

For data analysis, members of  experimental groups are considered to be those students who com-
pleted both the pre-test and post-test and attended lessons on the topic. Members of  the control 
group are considered to be all students who either completed the pre-test or completed the post-test 
but did not attend lessons on the topic. This includes both students in the control seminar groups 
and students who were placed in a particular experimental seminar group but completed only part of  
the research (typically those who did not attend lessons). The number of  participants per group for 
each type of  lesson is given in Table 1. 

Table 1: Number of  participants per lesson type 

Type of  lesson No. of  participants                    
pre-test 

No. of  participants                   
post-test 

Experience-based learning 58 58 

Expert’s talk 34 34 

Lecture 21 21 

Group learning 30 30 

Control sample 262 142 

Total 405 285 

 

Alongside the above given disjunctive groups of  participants, another extra group was formed. This 
group consisted of  participants who had been involved in Experience-based learning and had been 
deceived into registering on a new website by the prepared e-safety risk scenario (see below). The 
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group consisted of  15 participants. This group was formed in order to gain a better understanding 
of  how lessons had influenced those participants who had been deceived by the prepared e-safety 
threat (and are likely to be less cautious than those students who had attended the same type of  les-
son but had not succumbed to the threat). 

DESCRIPTION OF TEACHING METHODS 
As implied by our previous research (Šimandl, 2015), a negative experience can significantly influence 
a person’s perception of  e-safety. This may develop directly from an authentic experience or be con-
veyed by telling stories of  people affected by e-safety incidents which students can relate to. While an 
authentic experience was used by us for Experience-based learning, the Expert’s talk was based on 
conveying e-safety incidents. Other lessons were delivered in the form of  classic lecture and group 
learning. 

Despite the different types of  teaching techniques, each lesson had the same goal, the same teacher 
(apart from the Expert’s talk) and the same content was taught every time. Lesson content was fo-
cused on individual areas of  digital e-safety as covered by the European Computer Driving Licence 
concept (European Computer Driving Licence Foundation Ltd. 2007a, 2007b). Besides general risks 
associated with using ICT, specific risks concerning the use of  mobile devices were also pinpointed. 

Experience-based learning 
Experience-based learning was used to provide students with a direct negative experience. This les-
son type is described in depth in (Šimandl & Dobiáš, 2017); the following text provides a brief  over-
view. During the preparation of  this lesson type, Kolb’s model of  experiential learning (1984) was 
referred to for inspiration. Therefore, experience plays a central role in this lesson type.  

Lessons consisted of  a teacher-led talk and an experiential part, where students were provided with a 
certain negative experience. During the teacher-led talk, the teacher spoke on the topic and students 
listened to him. The lesson was enriched with graphic and audio-visual materials and the teacher 
asked students questions to encourage their participation. The experiential part was based on coping 
with a negative experience. Two e-safety risk scenarios were prepared by us and the students had to 
cope with them. If  a student was unable to avoid these risk situations, it became a negative experi-
ence for him. As stated by Kolb (1984), the specific experience should be followed by hindsight and 
reflection. Hence, lessons included both provision of  a negative experience and a follow-up analysis 
of  the experienced situation and its actual and potential consequences. 

Both e-safety risk scenarios were created to enable students to notice certain risk features and react to 
them, thus avoiding the threat. This is an important requirement not only from an ethical point of  
view but also for students to realise that they do have the choice and to acknowledge a certain 
amount of  responsibility for not having foreseen the risk.  

The first risk scenario was a phishing attack. To carry out this attack, a website was created to appear 
just like the school’s information system. On entering the correct URL address of  the school’s in-
formation system during the lesson, students were redirected to this website. After logging onto the 
website, the student is offered a Christmas scholarship. In order to be eligible, he was asked to enter 
his National Insurance number. If  the student did so, a successful completion announcement came 
up. A few seconds later, another of  our webpages appeared automatically to warn of  the fraudulent 
nature of  the website.  

The second risk scenario was registration on an unknown website. Several days before the planned 
lesson, students were sent an email from a fictitious student, informing them of  a new website. The 
website offered materials to make their study easier (e.g., lesson notes or tests from previous years). 
To access the materials, the user was to register by entering his email address, choosing a password 
and agreeing with the website’s Conditions of  Use. The Conditions of  Use stated that (the user) is 
aware that no further learning materials will be accessible after registering and that the information 



The Influence of  Teaching Methods on Learners’ Perception of  E-safety 

258 

provided at registration may be used for other purposes. Data given at registration was stored in a 
database – email address in legible form, password in hashed form. 

Organization of  the lesson. Students are told by the teacher to go onto the web resembling the 
school’s information system (see first threat). If  a student enters the requested details, a warning 
message appears and this should result in a negative experience – the student should feel that his 
personal data (National Insurance number) has been misused by hackers. The teacher turns this situa-
tion into a discussion on e-safety issues, following on with a teacher-led talk focusing on e-safety. 

The teacher-led talk gets onto the issue of  passwords, with the teacher showing students the Pirate-
VŠTE website and displaying a list of  all email addresses used during registration along with the 
hashed password. The students’ negative experience should be connected with the students’ feeling 
that they had been deceived and strangers now have access to data they entered. The teacher again 
goes back to the list of  emails and passwords and points out that a number of  students who had 
logged onto the online service must have agreed with the website conditions without having read 
them. The negative experience should be associated with the students’ awareness of  having consent-
ed to conditions of  use that they don’t agree with and that are to their disadvantage. 

Ethics. While proposing lessons, the created solution has led us to deal with some ethical issues. 
Lessons cater for a debriefing with students, focused on an analysis of  the two experienced situations 
simulating e-safety risks. Students are informed that they had faced simulations of  real attacks and 
are reassured that none of  the data they had entered was not, is not, and will not be misused. They 
are then given the opportunity to express their opinions or ask questions concerning what had gone 
on. 

Both risk scenarios were prepared in such a way that users’ private data was not put at risk during any 
of  the procedures used to create the websites. Furthermore, efforts were made in both of  the pre-
pared scenarios to involve elements that would warn students of  an attempted e-safety attack. 

The Expert’s talk 
Our research on teachers’ e-safety knowledge and routines has shown that teachers differentiate 
sources of  information according to their trustworthiness and relevance (Šimandl, 2015). This led us 
to the decision to give lessons added value by inviting an external expert whose authority is likely to 
be more highly acknowledged by students. This Expert’s talk took the form of  teacher-led talk. The 
expert made every effort to convey negative experiences by talking about specific cases involving 
stories of  people who the learner can relate to.  

The lesson itself  is taken by a teacher from another university who is introduced to students as an 
experienced expert. This raises his prestige in the eyes of  the students. The expert aims to popularise 
the issue in his talk, focusing on the most serious risks and their typical features. He illustrates these 
with stories from his work experience, making efforts to convey negative experiences. The expert 
provides space for discussion and answers students’ questions. In order to be more flexible, he does 
not use a digital presentation. 

The Lecture 
The Lecture provided students with information both on e-safety principles and ICT risks. E-safety 
principles were described, different types of  risk were covered, and real-life examples of  e-safety 
attacks were used. However, there was no emphasis on the negative experience of  specific people 
who the students could relate to. The lecture is a widespread way of  delivering lessons in the Czech 
Republic (Maňák & Švec, 2003; Podlahová, Vaněčková, Heřmánková, Klement, & Marešová, 2012; 
Skalková, 2007). As teachers and students are used to this method, it lacks the effect of  being some-
thing new (unlike the other methods). Due to its frequent use, the lecture could be considered as the 
teaching method that controls the other teaching methods through comparison (Hays, 2005). The 
lecture provides quality information rapidly and may initiate deep feelings and experiences in students 
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(Maňák & Švec, 2003). On the other hand, it is difficult for students to remain attentive (Podlahová 
et al., 2012). It presents sorted facts which do not require further processing or immediate reactions 
(Maňák & Švec, 2003), which may result in students’ lack of  awareness of  e-safety.  

The Lecture applies the normal theoretical base of  this teaching method. The teacher presents the 
topic and students listen to him. A number of  graphic and audio-visual materials are used to enhance 
the Lecture. The teacher tries to make it more interesting by adding plenty of  real-life examples. The 
teacher asks students questions to find out about their e-safety knowledge and routines and is open 
to discussion.  

Group learning 
The group learning method gives students the space to share their knowledge, skills, and experiences 
in a group, where students can mutually learn from each other (Maňák & Švec, 2003). This form of  
group learning contains elements of  connectivism. If  students learn mutually from each other, learn-
ing is indeed a process of  connecting specialized nodes, that is, each of  the students. Although learn-
ing does not a priori involve digital technologies, the learner creates a social network around himself, 
where active communication occurs. If  the lesson focuses on events that are at least partially known 
to students, Siemens’ stance (2005) that knowledge rests in diversity of  opinions cannot be contra-
dicted.  

Our Group learning begins with the activisation method of  brainstorming (Petty, 2009) terms relat-
ing to digital e-safety. Students are then divided into groups of  three or four and each group is given 
one e-safety topic. Groups are to produce a short (5–10 minutes) oral presentation which they give in 
front of  the other students. They are allocated around 45 minutes to do the task. Students are free to 
use the Internet, although they are encouraged to express their own experience and perspectives. The 
students themselves follow with their presentations and the teacher adds important information that 
a particular group forgets to mention. 

THE SEMANTIC DIFFERENTIAL 
The semantic differential is designed to measure individual psychological meanings of  certain key-
words used by particular people by placing these keywords in a so-called semantic space (Chráska, 
2007). Semantic differential questionnaires were used to measure these meanings. As the chosen re-
search method is extensively discussed in Šimandl, Šerý, and Dobiáš (2017), only a brief  description 
follows.  

The questionnaires were made up of  a total of  twelve seven-point rating scales with outer points 
representing pairs of  adjectives of  opposite meaning (bipolar adjectives) chosen according to C. Os-
good (Chráska, 2007). Participants made judgements about their perception of  fifteen keywords and 
recorded them on the scales by choosing a particular point on these scales (Chráska, 2007). See the 
appendix for the semantic differential questionnaire. (The appendix does not include the page with 
instructions.) 

In the questionnaire, the keywords to be judged are the focus of  the research problem (Kerlinger, 
1972). They are: Privacy, Email, Backup, Password, Ulož.to (the Czech equivalent of  Rap-
idShare.com; often used for the illegal distribution of  works protected by copyright law), Facebook, 
Virus, and Loss. Keywords that are not directly connected to the issue of  digital e-safety but charac-
terise the participant himself  were added to the semantic differential questionnaire in order to under-
stand the connotative meaning of  the above-mentioned keywords in a wider context (Šerý, 2013). 
The following keywords were chosen: Me, Fear, Knowledge, Life, Work, Money, and Teacher.  

ANALYSING DATA FROM THE SEMANTIC DIFFERENTIAL QUESTIONNAIRES 
Data was analysed using our own software (Šerý, 2013). Data analysis was based on the method of  
global evaluation of  keyword similarity, which allows us to judge the extent to which keywords can be 
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considered semantically similar or different, as claimed by Ferjenčík (2000). The Euclidean distance 
was used to calculate this so-called D-statistic (Kerlinger, 1972). The distance Dij between keywords i 
and j was calculated according to this equation 

𝐷𝑖𝑖 = ���𝑥𝑖(𝑘) − 𝑥𝑖(𝑘)�
2

12

𝑘=1

, 

where xi(k) is the value of  the kth scale (i.e. the chosen value for the kth pair of  adjectives) for key-
word i (see Kerlinger, 1972; Šerý, 2013). This means that the smaller the distance Dij, the closer the 
given keywords i and j are in meaning and vice versa (Kerlinger, 1972). The calculated values of  dis-
tance D were then recorded in a symmetrical D-matrix (Chráska, 2007). To calculate the global as-
sessment of  keywords by group of  participants, the appropriate D-matrix was calculated for each 
participant separately, and then a final D-matrix with average distances was created (Šerý, 2013). The 
agglomerative clustering method was used during the analysis (Meloun & Militký, 2006), where each 
object at the beginning of  this algorithm is regarded as a cluster. In each following step the two clus-
ters nearest each other are joined into a single one. This process of  gradual clustering gradually 
groups all objects into one big cluster (Meloun & Militký, 2006). Dendrograms were used to illustrate 
the arrangement graphically (Šerý, 2013). 

The analysis of  keyword data similarity was based on finding which of  the other digital e-safety key-
words it clustered with in the created dendrograms, given a certain number of  clusters. To enable us 
to determine changes in perception of  keyword, the pre-test dendrogram of  a certain group of  par-
ticipants was compared with the post-test dendrogram of  this group, observing any possible inter-
cluster movement of  a particular keyword. The following situations can be considered inter-cluster 
movement of  keywords: 

• Certain keywords in the pre-test dendrogram are in the same cluster, given a certain number of 
clusters, but in the post-test dendrogram they are in various clusters, given the same number of 
clusters. This movement is referred to below as being in the direction “From one another”.  

• Certain keywords in the pre-test dendrogram are in various clusters, given a certain number of 
clusters, but in the post-test dendrogram they are in one cluster, given the same number of clus-
ters. This movement is referred to below as being in the direction “To one another”. 

Inter-cluster movement of  keywords that was not a result of  the lessons but a result of  abnormalities 
in the experimental group was subsequently ruled out. Movement was ruled out where the initial 
inter-cluster pattern of  observed keywords was different from that of  the control group or the re-
sulting inter-cluster pattern of  observed keywords was the same as that of  the control group. 

As certain keywords moved closer to each other after lesson delivery in the direction “To one another”, 
this movement is interpreted as participants beginning to perceive these keywords as being more 
similar to each other. As certain keywords moved away from each other after lesson delivery in the 
direction “From one another”, this movement is interpreted as participants beginning to perceive them 
as less similar to each other. 

RESULTS 

The results are presented from a point of  view of  how a given type of  lesson influenced participants’ 
perception of  selected digital e-safety keywords. The following information is given for each type of  
lesson: 

• Dendrograms displaying the mutual similarity of  selected keywords as perceived by a given 
group of  participants before lessons (i.e., in the pre-test) and after lessons (i.e., in the post-
test) 
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• A table listing the inter-cluster movement of  keywords, having compared the pre-test and 
post-test dendrograms. The table only includes inter-cluster movement that was confirmed 
in a comparison with the control group (the pre-test and post-test dendrogram for the con-
trol group is shown in Figure 1). In rows of  the table: 

• The direction “To one another” means that sets Keywords A and Keywords B created two 
differing clusters in the pre-test dendrogram, while creating one cluster in the post-test 
dendrogram. Note: This comparison was done given the splitting of  the keyword set in-
to a certain number of  clusters which was the same for the pre-test dendrogram as for 
the post-test dendrogram. This number of  clusters is specified in the column Number 
of  clusters. 

• The direction “From one another” means that sets Keywords A and Keywords B created 
one cluster in the pre-test dendrogram, while creating two differing clusters in the post-
test dendrogram.  

• A discussion of  the discovered inter-cluster movement of  keywords  

 
Figure 1. Pre-test dendrogram (on the left) and post-test dendrogram (on the right)  

for the control group 

EXPERIENCE-BASED LEARNING 
Table 2 shows inter-cluster movement of  keywords found by analyzing the dendrograms in Figure 2 
to be of  significance for students having attended Experience-based learning. 

Table 2. Inter-cluster movement of  keywords for Experience-based learning –  
all students having attended this type of  lesson 

Keywords A Keywords B Direction Number of  clusters 

Backup Privacy, Money To one another 7 

Facebook Ulož.to, E-mail To one another 10 
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Figure 2. Pre-test dendrogram (on the left) and post-test dendrogram (on the right) for  

Experience-based learning – all students having attended this type of  lesson 

Following lessons, the keyword Backup moved closer to keywords Privacy and Money. This could 
mean that participants became more aware that backed up data is relatively valuable, just like money. 
Although this is unlikely to be associated with the negative experience that was provided as part of  
the Experience-based learning, it may be linked to the part of  the lesson based on the teacher-led 
talk. The effectiveness of  the lesson may have been increased by the experiential elements that had 
previously been incorporated in the lesson. The change is seen by us as positive. It gives hope that 
lessons have led to participants’ greater awareness of  the fact that backing up is a way of  protecting 
their data (and that data backup needs to be taken more seriously than prior to lessons). 

Following lessons, the keyword Facebook moved closer to the keywords Ulož.to and Email, which 
leads us to believe that participants became more aware of  what various services had in common – 
the possibility for users to share information and data. Although this is not likely to be linked to the 
negative experience that was provided as part of  the Experience-based learning, it may be associated 
to the part of  the lesson based on the teacher-led talk. Nevertheless, as the lessons were not primarily 
focused on differentiating between various types of  cloud services, this change is perceived by us as 
neutral. 

Experience-based learning with registration on an unknown website 
The scrutinized group was made up only of  those students who had participated in the Experience-
based learning and had registered themselves on an unknown website (see description of  teaching 
methods). Table 3 shows inter-cluster movement of  keywords found by analyzing the dendrograms 
in Figure 3 to be of  significance for these students. 

Table 3. Inter-cluster movement of  keywords for Experience-based learning 
 – students who had registered themselves on an unknown website 

Keywords A Keywords B Direction Number of  clusters 

Password Me To one another 5 

Virus Loss To one another 4 

Facebook Ulož.to, E-mail To one another 10 
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Figure 3. Pre-test dendrogram (on the left) and post-test dendrogram (on the right) for Ex-
perience-based learning – students who had registered themselves on an unknown website 

The keyword Password moving closer to the keyword Me leads us to believe that participants have 
become more aware that passwords are the key to their person and data. Choosing an appropriate 
password and keeping it secure are vital to staying safe when using ICT. This move appears to be 
directly linked to the negative experience provided during the Experience-based learning lesson and 
directly experienced by participants. This change is perceived by us as positive. It gives hope that 
lessons have led to participants’ greater awareness of  the fact that their password is an element that 
keeps their person and data secure (and that they should adopt a more consistent approach to choice 
and use of  password than prior to lessons). 

The keyword Virus moving closer to the keyword Loss leads us to believe that participants became 
more aware that a virus brings the risk of  a certain loss. Although this is unlikely to be linked to the 
negative experience provided during the Experience-based learning lesson, it may be associated with 
the part of  the lesson based on the teacher-led talk. This change is perceived by us as positive. It 
gives hope that lessons have led to participants’ greater awareness of  the fact that a virus is a negative 
element resulting in a certain loss (and that they need to take antivirus protection more seriously than 
prior to lessons). 

The keyword Facebook moving closer to the keywords Ulož.to and Email coincides with the re-
sults of  the whole Experience-based learning group, as stated above. This change is perceived by us 
as neutral. 

THE EXPERT’S TALK 
Table 4 shows inter-cluster movement of  keywords found by analyzing the dendrograms in Figure 4 
to be of  significance for students who had attended The Expert’s talk. 

Table 4. Inter-cluster movement of  keywords for The Expert’s talk 

Keywords A Keywords B Direction Number of  clusters 

Virus Loss To one another 4 

Facebook Loss, Virus To one another 2 
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Figure 4. Pre-test dendrogram (on the left) and post-test dendrogram (on the right) for  

The Expert’s talk 

After lesson delivery, the keyword Virus moved closer to the keyword Loss, which could mean that 
participants became more aware that a virus brings the risk of  a certain loss (e.g., loss of  data, loss of  
privacy, or financial loss). This change in perception of  the keywords in question gives hope that 
lessons have led to participants’ greater awareness of  the fact that viruses are a negative element that 
could result in a certain loss (and that they need to do more to protect themselves from viruses than 
prior to the lessons). For that reason, we find this a positive change. 

Following lessons, the keyword Facebook moved closer to the keywords Loss and Virus. This leads 
us to believe that participants became more aware that using Facebook brings the risk of  a certain 
loss (e.g., loss of  privacy, loss of  control over one’s data). This is comparable to the effects of  a com-
puter virus, which brings the risk of  a similar loss. This change gives hope that lessons have led to 
participants becoming more aware of  the risk of  privacy loss or loss of  control over one’s data re-
sulting from the use of  Facebook (and becoming more careful when using Facebook than prior to 
lessons). For that reason, we find this change positive. 

THE LECTURE 
Table 5 shows inter-cluster movement of  keywords, found by analyzing the dendrograms in Figure 5 
to be of  significance for students who had attended the Lecture.  

Table 5. Inter-cluster movement of  keywords for the Lecture 

Keywords A Keywords B Direction Number of  clusters 

Virus Loss From one another 3 

Ulož.to  Backup, E-mail From one another 6 

Ulož.to  Facebook To one another 8 
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Figure 5. Pre-test dendrogram (on the left) and post-test dendrogram (on the right)  

for the Lecture 

After lesson delivery, keywords Virus and Loss moved away from each other. This could mean that 
participants have become less aware that a virus carries the risk of  a certain loss (e.g., loss of  data, 
loss of  privacy, or financial loss). This move could be evidence of  a certain contra-productivity of  
the Lecture, which might have distorted a participant’s original conceptions of  computer viruses 
without creating a new perception of  this keyword in terms of  its consequences. Hence, this change 
is perceived by us as negative.  

After lesson delivery, the keyword Ulož.to moved away from keywords Backup and Email. Partici-
pants seem to have become more aware that ulož.to is a public file-hosting service enabling users to 
share data but is unsuitable for storing personal data and backup whereas an email box is a private 
area that other users should have no access to. Therefore, personal data can be stored in the email 
box or kept there as a certain type of  backup. This change is perceived by us as positive. It gives hope 
that lessons have facilitated participants’ ability to differentiate between various cloud services (in-
creasing their awareness of  where to store what data and how to use a certain service). 

The keyword Ulož.to moved closer to the keyword Facebook. Participants seem to have become 
more aware of  the similarity of  these services. Both involve one user publishing data and its occa-
sional consumption by another user. This move may be related to the above-mentioned move of  
Ulož.to away from Email, resulting in the keyword Ulož.to moving closer to another keyword repre-
senting an online service. For that reason, it is perceived by us as neutral. 

GROUP LEARNING 
Table 6 shows inter-cluster movement of  keywords found by analyzing the dendrograms in Figure 6 
to be of  significance for students who had attended Group learning.  

Table 6. Inter-cluster movement of  keywords for Group learning 

Keywords A Keywords B Direction Number of  clusters 

Backup  Knowledge To one another 9 

Knowledge Me, Privacy, Work, 
Life, Money 

From one another 9 
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Figure 6. Pre-test dendrogram (on the left) and post-test dendrogram (on the right)  

for Group learning 

Following lessons, the keyword Backup moved closer to the keyword Knowledge. This leads us to 
believe that participants became more aware of  backing up as a deliberate and purposeful activity 
that requires certain knowledge (e.g., how to make a backup and what media to use). The above-
mentioned change in perception of  keywords Backup and Knowledge is further emphasized by the 
keyword Knowledge moving away from the cluster of  keywords Me, Privacy, Work, Life, Money. The 
change in perception of  the keywords in question is considered positive by us. It gives hope that 
lessons lead to participants’ increased awareness of  backing up as a deliberate and purposeful activity 
(and to more careful planning of  data backup than prior to lessons). 

DISCUSSION 
From a holistic point of  view (i.e., focusing on all students attending this type of  lesson), Experi-
ence-based learning seems to be relatively effective. However, its effectiveness seems more likely to 
be rooted in the part of  the lesson based on the teacher-led talk than in the part where students were 
confronted with a particular negative experience. Our research has not revealed any changes in the 
way students perceive the areas of  e-safety in which they had been given the chance to experience the 
risks. For that reason, the prepared e-safety risk scenarios must be considered merely as activisation 
elements, particularly for those students who were not deceived by them. However, a different situa-
tion occurred when focusing on those learners who had been deceived by the prepared e-safety risk 
scenario. They developed a more favorable perception of  e-safety, noticeable in the areas of  digital e-
safety that the prepared scenarios focused on. This gives us reason to assume that the lessons 
demonstrated the need for those students to improve their e-safety strategies. This was the impulse 
for them to change their perception of  e-safety. According to Piaget (1936/1965), that means notice-
able accommodation occurred in the students. Considering the nature of  the lessons, it could be 
classed as a successful example of  experiential learning (Kolb, 1984). 

Lessons based on the Expert’s talk seem to be relatively effective. Students who had attended it be-
came more aware of  digital e-safety issues that the lessons had focused on. However, the effective-
ness of  lessons may have been distorted by this new teaching method and by students’ expectations 
of  a prestigious expert lecturer who will explain the topic better than the average teacher. Cognitive 
bias or, more precisely, the social status effect (Bednář, Drahoňovský, Hlušička, & Těšitelová, 2013) 



Šimandl, Dobiáš, & Šerý 

267 

may have occurred here. This may have led students to be more open to hearing an expert conveying 
his experience. The expert lecturer’s personality may have also played its part, being different from 
the personality of  the teacher in the other types of  lessons. Such differences in personality and 
knowledge of  their profession are natural, this being the reason for inviting an expert into the class-
room.  

The Lecture seems to be effective in certain respects. But it does run the risk of  being counterpro-
ductive. During lessons, students’ initial perceptions of  an issue (which needn’t necessarily be com-
pletely wrong) may be distorted. However, they will not be sufficiently replaced by a new complex 
view of  the given area (e.g., due to the vast number of  facts). In terms of  Piaget’s theory 
(1936/1965), lessons caused disequilibrium in the students and the formation of  new schema. How-
ever, some of  the schema may have been formed by misinterpretation of  transferred information. As 
claimed by Nichols (2000), in the formation of  the schema, this situation has a negative exponential 
effect on the completion of  the correct schema, as one piece of  information is crucial for each com-
ponent that follows. The effectiveness of  the Lecture might have been distorted because the students 
and teacher are accustomed to this method in routine lesson delivery. Due to this, students are not 
preoccupied with a new method of  teaching but both they and the teacher are able to work very 
effectively with it. 

In accordance with the created scenario, Group learning seems to be effective in certain respects. 
Despite this, its effect is smaller than that of  the other styles of  teaching. However, the effectiveness 
of  this method may have been negatively influenced by the fact that students are not used to working 
in this particular way, lacking the ability to mutually share their knowledge. This gives us reason to 
assume that many students had trouble understanding the issue in a broader context and presenting 
relevant facts in an appropriate way. Moreover, students were unable to find coherence among pieces 
of  information and to create a holistic picture. However, according to Siemens’ principles of  connec-
tivism (2005), the ability to see connections between fields, ideas, and concepts is a core skill.  

Lessons based on the Expert’s talk have been found to improve e-safety knowledge and routines. 
Such lessons have led to a more significant improvement than Lecture-type lessons. Experience-
based learning has benefited those students who were deceived by the prepared risk scenario. It can 
therefore be assumed that the negative experience had a positive influence on the perception of  e-
safety of  those learners who were directly affected by it. However, it is yet to be determined whether 
this will result in such an effect every time. The fact that it may depend on other circumstances can-
not be ruled out (e.g., whether or not the student accepts his share of  the blame for not having fore-
seen the risk).  

CONCLUSION 
Our study has aimed to discover the way various teaching methods influence students’ perception of  
the issue of  digital e-safety. One of  the techniques used for instruction was to simulate an e-safety 
threat, which provided students with a direct negative experience. Another method was to have a 
negative experience conveyed through an expert’s talk, which illustrated particular risks by talking 
about specific cases involving stories of  people who the learner can relate to. Other lessons were 
delivered in the form of  classic lecture and group learning. 

The results of  the experiment indicate that prepared e-safety risk scenarios have a positive influence 
on the perception of  e-safety of  those learners who were deceived by them and therefore subjected 
to a negative experience. However, there was no effect on those students who had not been fooled 
by it. Hence, the technique used for instruction can be compared to the treatment of  disease, which 
only affects the individual who requires a particular type of  intervention. Students’ perception of  
digital e-safety was positively influenced by lessons based on the expert’s talk, which had a more sig-
nificant impact than lessons delivered in the form of  classic lecture. Group learning had a smaller 
impact than the other three teaching techniques.  
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This research indicates that e-safety instruction can be enhanced by ensuring that lessons provide 
students with a personal experience. Moreover, our research has revealed the possibility to create 
tools to support digital e-safety lessons. Learners would be provided a negative experience and its 
usefulness and effectiveness would be verified in lessons using appropriate methods. However, it 
would be necessary to consider not only technical issues but also ethical issues, making this type of  
intervention relatively challenging to implement.  

There are certain limitations to the research related to problems with the research setup. The Expert’s 
talk involved a university teacher with a long track record in the field of  e-safety acting as the expert. 
If  a real IT expert (e.g., from a company dealing with computer safety and security) had been invited, 
the question remains as to whether this expert would have been able to communicate with students 
in an appropriate way (i.e., without overloading them with technical details that they would not un-
derstand). Another limitation of  the research is that the course of  Experience-based learning was 
dependent on whether certain students were deceived by prepared e-safety risk scenarios. If  none of  
the students had been deceived, the teacher would not have been able to use the e-safety risks in the 
intended pedagogical scenario. A solution would be to prepare an alternative pedagogical scenario. 
This would involve the teacher acting as a user confronted with a risk which leads him to becoming 
deceived. This would at least allow the students to experience a demonstrated negative experience, 
aware that they could have been the victim of  deception. 

Future research should focus on examining how the experiential learning method affects the attitudes 
of  younger learners (primary, middle, and high school students). It would presumably be more diffi-
cult to propose appropriate teaching styles for such research. The college students researched for our 
study are usually aware of  e-safety rules, and there is only a need to push them to follow the rules. 
On the other hand, younger learners will have to be initially educated about cyber threats. This will 
involve placing an emphasis on the reality of  threats as well as the chances of  rationally overcoming 
them. If  this does not occur, learners could develop an unfounded fear of  the risks inherent in ICT. 
Moreover, future research could be focused on investigating whether the use of  e-safety risk scenari-
os in lessons really does have a positive influence on the perception of  e-safety of  those learners who 
were deceived by them. Perhaps it could focus on revealing the determinants that strengthen the 
effect of  such lessons or, conversely, subdue it. 
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