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ABSTRACT 
Aim/Purpose Awareness of  eSafety and potential online dangers for children and teenagers. 
Background The study examined eSafety among children and teenagers from their own per-

spectives, through evaluations of  their awareness level of  eSafety and of  poten-
tial online dangers. 

Methodology This is a mixed-method study with both quantitative and qualitative elements. 
The study includes questionnaires and interviews. A total of  345 participants 
from Israel completed questionnaires; 90 children and teenagers were inter-
viewed from among the participants. 

Contribution The study examined the awareness of  children and youths of  safe online 
surfing. It also examined the degree of  exposure of  children and youths to 
positive and negative aspects of  the Internet.  
This study illustrates the dual potential of  Internet use within the context of  
eSafety, as seen through the eyes of  children and teenagers. Characteristics of  
use of  the Internet are liable to increase the danger to and the bullying of  
youths and by youths in the digital domain. It also demonstrates the promises 
of  using the Internet for productive learning and leisure activities. 

Findings Findings show that the children and teenagers who participated in the study 
reported a medium-high level of  awareness. Issues that participants were con-
cerned about included avoiding contact with strangers and cyberbullying, not 
necessarily by strangers, but also by friends. 

Recommendations  
for Practitioners 

It is important to examine how children perceive online events for the purpose 
of  examining their statements regarding eSafety and the way they view prob-
lematic or dangerous online events, as well as how they believe they can cope 
with them. 

Recommendation  
for Researchers  

The study recommends incorporating in future studies individual case studies 
and allowing participants to express how they perceive complex online situa-
tions. 

http://www.informingscience.org/Publications/3864
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Impact on Society This study illustrates the dual potential, positive and negative aspects, of  Inter-
net use within the context of  eSafety, as seen through the eyes of  children and 
teenagers. 

Future Research Future studies should track changing eSafety awareness and behavior longitudi-
nally to identify the impact of  maturation and experience on their behavior and 
attitudes.  

Keywords Internet, children, teenagers, eSafety, cyberbullying 
 

INTRODUCTION 
Several studies have found that children are exposed to a tremendous amount of  information and 
that the Internet in general, and social media in particular, occupy an ever-growing role in their lives 
(Byron, 2008; Edwards et al., , 2016; Ito et al, 2009; Livingstone, Haddon & Görzig 2012; Living-
stone, Haddon, Görzig, & Ólafsson, 2011; Livingstone, Mascheroni, Ólafsson, & Haddon, 2014; 
Livingstone, & Sefton-Green, 2016; Ofcom, 2010; Taylor & Kitter, 2010; Zilka, 2014, 2016a, 2017). 
The Internet is a super-medium comprised of  both modern and conventional media, offering a vast 
array of  interactive possibilities. Internet users are differentiated by their capacity to understand, ana-
lyze, appraise, create, and distribute content; successfully make use of  communication, information, 
and media technologies; identify and cope with harmful content; and make use of  the Internet for 
democratic and humanistic purposes, and for individual as well as communal purposes (Livingstone 
et al., 2012; McGonagle, 2011; Van Dijk, 2006; Zilka, 2016b). 

Safety has become a major issue and relates to a range of  activities including online privacy, cyberbul-
lying, exposure to violent content, exposure to content that foments exclusion and hatred, contact 
with strangers online, and coarse language. Cyberbullying is defined as an activity aimed at harming 
another person by means of  verbal or visual messages, using video, audio, and software programs 
(Federal Communication Commission, 2009; Livingstone & Görzig, 2014; Livingstone, & Smith, 
2014; Ringrose, Harvey, Gill, & Livingstone, 2013). The common forms are harassment, flaming, 
denigration, impersonation, outing, trickery, exclusion, cyber stalking, cyber threats, the spreading of  
viruses, attacks against websites, breaking into computers, and more (Federal Communication Com-
mission, 2009; Livingstone & Görzig, 2014; Livingstone, & Smith, 2014; Ringrose et al., 2013). 

This study examined eSafety among children and teenagers as seen from their own perspective and 
evaluated their awareness level of  eSafety and potential online dangers. eSafety is defined as aware-
ness of  the potential dangers of  using the Internet by children and teenagers. eSafety awareness re-
lates to online privacy, exposure to violent content, the degree to which they either refrain or make 
contact with strangers online, the degree to which they feel they require tools to help them cope with 
online dangers, and the degree to which they define themselves as “prudent Internet users”. This 
study illustrates the dual potential of  Internet use for good or harm, within the context of  eSafety, as 
seen through the eyes of  children and teenagers.  

THE POTENTIAL OF THE INTERNET FOR CHILDREN AND 
TEENAGERS: RISKS AND REWARDS 
A large-scale study of  eSafety, conducted by Lansdown, Akullo, Carr, Hecht, & Palmer (2011) on 
behalf  of  the United Nations Children's Fund (UNICEF), found that many countries in Africa, Asia, 
and elsewhere have no access to the Internet. Only about one billion of  the six billion people who 
live on the planet have access to the Internet. Internet access has the potential to shatter the bounda-
ries of  time and place in the dissemination of  information and enable a variety of  communication 
options. Lack of  access to the Internet has the potential to increase existing gaps and reduce equality 
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of  opportunity. It is therefore important to encourage access to the Internet and to deal with eSafety 
issues through education that promotes safe surfing.  
A number of  studies on the use of  the Internet and social media by children and teenagers found 
that these mediums enhance the ability of  children to communicate with others and foster a sense of  
social belonging and connectivity. They also make possible experiences of  close friendships and so-
cial acceptance. Writing makes it possible to convey one’s message without others interrupting the 
flow, unlike face-to-face talking, in which others can break the flow of  speech. The writer can con-
centrate on writing rather than being hampered by distracting issues such as stuttering or body lan-
guage. Writing is often similar to “internal talk” and enables the expression of  feelings, compensating 
for difficulties in face-to-face communication. It provides the option to edit the text and use different 
representations, such as emoticons. Writing can have a therapeutic value, contributing to emotional 
relief, the airing of  emotions, and the release of  stress. Positive online interactions promote a sense 
of  self-value and determination, afford feelings of  meaningful contribution to the community, and 
provide opportunities to display talents and abilities and to receive feedback from others. At the same 
time, children and teenagers are exposed to a large amount of  media and must cope with increasingly 
complex situations (Clark, 2013; Duerager & Livingstone, 2012; Lansdown et al., 2011; Lim, 2016; 
Livingstone, 2015; Zilka, 2014, 2016a).  

On the Internet, young people operate in an environment that offers a sense of  invisibility. This 
makes it easier to hurt someone on the Internet than in person. This sense of  anonymity and invisi-
bility enables the surfer to invent a new personality that may result in a blurring of  boundaries and 
irresponsible behavior. Lack of  eye contact, of  facial expressions and body language, reduce embar-
rassment and timidity. Individuals who are insecure in face-to-face communication may feel more 
confident in a virtual connection that allows them to shed their inhibitions and perform deeds that 
they would not carry out in a face-to-face environment. Frequent, long usage, without supervision or 
clear limits, might promote unacceptable behavior in those not usually considered problematic (An-
nansingh, & Veli, 2016; Livingstone 2013; Livingstone et al., 2012; Livingstone, & Smith, 2014). 
A number of  studies show that children and teenagers have a need for belonging, companionship, 
closeness, acceptance, openness, to be “heard” and receive help on the Internet and social media 
(Bonanno  & Hymel, 2013; Clark, 2013; Duerager & Livingstone, 2012; Lim, 2016; Livingstone, 
2013; Livingstone & Bober, 2005; Nosko, Wood, & Molema, 2010; Ofcom, 2010, 2016; Taylor & 
Kitter, 2010; Zilka, 2014, 2016b). Many children and teenagers also reported engaging in negative 
behaviours, such as slandering someone on social media, uploading embarrassing photos, providing 
URLs to embarrassing videos, superimposing the image of  a friend on a preexisting video, snubbing 
a friend and spreading malicious rumors (Mason, 2008; Patchin & Hinduja 2006). Children and teen-
agers spoke of  how their feelings regarding exposure online have changed, phrases such as “I’ve got 
used to being exposed” were repeated again and again, as if  there were no choice, because these are 
“the rules of  the game.” They complained about the ease with which they were snubbed, humiliated, 
or offended (Agosto, & Abbas, 2015; Bonanno & Hymel, 2013; Clark, 2013; Duerager & Living-
stone, 2012; Lim, 2016; Livingstone, 2013; Livingstone & Bober, 2005; Livingstone, Marsh, Plow-
man, Ottovordemgentschenfelde, & Fletcher-Watson, 2015; Nosko et al., 2010; Ofcom, 2010, 2016; 
Taylor & Kitter, 2010; Zilka, 2014, 2016b).  
Respondents also reported that social media makes them feel more socially confident and allows 
them to stay informed with what is happening. They stated that their need for belonging is met 
online, but that the lack of  clues that are inherent in face-to-face interactions, such as facial expres-
sions and body language, are missing and this leads to miscommunication, messages being misinter-
preted or misconstrued and, at times, leading to conflict. Something that is said face-to-face with a 
smile may be understood in an entirely different way than if  posted on someone’s Facebook Timeline 
(Zilka, 2016b).  
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DANGERS RESULTING FROM THE USE OF THE INTERNET BY 
CHILDREN AND TEENAGERS 
The open structure of  the Internet, coupled with the lack of  ability to fully control its content by 
means of  technological solutions involving filtering and blocking, and the difficulty in supervising 
such an open environment because of  the constraints imposed by free speech regulation and legisla-
tion, increase the risk of  children being exposed to potential dangers that may cause them harm 
while using the Internet (Byron, 2008; Livingstone & Bober, 2005; Livingstone & Das, 2010; Living-
stone et al., 2012; Livingstone & Smith, 2014; Ofcom, 2010, 2016; Taylor & Kitter, 2010; Zilka, 
2014,2016a). Cyberbullying is a major source of  such harm and can involve both verbal and visual 
messages. Common examples are harassment; offensive messages (curses, insults, threats); flaming 
(the exchange of  offensive, blunt, and insulting words); denigration (spreading false stories and in-
formation to harm the victim's social relationships); identity theft and impersonation (use the victims’ 
personal details, such as user name and password, to impersonate them and carry out actions in their 
name, write lies about them, etc.); outing and trickery (revealing intimate and private information 
about another person, often obtained by deception); cyberstalking and cyberthreats (digital surveil-
lance of  individuals, collection of  data about them, and publication of  the collected information to 
harm or threaten them, etc.); exclusion and boycott (excluding a person from social activity, and 
more). Most victims of  sexual abuse and harassment online are between the ages of  13-17. Attackers 
seek to entice adolescents who publish personal information on the Internet to reveal information 
about their sexuality (Wolak, Finkelhor, Mitchell, & Ybarra, 2008). Victims of  cyberbullying are less 
likely to report abuse than those who have been victimized outside the Internet, as a result, parents 
and other adults are less likely to be aware that their children have been harmed (Heirman, & 
Walrave, 2008). 

The list of  potential dangers arising from the use of  the Internet by children and teenagers is exten-
sive and includes exposure to inappropriate content that features cyberbullying, coarse language, sex-
uality and/or violence; exposure to content that foments exclusion and hatred; exposure to inappro-
priate advertisements and/or viral and interactive content that blurs the boundaries between editorial 
and commercial content; contact with individuals engaging in sexual harassment, pedophilia, hate 
speech, fraud, and scams; privacy-related dangers arising from disclosure online of  personal data and 
family information; exposure to content that may adversely affect health (such as weight gain, smok-
ing, juvenile sexual relations and unwanted pregnancy, use of  alcohol and drugs) (Federal Communi-
cation Commission, 2009; Livingstone & Görzig, 2014; Ringrose et al., 2013  ).  
Researchers have described the experience of  online victimization as traumatic and found that its 
negative effects are physical, cognitive, emotional, and social (Mason, 2008; Patchin & Hinduja, 
2006). The areas most affected by online violence are scholastic performance and socio-emotional 
development. Scholastically, students who are victims of  an anonymous attack and fear that the at-
tacker is a friend or a classmate are distracted from learning and become unsettled when studying. It 
can cause a significant decrease in the ability to concentrate, a loss of  motivation to study, low aca-
demic achievement, reluctance to go to school, and frequent absences (Beale & Hall 2007). Socio-
emotionally these victims have difficulty defending themselves and so may change their behavior, 
withdraw, respond aggressively, or isolate themselves. Their feelings are characterized by distress 
(frustration, apathy, loneliness, sadness, depression, and anger), reduced self-esteem, and social with-
drawal (Kowalski & Limber, 2007; Patchin & Hinduja, 2006). 

An international study of  25 countries showed that different risks apply to different age groups (Liv-
ingstone et al., 2012). Risks related to privacy and exposure to inappropriate content apply particular-
ly to children aged 8 to 12; risks related to contacting strangers affects teenagers aged 12 to 17. Risks 
affecting both children and teenagers include harassment, cyberbullying, identity theft, hate speech, 
incitement, and racism (Annansingh & Veli, 2016; Gasser, Maclay, & Palfrey, 2010; Law, Shapka, & 
Olson, 2010; Livingstone, Kirwil, Ponte, & Staksrud, 2014). The most vulnerable children are those 
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new to the Internet, teenagers actively seeking risks, and children and teenagers defined as at risk for 
reasons such as illness, death of  a parent, behavioral problems, difficulties adapting, financial trouble, 
learning disabilities, cultural differences, immigration, belonging to a minority, other disabilities, 
changing schools, living in a problematic, dangerous or impoverished environment (Livingstone et al., 
2012; Livingstone & Smith, 2014; Schilder, Brusselaers, & Bogaerts, 2016; Zilka, 2016a). 

Concerned parents may try to restrict access to inappropriate sites, but this often results in a deterio-
ration in the relationship between parents and child (Bickham & Rich, 2006; Leung, 2013; McQuail, 
2010; Rideout, Foehr, & Roberts, 2010; Roberts, Foehr, & Rideout, 2005; Vandewater, Bickham, & 
Lee, 2006; West & Turner, 2007; Zilka, 2014). Research shows that when parents try remove or re-
strict computer access children see this as punishment, creating conflict between parents and child. 
Parents have reported arguments, relationship difficulties, and a rejection of  alternatives by children 
(Evans, Jordan, & Horner, 2011). Limiting time online is difficult to implement and is not usually 
effective as children find other means to reach the sites they are interested in (Borzekowski & Robin-
son, 2007; Cottrell, Branstetter, Cottrell, Rishel, & Stanton, 2007). 

THE PRESENT STUDY 
The aim of  the study was to examine eSafety awareness among children and teenagers. The study 
measured awareness of  eSafety from the perspective of  children and teenagers in the context of:  

• Online privacy;  

• The Internet as facilitating day-to-day life;  

• Exposure to positive, useful, enriching, and productive content;  

• Exposure to violent content;  

• The degree to which they either refrain or make contact with strangers online;  

• The degree to which they feel they require tools to help them cope with online dangers;  

• The degree to which they define themselves as “prudent Internet users;”  

• How they avoid online dangers—all with relation to differences in gender, age, socio-
demographic background, and viewing habits.  

METHODOLOGY 

SAMPLE 
The sample included 345 Israeli children and adolescents. The age range was 8-18, with a median of  
15 (M = 14.41, SD = 2.86), and there were slightly more girls (52.4%) than boys. Participants were 
divided into two age groups: children (up to 8th grade or age 14; 46.2% of  respondents), and adoles-
cents – (9th-12th grade, 53.8% of  respondents). 

Most (80.1%) reported that their parents are married; the rest reported their parents’ marital status as 
divorced (13.8%), separated (3.7%), or other (5.7%). As for domicile, 41.9% reported living in an 
apartment owned by their parents, 33.5% in a house owned by the parents, and 24.6% in a rented 
apartment. A little over half  of  participants (50.8%) reported their financial situation as average, 
30.6% as above average, and 5% as significantly higher than average. Only 13.6% reported their fi-
nancial situation as below average (among whom 3.7% described their financial situation as signifi-
cantly below average).  
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TOOLS 
This was a quantitative study with a qualitative element. The study included questionnaires and inter-
views. The purpose of  the interviews was to identify eSafety awareness, the nature of  children and 
teenagers’ use of  the Internet, and whether or not they felt a need for tools to cope with online dan-
gers. A total of  90 children and teenagers were interviewed. The questionnaires were based on those 
of  Ofcom – Office of  Communications (2010), Livingstone et al. (2012), Livingstone and Bober, 
(2005), and Livingstone (2013). These were translated into Hebrew, the language spoken by the re-
spondents.  

The research tools are described below.  

Questionnaires 
Viewing Habits: The respondents were asked nine questions about the number of  hours a day they 
spent using, watching, or browsing TV, DVD, VCR , VOD, YouTube, computer, tablet, internet, ra-
dio, newspaper, smartphone and answered using a point scale (0 – not at all, 1 – less than an hour, 2 
– one hour, 3 - two hours, 4 - three hours, 5 - four hours, 6 – five hours, 7 - six hours or more).  

eSafety awareness was measured with 10 questions. Seven of  these were closed and measured the 
extent of  their activities, for example, “To what extent are you aware of  your privacy level online?” 
The three open questions were: “Please give an example of  prudent Internet use.” “What are the 
dangers associated with using the Internet in your opinion?” and “How do you think these dangers 
may be avoided?”  

Interviews  
The semi-structured interviews covered viewing habits and questions about eSafety. The order of  
questions was determined by the dynamics of  the interview.  

STATISTICAL ANALYSIS 
An exploratory factor analysis was conducted, with a Varimax variance rotation. This procedure was 
conducted in order to reduce the data to a smaller number of  components that can be used in fur-
ther analysis. In this case the ten items were reduced to a two central components that where more 
easily used in further analyses. A linear regression analysis was performed to identify which variables 
influence the eSafety awareness. To examine the significance of  the associations between eSafety 
awareness, participants’ viewing and reading habits, computer literacy and the number of  digital de-
vise found in their homes (that is, between each pair) we used Pearson correlation analyses. T-test 
analyses were conducted to compare the positive vs negative online content.  

Qualitative analysis. Participants were asked to answer three open questions regarding eSafety, We 
analyzed qualitatively the free-text answers. The analysis identified the principal themes in the chil-
dren’s answers. 

STUDY PROCEDURE 
After receiving consent, questionnaires were handed to children and teenagers who completed them 
in the presence of  a researcher. Later, the two groups, one aged up to 14 and the other from the be-
tween 14 to 18, were interviewed. 

RESULTS  

VIEWING HABITS 
Participants were asked to note the degree to which they consume various communication media. 
Descriptive analyses appear in Table 1. 
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Table 1 .: Children and Adolescents’ Viewing Habits (average hours per day) 

 N M SD 
Browsing the internet 332 3.1 2.0 
 TV 341 2.1 1.7 
Watching TV content 
via the computer 335 1.6 1.8 

YouTube 336 1.6 1.5 
Browsing on a tablet 335 0.8 1.4 
Watching a DVD 335 0.5 1.2 
Reading a book 334 0.8 1.1 
Reading a newspaper 333 0.3 0.6 

ESAFETY AWARENESS 
Participants were asked to report the degree to which they are aware of  various eSafety aspects, as 
shown in Table 2. Participants’ answers were rated on a 5-point scale ranging from 0, representing a 
very low level of  awareness (“not at all”) to 4, representing a very high level of  awareness (“very 
much”). Results from the exploratory factor analysis, using Varimax variance rotation. Two factors 
together explained 59.7% of  the common variance. Below is a description of  the results of  the anal-
ysis, and the reliability of  the variables.  

The first aspect of  eSafety awareness, awareness of  the elements of  prudent Internet use, concerns 
practical aspects of  Internet use, both in the positive sense (“to what extent were you exposed to 
positive, useful, enriching, and productive content”) and the negative one (“to what extent do you 
avoid contacting strangers online”). Averaging the perspectives of  participants with respect to this 
aspect produced an average of  M=3.01 (SD=0.81), indicating a high level of  awareness. A 
Cronbach’s α of  0.829 indicates high internal consistency of  the items.  

Table 2. eSafety awareness: Results of  factor analysis using Varimax variance rotation 

  M 
State-
ments 

SD Factor 
loading  

Cronba
ch’s α 

Awareness 
of  the ele-
ments of  
prudent 
Internet use  

To what extent are you aware of  your 
privacy level 

3.16  .682 0.784 

To what extent does using the Internet 
make your day-to-day life easier 

3.22  .703 

To what extent are you exposed to posi-
tive, useful, enriching, and productive 
content online 

3.15  .846 

To what extent are you exposed to violent 
content online 

2.52  .584 

To what extent do you avoid contacting 
strangers online 

2.82  .604 

To what extent do you define yourself  as 
a “prudent Internet user” 

3.17  .714 

 Average of  awareness of  the elements 
of  prudent Internet use 

3.01 0.81   
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  M 
State-
ments 

SD Factor 
loading  

Cronba
ch’s α 

The need to 
consult the 
environ-
ment 

To what extent do you consult your par-
ents about online dangers 

1.80  .905 0.878 

To what extent do you consult family 
members about coping with online dan-
gers 

1.71  .920 

To what extent do you consult friends 
about online dangers 

1.83  .793 

To what extent do you feel you need tools 
to cope with online dangers 

1.62  .734 

 Average of  the need to consult the en-
vironment 

1.74 1.29   

General eSafety awareness (total score across sub-
scales) 

2.51 0.82  0.829 

 

Analysis of  the three open questions regarding eSafety identified a number of  themes. The first qual-
itative question asked respondents to provide an example of  prudent Internet use. Two hundred and 
two participants answered the question, and after a qualitative analysis their answers were grouped 
into six categories, with some of  the answers falling under several categories, so that the total per-
centage was more than 100%, as shown in Figure 1. 

 
Figure 1. Results of  the qualitative analysis of  respondents’ answers (N=202)  

Examples of  Prudent Internet Use 

The most prominent aspect of  prudent Internet use from the analysis is communication only on the 
basis of  familiarity (e.g., “I approve only people I know” or “On websites like Instagram and Face-
book, my posts are visible only to friends”). This constitutes an expansion of  the old parental ad-
monition “do not speak to strangers,” but within the online milieu. Of  respondents who answered 
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this question, 34.7% reported being in agreement with this aspect. Furthermore, 20.8% of  respond-
ents reported that prudent Internet use concerns maintaining privacy, specifically, avoiding disclosure 
of  personal data (e.g. “I don’t give away personal details or information about my family”). 

Another aspect of  prudent Internet use reported by respondents (12.4%) pertained to self-imposed 
limitations while surfing (e.g., “Not to go to forbidden websites” or “Avoid inappropriate websites”), 
and also to surfing and computer literacy (“Not to download files without knowing what they do”). 
While this aspect pertained to the “do not” category, 5.9% of  respondents reported further technical 
aspects in the “to do” category, such as “Make sure that my settings protect my privacy” and “Install 
an antivirus.” 

Apart from these, two additional aspects of  prudent Internet use were reported. The first one was 
the use of  the Internet only for study and learning purposes (e.g., “I use the Internet to learn a lot of  
things like how to play an instrument, or paint better, or for learning languages or to study in gen-
eral,” and “The Internet helps us find information about things we want to know, and also helps in 
doing homework”). In total, 21.8% of  respondents reported this aspect. 

In the second qualitative question, respondents were asked to address potential online dangers. Anal-
ysis of  the answers of  201 participants showed four central aspects, as shown in Figure 2.  

 
Figure 2: Results of  the qualitative analysis (N=201) of  answers regarding online dangers 

The most common aspect of  prudent Internet use reported by respondents (59.2%) related to the 
danger of  disclosure of  personal data (e.g., “Posting personal data that could get to the wrong peo-
ple”), and how such a disclosure could cause harm (e.g., “If  they know where I live, they can break 
in” or “identity theft” or “online scamming”). About a quarter of  respondents (26.4%) reported that 
online dangers consisted of  cyberbullying and violence (e.g., “exposure to violent content and com-
municating with strangers”), and, more significantly, exposure to “harassments and attacks.” Several 
respondents (15.9%) reported non-sexual violence as an online danger. Respondents (20.9%) also 
distinguished between dangers associated with exposure to individuals who may attack them sexually 
(“pedophiles”), and accidental exposure to content that does not agree with their values (i.e., addic-
tion) or their age (i.e., pornography or intense violence). 
The third qualitative question asked participants to report how they may avoid online dangers. Analy-
sis of  185 respondents’ answers showed five main aspects, as detailed in Figure 3. 
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Figure 3. Results of  the qualitative analysis of  the answers (N=185)  

about preventing online dangers 

A little over a quarter (26.5%) of  respondents reported refraining from making contact with anyone 
they did not know personally (e.g., “Don’t talk to anyone you don’t know, don’t disclose your person-
al data on websites”). In addition, 14.6% of  respondents reported that disclosure of  personal data 
should be avoided; they also mentioned the need to use judgment when entering data on websites 
(e.g., “Don’t enter bank account details or credit card details” or “Think twice before uploading any-
thing, whether it’s an image or anything else”). Another aspect that several respondents reported 
(24.3%) involved responsible conduct online, namely, taking preventative measures, such as installing 
antivirus and other software that promotes online safety. Respondents also reported that it is the re-
sponsibility of  the user to ensure online safety and to use common sense, e.g., “Don’t talk to 
strangers online and try to limit the time you spend every day on the computer,” and in general “be 
smart.” An additional 18.9% of  respondents reported specific measures such as blocking hazardous 
websites and protecting the computer used to access the Internet. 

Correlation between eSafety awareness, viewing habits, computer literacy, and the 
number of  digital devices in the house  
Results of  the analysis of  the correlation coefficients of  eSafety awareness, participants’ viewing and 
reading habits, computer literacy, and the number of  digital devices found in their homes, are shown 
in Table 3.  
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Table 3. Correlation between the coefficients of  degree of  eSafety awareness,  
participants’ viewing and reading habits, computer literacy,  

and the number of  digital devices found in their homes 

eSafety Awareness 
Digital me-
dia con-
sumption 

Reading 
habits 

Computer 
literacy 

Number of  
digital de-
vices in the 
house 

eSafety awareness .201** .020 .426** .171** 

Practical elements of  Internet use .148* -.079 .540** .346** 

The need to consult the environment .180** .118 .165** -.055 

Prudent In-
ternet use 

Communication on the basis of  
familiarity .071 -.026 .077 .247** 

Avoiding sharing personal data -.033 -.095 .077 .195** 

Knowledge and self-regulation .115* -.052 -.026 .169** 

Enrichment and studies -.061 .094 .089 .171** 

Technical limitation  -.042 .092 -.034 .079 

Gaming, leisure time activities 
and socializing .026 .070 -.031 .110* 

Online dan-
gers 

Disclosure of  personal data and 
personal harm .021 -.010 .158* .373** 

Sexual attacks -.042 .030 .166** .238** 

Cyberbullying and non-sexual 
attacks .063 -.039 -.010 .229** 

Exposure to inappropriate con-
tent -.092 .092 -.059 .182** 

Avoiding 
online dan-
gers 

Avoiding contact not based on 
personal familiarity .123* -.020 .049 .229** 

Avoiding disclosure of  personal 
data .006 -.026 .022 .120* 

Blocking the Internet and pro-
tecting the computer -.113* .103 .062 .141** 

Self-regulation and self-control -.043 -.013 -.043 .223** 

Increasing awareness and edu-
cation -.038 -.033 .076 .172** 

**p<0.01, *p<0.05 

In general, the analysis revealed a significant and positive correlation between eSafety awareness and 
digital media consumption (r=.201, p<.01), computer literacy (r=.426, p<.01), and the number of  
digital devices in the house (r=.171, p<.01). No clear correlation was found between reading habits 
and eSafety awareness. Similar results emerged from an analysis of  the correlation between awareness 
of  practical aspects of  Internet use, the extent of  digital media consumption (r=.148, p<.05), 
computer literacy (r=.540, p<.01), and the number of  digital devices in the house (r=.346, p<.01). 
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No clear correlation was found between the number of  hours spent reading and the level of  
awareness regarding practical aspects of  Internet use in this context. Furthermore, no clear 
correlation was found between awareness of  prudent Internet use and the extent of  digital media 
consumption, reading habits, and computer literacy, apart from a clear and positive correlation 
between understanding the importance of  knowledge and self-regulation during Internet use and the 
extent of  digital media consumption (r=.115, p<.05). 

We also analyzed correlation coefficients of  degree of  eSafety awareness with relation to participants’ 
personal data. The results are shown in Table 4. 

Table 4. eSafety awareness by participants’ background characteristics 

Participants’ Personal Data   eSafety 
awareness 

Awareness of  
practical 
aspects of  
Internet use 

The need to 
consult the 
environment 

Gender 
Boy A 2.47 2.91 1.80 

Girl B 2.57 3.14* 1.70 

 

Grade 

Through 8th grade A 2.51 2.80 2.06** 
9th to 12th B 2.55 3.20* 1.57 

 

Immigrant 

No A 2.49 3.01 1.69 

Yes B 2.60 3.02 1.94 

Parents’ marital 
status 

Married A 2.57 3.11 1.76 

Other B 2.52 2.95 1.83 

 

Type of  home 

Private house A 2.48 3.02 1.64 

Family-owned 
apartment B 2.58 3.04 1.88 

Rented apartment C 2.61 3.11 1.86 

 

Financial situation 

Significantly below 
average A 2.70 2.86 2.46 

Below average B 2.25 2.88 1.30 

Average C 2.56 3.05 1.81 

Above average D 2.58 3.17 1.67 

Significantly above 
average E 2.61 2.93 2.14 

**p<0.01, *p<0.05 

The analysis shows that no differences exist regarding participants’ general eSafety awareness in 
relation to background characteristics. But findings indicate gender-related differences regarding 
awareness of  practical aspects of  Internet use: the awareness level of  girls (M=3.14) was higher than 
that of  boys (M=2.91). 

Results also showed age-related differences. First, regarding the practical aspects of  Internet use, the 
study found that the awareness levels of  older participants (M=3.20) was higher than that of  younger 
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ones (M=2.80). With regard to the need to consult with the environment, it was found that this need 
was more important for younger participants (M=2.06) than for older ones (M=1.57). 

Analysis of  participants’ insights regarding prudent Internet use, online danger awareness, and 
avoiding online dangers, in relation to background characteristics, showed that more boys (M=.14) 
mentioned knowledge and self-regulation than did girls (M=0.5), and that more boys than girls 
mentioned the use of  the Internet for gaming and leisure time activities (M=.12 and M=.05, 
respectively). Similarly, with regard to understanding online dangers, it was found that more boys 
(M=.50) mentioned the potential risk of  disclosure of  personal data online than did girls (M=.38), 
whereas more girls (M=.26) than boys (M=.13) mentioned cyberbullying and non-sexual harassment. 
No gender-related differences were found with regard to understanding how to avoid dangers online. 

EXPOSURE TO BOTH POSITIVE AND NEGATIVE ONLINE CONTENT 
Two statements of  special interest regarding eSafety relate to exposure to both positive (“To what 
extent have you been exposed to positive, useful, enriching, and productive content?”) and negative 
(“To what extent have you been exposed to violent content?”) content online. Analysis of  
respondents’ answers by gender and age-group regarding these statements is shown in Table 5:  

Table 5. Exposure to positive and negative content online by gender and age, T-Test analysis 

      

Positive 
(To what extend have 
you been exposed to 

positive, useful, enrich-
ing, and productive 

content?) 

Negative 
(To what extent 
have you been 
exposed to vio-
lent content?) 

Entire sample     3.15 2.52 
         

Gender 
Boy A 3.02 3.02 
Girl B 3.31* 2.65 

        

Grade 
Through 8th A 2.83 2.09 
9th to 12th B  3.42* 2.85* 

        

Gender and 
grade 

Boys – through 8th A 2.84 2.11 
Boys – 9th to 12th B 3.21 2.80* 

Girls – through 8th C 2.93 2.22 

Girls – 9th to 12th D 3.55** 2.84* 
**p<0.01, *p<0.05 

Exposure to positive content and negative content  
To compare the exposure to positive vs. negative online content in the form of  violence, t-test 
analyses were conducted. Most respondents reported a medium-low level (in relation to the scale) of  
exposure to negative content online (M=1.48). Analysis did not reveal any differences between boys 
and girls. By contrast, it was found that respondents in the the older age group (M = 2.85) were 
exposed to negative online content to a greater extent (t(184)=4.406, p<.01) than respondents in the 
youngest age group (M = 2.09). Combined analysis of  differences with relation to gender and age 
group shows that younger boys (M=1.89) were significantly more exposed to negative content online 
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than were older boys (M=1.20) and older girls (M=1.16). No significant differences were found 
between younger boys and younger girls, or between older boys and older girls.  

Results of  Scheffe’s post hoc analysis is done after an ANOVA. The results of  differences in gender 
and age group, with regard to exposure to negative content, shows that older boys (M = 2.80) were 
exposed to negative content significantly more (t112 = 2.810, p <.01) than were younger boys (M = 
2.11), but also that older girls (M = 2.84) were exposed significantly more (t(103) = 3.386, p <0.01) 
than younger boys (M = 2.11). At the same time, no significant differences were found between boys 
and girls in the younger age group and between boys and girls in the older age group. 

DISCUSSION AND CONCLUSION  
The aim of  the present study was to examine eSafety awareness among children and teenagers. For 
the purpose of  the analysis, 345 participants were divided into two age groups: a younger group 
comprising children through age 14 or through 8th grade (46.2%) and an older group comprising 
teenagers from 9th to 12th grade (53.8%). This was a quantitative mixed-method with a qualitative 
element. Ninety children and teenagers were interviewed, with an equal distribution between the age 
and gender groups.  

The study examined eSafety, or awareness of  safe Internet use and online dangers, among children 
and teenagers from their own perspective and evaluation of  their eSafety awareness. The study also 
evaluated their level of  awareness of  online privacy; the degree to which the Internet facilitates their 
day-to-day life; the degree of  exposure to positive, useful, enriching, and productive content; the de-
gree of  exposure to violent content; the degree to which they contact or avoid making contact with 
strangers online; the degree to which they believe they require tools for coping with online risks; the 
degree to which they define themselves as prudent Internet users, and how they feel online dangers 
can be avoided – all with relation to differences in gender, age, and socio-demographic characteris-
tics, and viewing habits.  

ESAFETY AWARENESS OF CHILDREN AND TEENAGERS 
Participants were asked to report the degree to which they are aware of  the various aspects that make 
up eSafety. The first aspect of  eSafety pertained to the practical aspects of  Internet use, both positive 
and negative. Findings showed that children and teenagers reported a high level of  awareness. Partic-
ipants were asked to answer three open questions with respect to eSafety. The first question asked 
participants to furnish an example for prudent Internet use. The most prominent aspect for prudent 
Internet use was communication on the basis of  personal familiarity only. In general, this can be seen 
as an extension to the online environment of  parents’ familiar admonition of  not speaking to 
strangers. Positive aspect pertained to the use of  the Internet for gaming, socializing, and leisure time 
activities.  

The second qualitative question that participants were asked to address concerned online dangers. 
The most common aspect reported by respondents concerned the danger arising from disclosure of  
personal data and the potential use of  such information to cause personal harm to the user. Close to 
26% of  respondents reported that online dangers consisted of  bullying and violence, mainly by ex-
posure to “harassment and attack.” Sixteen percent of  respondents reported violence that is not nec-
essarily sexual as an online danger. Respondents also distinguished between dangers associated with 
exposure to individuals or organizations that could attack them sexually and dangers associated with 
unintentional exposure to content inappropriate to their age or beliefs, such as pornography or ex-
treme violence. Thirty percent of  respondents reported these as online dangers. 

A comparison of  the findings of  this study with similar, earlier studies (Gasser et al., 2010; Law et al., 
2010; Livingstone, Kirwil, et al., 2014) reveals that issues of  concern to children and teenagers are 
avoiding contact with strangers and cyberbullying, not necessarily by strangers but by friends. 
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In the interviews, 68% of  the children said that whenever they are about to log into a social network, 
they “miss a beat;” they are afraid to find out that something embarrassing has been written about 
them, or that a close friend posted an embarrassing picture of  them. One of  the youths said in an 
interview: “When I was in school, children took my smartphone from my bag without permission, 
and wrote on my wall a supposed confession on my part of  something I’ve never done.” A girl said: 
“Children took my smartphone, got into my Whatsapp, and wrote offensive messages from me; it 
caused me great harm and I was very distressed.” 

The third qualitative question respondents were asked to address was how they believe online dan-
gers may be avoided. 27% reported a rule of  conduct stipulating that contact should be made only 
on the basis of  personal familiarity; 15% reported that one must avoid the disclosure of  personal 
data and information, with a focus on the importance of  applying good judgment with regard to up-
loading and sharing content online. Another aspect, reported by 24% of  participants, concerned re-
sponsible conduct of  surfers, specifically, taking measures beforehand to prevent risks, such as in-
stalling safe Internet software and an antivirus. Among others, participants also reported user re-
sponsibility while surfing as an important aspect, e.g., “No talking to strangers on the Internet, limit-
ing daily use” and in general, “being smart.” In addition, 19% reported specific measures such as 
blocking dangerous websites and protecting the computer used to access the Internet, and 21% re-
ported a need to increase eSafety awareness and education among children and teenagers. 

ESAFETY, VIEWING HABITS, COMPUTER LITERACY, AND THE NUMBER OF 
DIGITAL DEVICES IN THE HOME 
The study examined eSafety awareness in relation to background characteristics. No significant dif-
ferences were found in eSafety awareness, prudent Internet use, and prevention of  online risks in 
relation to socio-economic background. Moreover, no significant differences were found between 
children defined as at risk and other respondents in this study, unlike other studies (Livingstone et al., 
2012; Livingstone & Smith, 2014; Zilka, 2015) that found that at-risk groups were particularly vulner-
able to online hazards.  
In the interviews, teenagers said that they liked surfing from site to site, like butterflies flying from 
flower to flower. They said that they were aware of  the fact that they were increasing the level of  risk 
when they accessed sites they were not familiar with, using the links that appeared on these sites. 
They indicated that they felt they were “learning a lot” by surfing from site to site without prior 
planning and without a pre-defined objective (35% of  respondents mentioned this). Many children 
(48%) indicated that they were aware of  the risks of  this type of  surfing, and that they knew how to 
protect themselves. 

EXPOSURE TO POSITIVE AND NEGATIVE CONTENT ONLINE AND ESAFETY 
AWARENESS  
Characteristics of  use of  the Internet are liable to increase the danger to and the bullying of  youths 
and by youths in the digital domain. These studies show that the more children and teens use the 
Internet and acquire digital skills, the more they enjoy various opportunities, at the same time being 
more exposed to risks (Livingstone, Mascheroni, et al., 2014). 

Comparing the findings of  this study with previous studies focusing on the dual potential of  the In-
ternet among children and teenagers (Clark, 2013; Duerager & Livingstone, 2012; Lim, 2016; Zilka, 
2014, 2016b) shows that children and teenagers are aware of  both the positive and negative potential 
of  the Internet, as well as of  the risks associated with surfing.  

The results show that in general there is a high level of  exposure to positive content among children 
and youths, older girls reporting higher exposure to positive online content than young girls and 
young boys. These findings are significant in light of  the fact that studies of  smart use of  the Inter-
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net indicated stronger exposure to its negative aspects than to positive aspects. Findings of  this study 
are similar to those of  studies conducted in the European Union by Livingstone et al. (2012), Len-
hart (2005), and others, showing that girls are more likely than boys to set their profile to “private,” 
and that they are more exposed to the positive aspects of  the Internet. Older girls are less involved in 
acts of  violence, both as active participants on the Internet and as victims, compared with younger 
girls. Older girls look for content in various areas of  their interest, and exposure to these sites makes 
it more positive. The younger age group is less exposed to positive aspects than the older age group 
is because of  the nature of  content search. 
Regarding exposure to negative aspects, it was found that among boys, as they grow older, such ex-
posure increases. The findings of  this study match those of  studies on online aggression, and they 
show that the variables predicting online aggression are personal gain, low self-efficacy, and gender, 
with boys more likely to be aggressive on the Internet and be more exposed to negative aspects than 
girls (Gasser et al., 2010; Law et al., 2010; Livingstone, Kirwil, et al., 2014). 
The question is how to increase the eSafety awareness of  children and youths and at the same time 
avoid arguments and punishments. The key to success is finding a solution in cooperation with the 
children, defining the needs and the difficulties, and providing an adequate response. The interviews 
revealed that children and youths would rather not involve their parents for fear of  the parents’ reac-
tion. Here are a few examples: “They will go and tell the teacher, and then the situation will be more 
difficult.” and “They will forbid me to go online.” Therefore, the children said that they preferred 
not to involve their parents in “difficult subjects,” such as the dissemination of  an embarrassing pic-
ture on Facebook, harsh and insulting things written about them, curses aimed at them, and the like. 
The youths explained that “parents have difficulty hearing that something harmful happened to their 
children, something that hurt them, so they immediately want to do something, call someone, which 
only exacerbates the situation. Therefore, it is best not to involve them.” 

Another issue that was revealed in the interview concerns the children’s fear of  parental criticism 
about their conduct. This finding is consistent with previous studies (Bickham & Rich, 2006; Leung, 
2013; McQuail, 2010; Rideout et al., 2010; Roberts et al., 2005; Vandewater et al., 2006; West & 
Turner, 2007; Zilka, 2014). It is preferable, therefore, to avoid as much as possible a critical and 
judgmental attitude, and instead conduct a dialogue with the children. Youths indicated that as a re-
sult of  involving their parents in events that happened online, such as uploading embarrassing pho-
tos, curses, etc., their parents often decided to limit their access to the Internet. This finding is con-
sistent with those of  previous studies showing that parents tend to restrict the Internet access of  
their children (Bickham & Rich, 2006; Leung, 2013; McQuail, 2010; Rideout et al., 2010; Roberts et 
al., 2005; Vandewater et al., 2006; West & Turner, 2007; Zilka, 2014). Children and youths are afraid 
of  criticism and punishment by their parents. Parents must therefore talk to their children, listen to 
them, and try to reach a solution that is acceptable to the children; one that stimulates their sense of  
responsibility, as opposed to encouraging a lack of  a sense of  responsibility toward themselves and 
their environment; one that encourages a sense of  personal and collective identity, as opposed to an-
onymity; one that to encourages a sense of  belonging, sharing, and relationships, as opposed to indif-
ference, alienation, and rejection. To engage in a dialogue, parents must be open to accepting the 
children’s ways and be aware of  the children’s capacity for inclusion as well as of  the place where the 
children happen to be; the need to reassure the children and formulate with them methods of  action; 
they must illustrate for the children what positive values are and what is right and true; they must 
guide children in making free choices, at the same time developing their strengths and their ability to 
cope with difficulties. 

Education toward smart use of  the Internet may empower children and youths and encourage them 
to realize the potential of  the opportunities for learning, personal development, civic participation, 
social communication, and creativity that the Internet offers, as well as develop awareness of  Inter-
net-related risks and of  ways to cope with them. 



Zilka 

335 

CONTRIBUTIONS OF THE STUDY 
The study examined the awareness of  children and youths of  safe online surfing. It also examined 
the degree of  exposure of  children and youths to positive and negative aspects of  the Internet.  
This study illustrates the dual potential of  Internet use within the context of  eSafety, as seen through 
the eyes of  children and teenagers. Characteristics of  use of  the Internet are liable to increase the 
danger to and the bullying of  youths and by youths in the digital domain. It also demonstrates the 
promises of  using the Internet for productive learning and leisure activities.  

LIMITATIONS OF THE STUDY 
A limitation of  the study is the fact that it was based on personal reporting by the children and teen-
agers. Furthermore, no reports of  dilemmas were included. Therefore, we recommend that future 
studies examine how children perceive online events for the purpose of  examining their statements 
regarding eSafety and the way they view problematic or dangerous online events, as well as how they 
believe they can cope with them. 

FUTURE STUDIES  
The recommendation are that future studies compare children, teenagers, and young adults (up to the 
age of  24) in how they characterize eSafety awareness and the effects of  adhering to eSafety practices 
over the years, including after the age of  18, when participants have been using the Internet for a 
relatively long time. The study examined eSafety awareness by assessing and questioning children and 
teenage participants regarding their level of  eSafety awareness and about the aspects of  Internet use 
that they regard as either positive or negative. It is recommended to incorporate individual case stud-
ies in future research and to allow participants to express their perceptions of  complex online situa-
tions. 
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