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ABSTRACT

Aim/Purpose In this study, the researchers investigated whether the out-of-class learning ap-
proach could help the students to attain any valuable learning outcomes for cy-
bersecurity learning and could enhance the perceived value of cybersecurity
education among the students.

Background Cybersecurity learning poses challenges for its students to learn a complicated
subject matter and the students may be intimidated by the challenging courses
in cybersecurity programs. Therefore, it is essential for the faculty members to
devise some mechanisms to promote cybersecurity learning to increase its stu-
dent retention. The mechanism suggested by this study was the out-of-class
learning approach.

Methodology The researchers in this study employed a content analysis and adopted a semiot-
ic method to analyze qualitative data. The researchers also conducted crosstabu-
lation analyses using chi-square tests to detect the significant differences in the
emerging learning outcomes from the two different out-of-class learning activi-
ties investigated in this study.

Contribution This study addressed the difficulty of cybersecurity education and proposed a
viable mechanism to promote the student learning in such a complicated subject
matter.

Findings For cybersecurity education, the out-of-class learning approach is a viable peda-
gogical mechanism that could lead the students to several learning outcomes,
including connecting them to the real-life scenarios related to the cybersecurity
profession, guiding them to their career choices and development, stimulating
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Out-of-Class Learning

their intellectual growth, creating their justification of learning, and raising their
cybersecurity awareness.

Recommendations The instructors of any cybersecurity programs should incorporate some out-of-

for Practitioners class learning activities into the courses in their programs, especially the intro-
ductory-level courses. Additionally, it is important to coordinate the out-of-class
learning activities with the in-class lessons to enable the students to justify what
they have learned in their classrooms and motivate them to learn more.

Recommendation  Researchers could look beyond in-class learning and laboratory learning to in-
for Researchers vestigate the impacts of out-of-class learning activities on cybersecurity educa-
tion to help the students to attain better learning outcomes.

Impact on Society By promoting cybersecurity education, universities and colleges could attain a
higher retention rate of the students in their cybersecurity programs. The higher
retention rate of the students in cybersecurity programs would help to ease the
critical shortage of cybersecurity talent.

Future Research Future research could explore the impacts of other out-of-class learning activi-
ties on cybersecurity learning; for example: job shadowing, attending cybersecu-
rity conferences, internship, developing cybersecurity systems ot tools for actual
customers, working on cybersecurity research with faculty members. Additional-
ly, future studies could investigate the effects of the out-of-class learning ap-
proach on promoting other academic programs that are characterized by in-
tensely complex and technical nature, similar to cybersecurity programs.

Keywords cybersecurity education, out-of-class learning, learning outcomes

INTRODUCTION

Currently, we are facing the pressing issue of the shortage of cybersecurity talent in both private and
public sectors worldwide (Executive Office of the President, 2016; Zadelhoff, 2017). On the other
hand, cybersecurity learning poses challenges for its students (Saunders, 2002) to learn a complicated
subject matter (Yurcik & Doss, 2001) and thus requires the persistence of the learners. Unfortunately,
the students who are “testing the water”” may be intimidated by the challenging courses in cybersecu-
rity programs.

It was reported that the dropout rates of the students in information technology programs and in
computer science programs were higher than those in other programs (Beaubouef & Mason, 2005;
Lang, McKay, & Lewis, 2007; Soh, Samal, & Nugent, 2007). Accordingly, this study argued that the
attrition rate of the students in cybersecurity programs would be high as well. Therefore, to improve
the attrition rate of the students in cybersecurity programs and ease the critical shortage of cyberse-
curity talent, it is essential for the faculty members of any cybersecurity programs to devise some
mechanisms to promote cybersecurity education. The mechanism suggested by this study was the
out-of-class learning approach. The out-of-class learning approach could produce several valuable
learning outcomes, including knowledge and subject matter competence, cognitive skills and intellec-
tual growth, psychosocial changes, attitudes and values, moral development, educational attainment,
career choice and development, economic benefits, and quality of life after college (Kuh, 1993).

In previous studies related to cybersecurity education, some researchers highlighted the implementa-
tion of cybersecurity education in higher education (Conklin, Cline, & Roosa, 2014; Dark &
Mirkovic, 2015; Schneider, 2013), while other researchers investigated cybersecurity learning by using
simulation (Nagarajan, Allbeck, Sood, & Janssen, 2012; Pastor, Diaz, & Castro, 2010) or discussed the
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effect of cybersecurity competitions on student learning (Mirkovic, Tabor, Woo, & Pusey, 2015; To-
bey, Pusey, & Butley, 2014).

With the exception of the studies on cybersecurity competitions, there has been no literature discuss-
ing the impacts of the out-of-class learning approach on cybersecurity learning. There is very little
evidence that demonstrates whether the out-of-class learning approach is a viable mechanism for
helping the students to attain valuable learning outcomes, promoting cybersecurity learning, enhanc-
ing the perceived value of cybersecurity education, and improving the retention rate of the students
in cybersecurity education.

Hence, this study filled in the gap by investigating the effectiveness of the out-of-class learning ap-
proach on cybersecurity learning, Specifically, the researchers in this study examined whether the out-
of-class learning approach could help the students to attain any valuable learning outcomes for cy-
bersecurity learning and could enhance the perceived value of cybersecurity education among the
students. The research findings would suggest whether the out-of-class learning approach should be
used to improve student engagement in cybersecurity learning. High student engagement would help
to increase the student retention for cybersecurity programs.

THEORETICAL FRAMEWORK

CYBERSECURITY EDUCATION

The U.S. National Initiative for Cybersecurity Education (NICE) proposes that cybersecurity educa-
tion should encompass the core knowledge consisting of securely provision (SP) (i.e., securing I'T
infrastructure), operate and maintain (OM) (i.e., system administration), oversee and govern (OV)
(i.e., leadership and management of information security), protect and defend (PR) (i.e., mitigating
cyber threats), analyze (AN) (i.e., specialized reviews of IT infrastructure for cyber intelligence), col-
lect and operate (CO) (i.e., adopting deception operation for developing cyber intelligence), and in-
vestigate (IN) (i.e., investigating cybercrimes through digital forensic) (Newhouse, Keith, Scribner, &
Witte, 2017). Accordingly, this NICE framework implies that cybersecurity education incorporates
the technical learning that requires a high cognitive capacity to master the complex concepts of soft-
ware and network security. Additionally, cybersecurity education involves the analytical learning that
demands a specialized skill to evaluate a high volume of data. Moreover, cybersecurity education in-
cludes the managerial learning that links technical knowledge to management's decision-making.

Overall, cybersecurity education is multidisciplinary, relying on computing infrastructure, policies, and
people (Kessler & Ramsay, 2014). Cybersecurity education encompasses psychology, sociology, poli-
tics, law, computer science, computer engineering, and management (Davis & Dark, 2003). This mul-
tidisciplinary nature is reflected in real life. For example, cyberattacks in the present days do not only
limit to website defacements but also involve targeting specific organizations, industries, or nations to
destroy infrastructure, steal intellectual property, or disrupt the economy motivated by political agen-
da. With such a complicated subject matter, the learners may experience some difficulties to grasp the
multi-faceted, complex concepts of cybersecurity (Saunders, 2002; Yurcik & Doss, 2001).

Because of the high attrition rates of the students in information technology programs and in com-
puter science programs (Beaubouet & Mason, 2005; Lang et al., 2007; Soh et al., 2007) and the chal-
lenges in cybersecurity education (Saunders, 2002; Yurcik & Doss, 2001), the researchers of this
study argued that the attrition rate of the students in cybersecurity programs would be high as well.
Unfortunately, the challenges in cybersecurity education and the presumably high attrition rate of the
students in cybersecurity programs do not help to ease the pressing issue of the shortage of cyberse-
curity talent in both private and public sectors worldwide (Executive Office of the President, 2016;
Zadelhoff, 2017).

31



Out-of-Class Learning

OUT-OF-CLASS LEARNING APPROACH AND COLLEGE IMPACT APPROACH

The assessment of student learning in colleges usually focuses on academic aspects including class-
rooms, laboratories, studios, libraries (IKuh, 1993). However, some studies suggested that learning
well in classrooms does not necessarily translate into doing well outside the classrooms (Resnick,
1987), primarily because in-class learning may be insufficient to prepare the students for real-world
challenges.

On the other hand, the out-of-class learning approach encourages the students to transcend the for-
mal classroom, studio, or laboratory settings so that the students can involve the out-of-class learning
activities related to their course works. In particular, Kuh posited that:

“Out-of-class experiences presented students with personal and social challenges, enconraged them to develop more com-
Pplicated views on personal, academic, and other matters, and provided opportunities for synthesizing and integrating
material presented in the formal academic program (classes, laboratories, studios)” (Kuh, 1995, p. 140)

Unlike in-class learning identified by symbol-based learning (e.g., conceptual learning of disaster re-
covery), out-of-class learning openly connects to events and objects in the physical worlds (e.g,, how
organizations safeguard sensitive data using disaster recovery approach) (Resnick, 1987). Out-of-class
learning entails the educational activities that empower the students to interface with and learn about
the real-life application (Pearson, 2004). These out-of-class learning activities include, for example:
volunteer work, internship, service learning, conducting research with faculty, academic-based peer
relationship, involvement in campus organizations, and other co- and extra-curricular activities
(McKinney, Saxe, & Cobb, 1998).

In this study, the researchers contended that the out-of-class learning activities for cybersecurity edu-
cation may include the research project about the real-life incidents of hacking, the interaction with
some cybersecurity professionals such as FBI Infragard representatives or banking compliance offic-
ers, and the assignments that require solving the real-world problems related to cyber intelligence
analysis.

The results of some studies suggested that the out-of-class learning approach could promote student
development in college settings (Goodman, 2007; McKinney et al., 1998) and enhance student learn-
ing in some disciplines such as sociology (McKinney et al., 1998), outdoor and leadership (Hattie,
Marsh, Neill, & Richards, 1997), and language (Guo, 2011; Pickard, 1996).

Additionally, the college impact approach has been used to study what happens (i.e., changes, im-
pacts, or outcomes) to the students during their college years (Pascarella & Terenzini, 1991). This
approach focuses less on the internal psychological processes associated with dimensions of change
but more on the external environmental and sociological conditions and origins of change (Pascarella
& Terenzini, 1991). This approach emphasizes the interactions between the students and the broadly
conceived institution’s environments (Kuh, 1993). The college impact approach was employed to
discover 14 learning outcomes (as shown in Table 1) that college students associated with out-of-
class learning (Kuh, 1993).

Given the multidisciplinary nature (Kessler & Ramsay, 2014) and the challenges of cybersecurity
learning (Saunders, 2002; Yurcik & Doss, 2001), it is vital to introduce cybersecurity learning as a
process where the learners can learn through interactions with the real world as interacting with the
real world would enable cybersecurity learners to acquire the first-hand knowledge that promotes
cybersecurity learning. That is, the researchers of this study suggested that the out-of-class learning
approach could produce valuable learning outcomes for cybersecurity learning and promote cyberse-
curity education.

Unfortunately, there has been no literature discussing the impacts of the out-of-class learning ap-
proach on cybersecurity learning, except the studies on cybersecurity competitions (Mirkovic et al.,
2015; Tobey et al., 2014). Cybersecurity competitions seem like a promising tool to boost engage-
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ment and attract novices to cybersecurity field; however, the structure and difficulty of cybersecurity
competitions may also scare away novices (Mirkovic et al., 2015). Thus, there is very little evidence
that demonstrates whether the out-of-class learning approach is a viable mechanism for helping the
students to attain valuable learning outcomes, promoting cybersecurity learning, enhancing the pet-
ceived value of cybersecurity education, and improving the attrition rate of the students in cyberse-

curity programs.

Table 1. Learning Outcomes from Out-of-Class Learning (Kuh, 1993)

LEARNING OUT-
COMES

EXAMPLES

Practical competence
Vocational competence
Self-awareness
Autonomy and
self-directedness
Confidence and self-

worth
Social competence

Reflective thought

Knowledge application

Knowledge acquisition
Academic skills
Altruism

Esthetic appreciation

Sense of purpose

Others

organizational skills such as time management, budgeting, dealing with
systems and bureaucracies

acquiring attitudes, behaviors, and skills related to post-college employ-
ment

self-examination, spirituality

decision making, taking initiative and responsibility for one’s own affairs
and learning, movement from dependent to independent thinking

esteem, self-respect

capacity for intimacy, working with others, teamwork, leadership, dealing
with others, assertiveness, flexibility, public speaking, communication,
patience

critical thinking, ability to synthesize information and experiences, seeing
connections between thinking and experiences, seeing different points
of view, examining one’s own thinking

relating theory to practice and using skills learned in the classroom, la-
boratory, library, and so on in other areas of life, such as using politi-
cal science theory and research methods when working in a law office

academic and course-related learning, content mastery

learning how to study, to write, to conduct independent research

interest in the welfare of others, awareness of and empathy and respect
for needs of others, tolerance and acceptance of people from racial,
ethnic, cultural and religious backgrounds different from one’s own

appreciation for cultural matters as in the arts, literature, theater, esthetic
qualities of nature

clarifying life goals and the work one will do after college, sometimes by
discovering what one is not well suited to do

such concepts as movement from conservative to liberal attitudes or vice
versa, change in physical features, growing apart from a spouse, and
so on

Hence, this study filled in the gap by investigating the effectiveness of the out-of-class learning ap-
proach on cybersecurity learning, Specifically, in this study, the researchers examined whether the out-
of-class learning approach could produce any valuable learning outcomes for cybersecurity learning
and could enhance the perceived value of cybersecurity education among the students.
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RESEARCH METHODOLOGY

THE STUDY AND THE PARTICIPANTS

Cybersecurity learning poses challenges for its students (Saunders, 2002) and requires the persistence
of the learners; unfortunately, the students who are “testing the water”” may be intimidated by these
challenges and requirement. Thus, in this study, the researchers focused on the novices; that is, the
researchers examined whether the out-of-class learning approach used in an introductory-level course
of a cybersecurity program could help the students in this course to attain any valuable learning out-
comes and could enhance the perceived value of cybersecurity education among the students.

This study was a qualitative study conducted at a student-centered public university in the Midwest
region of the United States. Additionally, this study was exempt from the policy for the protection of
human subjects in research as described in 45 CEFR 46.101(b)(1). That is, this study was the research
on the effectiveness of or the comparison among instructional techniques, curricula, or classroom
management methods. In this study, two out-of-class learning group projects were integrated into the
regular classroom settings and then the data were collected from two class sessions (i.e., Session A
and Session B) teaching “Introduction to Cybersecurity” course in Spring 2016. Session A had 21
students and Session B had 16 students. Both sessions were taught by the same instructor using the
same syllabus, lectures, assignments, exams, and delivery method.

None of the students in both sessions had taken any cybersecurity course before this study; so, this
“Introduction to Cybersecurity” course was their first course related to cybersecurity. Additionally, in
cach session, only one student was in criminal justice major and the rest of the students were in cy-
bersecurity major. Furthermore, there were two female students in each session. The average age of
the students in Session A and Session B was 25 years old and 21 years old respectively.

The students in each session were randomly arranged into six groups. Each group had two to four
students. Each group in Session A was required to work on the out-of-class learning group project
that involved interviewing a cybersecurity professional. One cybersecurity professional was randomly
assigned to each group in this session. On the other hand, each group in Session B was required to
work on the out-of-class learning group project to research a cybercrime topic. Similarly, one cyber-
crime topic was randomly assigned to each group in this session. Table 2 provides the details of the
group assignment for each session.

In Session A, the students in each group had to find the information about the interviewee and were
required to prepare the questions for the interview. The interview was recorded after the group re-
ceived the permission from the interviewee. Then, upon completing the interview, the students had
to prepate their group report of the interview. On the other hand, the students in each group in Ses-
sion B had to prepare their group report providing an overview of the assigned cybercrime topic, at
least two real-life incidents of the cybercrime (including the timelines and other details of the two
cybercrime incidents), how to prevent the cybercrime, and the negative impacts of the cybercrime on
the society.

DATA COLLECTION AND ANALYSIS

Upon completing their out-of-class learning group projects, the students in both sessions were asked
to provide their written feedback explaining any learning experiences they may gain from their out-
of-class learning group projects. Particularly, the students were asked to share their views about how
their out-of-class learning group projects benefited them. The students were also encouraged to
share any comments or suggestions they may have regarding their out-of-class learning group pro-
jects. Furthermore, the students were asked to describe whether their out-of-class learning group
projects led them to perceive the value of cybersecurity education higher. Altogether, this study col-
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lected more than 70 pages of written feedback from the 21 students in Session A and more than 50
pages of written feedback from the 16 students in Session B.

Table 2. Group Assignment

GROUP SESSION A CYlefliilﬁl\N/H? R
CYBERSECURITY PROFESSIONAL INTERVIEW PROJECT SEARCH PROJECT
Group 1 Interviewee: Head of Cybersecurity at a Fortune 500 com- Cyberstalking
pany
Expertise: application security, security policies and procedures,
leadership
Group 2 | Interviewee: I'T Security Professional at a local company Medical Identity Theft

Expertise: mobile devices security, SSL. creation and manage-
ment, and single sign-on

Group 3 | Interviewee: Network Security Engineer at a large architectural = Online Banking Fraud
firm

Expertise: disaster recovery, risk management, and vulnerability

analysis
Group 4 | Interviewee: Digital Forensic Consultant Phishing /Crimes
Expertise: digital recovery, digital forensic, and Xbox hacking Committed over Social

Network

Group 5 | Interviewee: Senior Fellow for Homeland Security and Defense = Illegal Hacking
Issues at Washington, D. C.

Expertise: cyberterrorism, cybersecurity, and homeland security.
Group 6 | Interviewee: Director of Information Systems at a local county Denial of Service at-

Expertise: business continuity planning, policies compliance, and = tack
cybersecurity management

The researchers of this study analyzed the collected written feedback by using a content analysis. A
content analysis is a research methodology that makes valid inferences from text and can be used for
many purposes; for example: coding open-ended questions in surveys, identifying the intentions and
other characteristics of the communicator, determining the psychological state of persons or groups,
describing attitudinal and behavioral responses to communications (Weber, 1985). In a content analy-
sis, data are read and categorized into concepts that are suggested by the data rather than imposed
from outside (Agar, 1980).

The central idea in a content analysis is that the many words of the text are classified into much few-
er content categories (Weber, 1985). As one objective of this study was to examine whether the stu-
dents experienced any learning outcomes from participating in the out-of-class learning projects, the
researchers of this study adopted the 14 learning outcome categories (see Table 1) as the framework
for the data analysis in this study.

In classifying words of the text into content categories, researchers must make two fundamental de-
cisions; that is, whether the categories are to be mutually exclusive and how narrow or broad the cat-
egories are to be (Weber, 1985). The learning outcome categories were not mutually exclusive as the
same written feedback may imply more than one learning outcome; for example:

“My interest was raised as a result of the project....One of the areas I'm most interested in is cryptography, so the focus
on SSL and TLS in the interview was thought-provoking.”
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This written feedback could imply that this particular student developed more interest and curiosity
(i.e., intellectual growth — the knowledge acquisition learning outcome) in cryptography and may pur-
sue his career in this area (i.e., career goal — the sense of purpose learning outcome).

On the other hand, each learning outcome category adopted in this study was somewhat broad; that
is, each learning outcome may include several different examples (see Table 1). Additionally, the stu-
dents could express the same learning outcome in many ways using many different words; for exam-

ple:
“Before the intervien, I am not sure that there are many cybersecurity positions available in [this region]. But, with the
expanding mobile field, and the numerous threats to come, maybe my fears will be laid to rest.”

After the interview, I learned that I shouldn't ever have to worry about job opportunities becanse the job market in the
field is growing and will continue to grow.”

The two students in this example expressed that the in-class lessons taught them the skills that the
job market was looking for and they had made the correct choice in deciding to study cybersecurity
(i.e., learning justification — the confidence and self-worth learning outcome).

In the collected written feedback, the students may describe each learning outcome category by using
one, several, or many words. The words, phrases, or other units of text describing the same learning
outcome were presumed to have similar meanings and this similarity may be based on the precise
meaning of the words or the shared similar connotations (Weber, 1985). Thus, a semiotic method
(Maasik & Solomon, 2012, p. 9-12) was adopted to analyze the collected written feedback in this
study.

A semiotic method supports the analysis of signs and symbols (Manning & Cullum-Swan, 1994). It
pertains to the meaning of signs and symbols that could be categorized into main conceptual catego-
ries (Myers, 1997). Everyone is already adopting a semiotic method and practicing sophisticated se-
miotic analyses every day; for example, reading any text is an act of semiotic decoding (words and
even letters are signs and symbols that must be interpreted), but so is figuring out just what a friend
means by wearing a particular shirt or dress (Maasik & Solomon, 2012). A semiotic method facilitates
a richer analysis of text (Manning & Cullum-Swan, 1994) and, based on a semiotic method, research-
ers could employ a content analysis to draw inferences from words and signs in the text (Myers,

1997).

The researchers of this study analyzed the collected written feedback in a face-to-face manner. They
started by reading the written feedback and then discussed the meanings of the written feedback in
relating to the 14 learning outcomes (see Table 1). For instance, in the following examples of the col-
lected written feedback, the researchers agreed and interpreted that the students referred to their ca-
reer choices; thus, the "career goal” learning outcome occurred.

“It helped me to understand different aspects of my career... [and] realize that there is a medical relation to hacking
50 healthcare security is something I can look into for my future career.”

“Before onr interview, I was kind of interested in the business and government aspect of cybersecurity. Now after the
interview, I'm very interested in both; more so toward the government aspect. 1 am keenly interested in developing well
developed cybersecurity laws that are not limiting, but are more flexible and able to adjust to future developments and
may assist victims without chastising them.”

“I'This project] has shown me different avenues of cybersecurity that 1 hadn't been aware of and made me refine some
of my original cybersecurity goals. 1 wasn't exactly sure of the field before, but realize that there are a couple specific
areas that I wonld like to pursue.”

When any interpretation differences arose in the analysis of the written feedback, the researchers in
this study resolved these differences by finding common ground. The researchers also agreed to re-
visit these differences after analyzing all collected written feedback. In those studies where a consen-
sus among observers or raters is required, interrater reliability may be used to correlate the observa-
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tions or scores of the raters and render an index of how consistent their ratings are (Cooper &
Schindler, 2000). However, as the researchers of this study worked together in a face-to-face manner
and discussed with each other to find common ground, the interrater reliability was not calculated.
Additionally, working together in a face-to-face manner would allow the researchers of this study to
avoid any potential biases each of them may have when analyzing the collected written feedback.

Additionally, the best content analytic studies should utilize both qualitative and quantitative opera-
tions on text (Weber, 1985). Thus, how frequently each learning outcome category occurred was rec-
orded. The categories that occurred regularly would be identified as the emerging learning outcomes
from the out-of-class learning projects. That is, if the occurrences of a particular learning outcome
category were relatively high (i.e., occurring in seven or more students), this learning outcome cate-
gory would be identified as an emerging learning outcome from the out-of-class learning projects.
The frequencies of each emerging learning outcome for both class sessions were recorded. Then,
crosstabulation analyses using chi-square tests were conducted to detect any significant differences in
the frequencies of the emerging learning outcomes between the two class sessions.

A chi-square test is probably the most widely used nonparametric test of significance and it is partic-
ularly useful in the tests involving nominal data (Cooper & Schindler, 2000). Typical are cases where
persons, events, or objects are grouped into two or more nominal categories. Researchers could use
this technique to test for significant differences between the observed distribution of data among
categories and the expected distribution based on the null hypothesis (Cooper & Schindler, 2000).

In this study, the students were also asked to describe whether the out-of-class learning projects led
them to perceive the value of their cybersecurity education higher. Then, the students’ responses
were analyzed by using a content analysis based on a semiotic method as well. In the analysis of the
perceived value of cybersecurity education, the students’ responses were classified into two groups —
the responses expressing enhanced perceived value and the responses not expressing enhanced per-
ceived value. The frequencies of each group for both class sessions were recorded. Then, another
crosstabulation analysis using a chi-square test was conducted to detect any significant differences in
the frequencies of each group between the two class sessions.

RESULTS

The following subsections present the analysis results. These results suggested five emerging learning
outcomes (based on the 14 learning outcomes used as the framework for the data analysis in this
study, see Table 1): career goal (i.e., sense of purpose), real-life professional (i.e., vocational compe-
tence), intellectual growth (i.e., knowledge acquisition), learning justification (i.e., confidence and self-
worth), and cybersecurity awareness (i.e., self-awareness). Additionally, the last subsection presents
the analysis results related to the enhanced petceived value of cybersecurity education.

Career goal

Out of the 21 students in Session A, 16 students (76.2%) posited that the cybersecurity professional
interview project provided them with a sense of purpose that helped them to realize their career
goals. Hence, “Career Goal” emerged as a student learning outcome. For example, some of these
students stated that:

“Despite the fact that [the interviewee] is a consultant and I want to actually be a cop, she gave me a good picture of
what to expect, what to do and who to talk to. She was knowledgeable about both sides: computers and law enforce-
ment. She advised me on whom to ask and offered numerous ways to achieve my desired career. 1 greatly appreciate that
and the insight she offered into the digital forensics field.”

“Before onr interview, I was kind of interested in the business and government aspect of cybersecurity. Now after the
interview, I'm very interested in both; more so toward the government aspect. 1 am keenly interested in developing well-
developed cybersecurity laws that are not limiting, but are more flexible and able to adjust to future developments and
may assist victims without chastising them.”
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“IThis project] has shown me different avennes of cybersecurity that I hadn’t been aware of and made me refine some
of my original cybersecurity goals. I wasn't exactly sure of the field before, but realize that there are a couple specific
areas that I would like to pursue.”

In the same token, nine out of the 16 students in Session B (56.3%) mentioned that the out-of-class
cybercrime research project made them realize their career goals. For example, some of the students
in this session stated that:

“T believe this group project helped me [to see that] if 1 do not get a job in law enforcement and decide to go into a
homeland security profession 1 will have a strong background of [cybersecurity].”

“It helped me realize what type of security 1 wanted to go into and security type of computers. I wonld like to go into
penetration testing or tracking of the networks that have been backed.”

“It helped me to understand different aspects of my career... [and] realize that there is a medical relation to hacking
50 healthcare security is something I can look into for my future career.”

Real-life profession

From the 21 students in Session A, 17 students (81.0%) stated that the interview project shed light
on the real-life cybersecurity profession. That is, the students realized the learning outcome related to
vocational competence. For example, some of these students mentioned that:

“Classes and books about cybersecurity are informative, but it is very interesting to get a peek into the day-to-day world
of a security professional. .. [The interviewee] spreads most of his working time between reviewing projects for security
concerns and feeping up with current security knowledge. 1t is the latter that consumes most of his free time.”

“IThe interviewee] was asked to explain the interplay between government and the private sector in relation to [the]
critical infrastructure and he admitted that it is a work in progress with some higher priorities on some industries than
others... [The interviewee] also admitted that the most valuable lesson he has learned abont cybersecurity is that the
legal and regulatory issues are much harder ‘nuts to crack’ than the technical ones.”

“Through this project I was able to get a better understanding of the demands of the modern cybersecnrity professional,
as well as the current threats that face them every day. I had always bad a feeling that most IT personnel were a jack
of all trades, so to speak, but this confirmed that even further. [Our interviewee] is asked to do scripting, employee
training, data redundancy implementations, among other things on an almost-daily basis.”

In contrast, none of the students in Session B suggested that the cybercrime research project provid-
ed any insight into the real-life cybersecurity profession.

Intellectual growth

Results of the content analysis discovered that intellectual growth was another emerging learning
outcome. In the context of intellectual growth, the students from both sessions showed that their
out-of-class learning projects had increased their interests in cybersecurity and thus they would like to
acquire more knowledge related to cybersecurity. From the 21 students in Session A, 14 students
(66.7%) suggested that the interview project helped them to increase their intellectual curiosity about
cybersecurity. For example:

“This interview project did raise my interest and curiosity in cybersecurity. Penetration testing is something I'm very
interested in. Bvery operating system bas bugs and I grow a very big interest in being able to excploit them”

“My interest was raised as a result of the project....One of the areas I'm most interested in is cryptography, so the focus
on SSL and TLS in the interview was thought-provoking.”

“Not only was the information that my group learned and researched interesting but so was all the information the rest
of the groups presented. It highlighted areas that I'm not well versed in which sparked my interest in learning more
about them.”
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Similarly, 13 out of the 16 students in Session B (81.3%) mentioned that the cybercrime research
project raised their intellectual curiosity about cybersecurity. For example:

“It made me more curions on what you can do to protect yourself or you can do to prevent attacks from happening to
you. I also like learning how to do all of the bhacking and stuff it is very interesting.”

After the [group project] I feel more interested in cybersecurity subjects. . .1 will probably end up doing some research
on my own to find ont more about the topics I was very interested in.”

“This project definitely sparked my interest in learning more abont cybersecurity. I have realized that there is an endless
amount of concepts and things to learn abont the field. I am looking forward to learning more next semester.”

Learning justification

The analysis results suggested another emerging learning outcome related to justification of learning.
Some of the students participating in this study gained the confidence and self-worth that the lessons
they learned in the classrooms would be useful and relevant to their cybersecurity profession. That is,
seven of the students in Session A, but none of the students in session B, suggested that they devel-
oped the justification of learning. For example, some of these seven students revealed that a peek
into the cybersecurity profession made them realize that the in-class lessons taught them the sought-
after skills.

“The work that we do here at [the class] directly corresponds to tasks that a cybersecurity professional might carry out.
W hether it is using the command line to diagnose a networking problem, or preparing an entire enterprise for disaster
recovery, the skills we are learning today are belping us to prepare for a future in cybersecurity.”

“I'The interviewee] confirmed that the majority of what we are currently learning, [the interviewee] utiliges in bis cur-

’

rent workplace, or bas utilized, seeing as be’s pretty much ‘top-dog’.

“I'The interviewee] also said that he had seen some network administrators that had no command line skills and really
shouldn't have been the network administrators in the first place. So, the Command line we learn so far does payoff”

Additionally, part of the learning justification came from the students’ beliefs that they would have
many job opportunities upon graduation.

“Before the interview, I am not sure that there are many cybersecurity positions available in [this region]. But, with the
expanding mobile field, and the numerons threats to come, maybe my fears will be laid to rest.”

After the intervien, I learned that I shouldn't ever have to worry about job opportunities because the job market in the
field is growing and will continue to grow.”

At times I wonder if 1 made the right choice but after interviewing [the interviewee] I see more and more that I did
martke the right choice. ..I know I conld get a job...”

Cybersecurity awareness

Furthermore, nine students in Session B and two students in Session A posited that, upon complet-
ing their out-of-class learning projects, they learned the danger of cybercrime and how to protect
their personal data. That is, these students developed their self-awareness about cybersecurity and
thus cybersecurity awareness emerged as another student learning outcome. For example, some of
the students stated that:

“llegal hacking...is a topic that I now believe everyone should be aware of becanse it can affect anybody and anytinme.
By doing this research it makes me think more about how I can protect my personal information better, especially
online”

“T never wonld have thought that seemingly unimportant information such as my hometown and family relations conld
matke my facebook profile more vulnerable for cybercrimes such as phishing...Needless to say, I made some minor chang-
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es to my Facebook profile and security choices after finding ont my settings were not as secure as 1 had originally
thought.”

1 learned a lot about Online Banking Frand... The two examples that we found, the one stole §100,000 and the other
stole §150,000!...1 also had no idea that a hacker conld get your information so easily...Hackers can get my infor-
mation without even breaking a sweat. 1t definitely made me want to change my passwords more often and to check nzy
online banking statements more too.”

Enhanced perceived value of cybersecurity education

Majority of the students from both sessions expressed that their out-of-class learning projects did
not change their perceived value of cybersecurity education. Specifically, 19 out of the 21 students
(90.5%) in Session A stated that their perceived value of cybersecurity education was not changed,
but they appreciated their out-of-class learning experiences. For example:

“Not in any particular way really. 1t was very cool that we were given the honor of speaking to someone so bigh up in
the I'T Security field when this is just the beginning of our college career...”

“Not exactly, I knew cybersecurity was pretty broad and this project showed that through what each group presented. It
definitely helped me learn more abont it thongh.”

“No it didn’t change my perception of [the cybersecurity program). 1t was nice however to talk to someone in the indus-
try. He was very helpful.”

Likewise, 14 out of the 16 students (87.5%) in Session B mentioned that the out-of-class learning
project did not affect their perceived value of cybersecurity education. Nonetheless, their out-of-class
learning experiences increased their knowledge about cybersecurity. For example:

“No it didn't. I only learned a different aspect of [cybersecurity] program. 1t was a very informative project.”
“No I knew [the program] was good. 1 just bad no idea how good [the program] really was but now I know”

The students also posited that they had already formed a preconceived notion about the cybersecuri-
ty program and that the out-of-class learning experiences did little to change their perception; never-
theless, their out-of-class learning experiences enhanced their understanding of the program. For
example:

“This interview project did not change my perspective of the cybersecurity. The reason for this is the fact that I think
highly of this program. But now I learn that this program provides the skills and information need to protect the na-
tional security and a company’s infrastructure.”

“I don’t think it changed my perception per say becanse I always knew [the university] had a very good program. It did
mafke me realize how thorough onr education and experience will be when we graduate because we seem 1o learn about
all aspects relating to the field.”

The analysis results showed that many students attained at least one of the five emerging learning
outcomes (see Table 3). That is, from both sessions and across the five emerging learning outcomes,
on average 46.1% of the students posited that the out-of-class learning projects helped them to attain
some of the five emerging learning outcomes. Similarly, on average only 11.0% of the students from
both sessions stated that the out-of-class learning projects enhanced their perceived value of cyber-
security education.
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Table 3. Emerging Learning Outcomes and Enhanced Perceived Value

SESSION B:
EMERGING LEARNING OUTCOMES / | SEoOION A: CYBERCRIME RE-
ENHANCED PERCEIVED VALUE INTERVIEW PROJECT | g ARCH PROJECT
(N = 21) (N = 16)
Career Goal 16 (76.2%) 9 (56.3%)
Real-Life Profession 17 (81.0%) 0 (0%)
Intellectual growth 14 (66.7%) 13 (81.3%)
Learning Justification 7 (33.3%) 0 (0%)
Cybersecurity Awareness 2 (9.5%) 9 (56.3%)
Overall average: 46.1%
Enhanced Perceived Value 2 (9.5%) 2 (12.5%)

Overall average: 11.0%

Then, crosstabulation analyses using chi-square tests were conducted to test whether the two out-of-
class learning projects provided any significant differences in each of the five emerging learning out-
comes and the enhanced perceived value of cybersecurity education. The results in Table 4 show the
significant differences in “Real-Life Profession,” “Learning Justification,” and “Cybersecurity Aware-
ness” emerging learning outcomes between the cybersecurity professional interview project and the
cybercrime research project.

DISCUSSION

Based on the results of this study, the students from both sessions expressed that their out-of-class
learning experiences helped them to realize their career goals and stimulated their intellectual growth.
The chi-square test results showed no significant differences in these two emerging learning out-
comes between the students in the two sessions. These results suggested that the cybersecurity pro-
fessional interview project and the cybercrime research project were equally effective in enabling the
students to recognize their career goals and stimulating their intellectual growth. Intellectual growth
would provoke curiosity to seek more knowledge; thus, the students would be motivated to take
more cybersecurity courses.

When compared to the cybercrime research project, the cybersecurity professional interview project
demonstrated larger effects on the real-life profession and the learning justification outcomes. These
results could stem from the interactive contact embedded in the cybersecurity professional interview
project; that is, an interview incorporates effective professional socialization that exposes the inter-
viewer to the industry’s ethics, standard, and expectation (McKinney et al., 1998). In the cybersecurity
professional interview project, the students directly socialized and engaged in face-to-face interac-
tions with the cybersecurity professionals who played the mentoring role to impart knowledge and
provide guidance. That experience was authentic (McKinney et al., 1998) and helped the students to
gain the first-hand knowledge about the cybersecurity profession.

Additionally, that professional socialization helped the students to justify the resources spent in their
cybersecurity education. After the students learned from the cybersecurity professionals that they had
been receiving the knowledge and skills relevant to cybersecurity and that the cybersecurity job mat-
ket was promising, the students established a career-centered rationale (Much & Mentkowski, 1982)
for their cybersecurity education. That is, with a good job market, the students conceived that they
could practice the skills learned from classrooms in their careers after college. This realization helped
the students to justify the time, efforts, and monetary investment they had spent in their cybersecuri-
ty education and thus engendered the justification of learning (Much & Mentkowski, 1982).
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Table 4. Cross-tabulation and Chi-Square Test Results

EMERGING LEARNING STUDENT SESSION A: SESSION B:
OUTCOMES / ENHANCED | RespoNSES | INTERVIEW PRO- | CYBERCRIME TOTAL
PERCEIVED VALUE JECT RESEARCH PRO-
JECT
Career Goal: No 5 7 12
Yes 16 9 25
Total 21 16 37
Significant level of chi-square score: 0.199
Real-Life Profession: No 4 16 20
Yes 17 0 17
Total 21 16 37
Significant level of chi-square score: < 0.001
Intellectual Growth: No 7 3 10
Yes 14 13 27
Total 21 16 37
Significant level of chi-square score: 0.322
Learning Justification: No 14 16 30
Yes 7 0 7
Total 21 16 37
Significant level of chi-square score: 0.070
Cybersecurity Awareness: No 19 7 26
Yes 2 9 11
Total 21 16 37
Significant level of chi-square score: 0.002
Enhanced Perceived Value: No 19 14 33
Yes 2 2 4
Total 21 16 37

Significant level of chi-square score: 0.773

On the other hand, the cybercrime research project showed a larger effect on the cybersecurity
awareness than that of the cybersecurity professional interview project. This result could be from the
reason that the conscious learning (Schmidt, 1994) about the cybercrimes fostered the awareness of
the subject matter on which the students were focusing. Overall, conscious learning refers to learner's
intention to learn, maintain a high awareness of learning, and manage the learning process (Schmidt,
1994). In this respect, the students’ intention to delve into the real-life cybercrime incidents produced
a high awareness of cybersecurity. For example, the students who had never heard of medical identi-
ty theft came to grasp its devastating effects, learned how to, and then intended to safeguard their
medical data.

Despite all the emerging learning outcomes, the analysis results showed that the out-of-class learning
approach did not lead the students to perceive the value of cybersecurity education higher. That is,
the high average percentage of students (89.0%) from both sessions demonstrated that their out-of-
class learning experiences did not reshape their perceived value of cybersecurity education. Besides,
there was no significant difference in the enhanced perceived value of cybersecurity education be-
tween the students in both sessions. This result could be from the reason that the students had al-
ready formed their preconceived notion about the cybersecurity program before their enrollment.
Although the out-of-class learning approach did not lead the students to enhance the perceived value
of cybersecurity education, this approach engendered the students’ appreciation of and increased
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their knowledge about cybersecurity learning, Overall, the out-of-class learning approach encouraged
the students to look at cybersecurity learning in a favorable light.

The analysis results of this study showed that, for cybersecurity education, the out-of-class learning
approach could help the students to attain several valuable learning outcomes. The researchers of
this study argued that these valuable learning outcomes would help to improve student engagement
in cybersecurity learning and the students would develop their interest and purpose that would sus-
tain them throughout their cybersecurity programs.

IMPLICATIONS

Working on the out-of-class learning projects, the students gained several valuable learning outcomes.
For instance, the students realized that the in-class lessons provided them the sought-after skills they
could practice in their future careers. This realization would make their learning worthwhile. As the
students acknowledged that their learning was worthwhile, they would then justify their learning and
tind a motivation to learn (Brophy, 1999). Additionally, the students developed higher cybersecurity
awareness. Raising awareness about a subject matter’s real-life events improves the perceived rele-
vance about the subject matter; thus, cybersecurity awareness led the students to realize the criticality
of cybersecurity and believe that cybersecurity education would deliver relevant knowledge. Perceived
relevance also engenders motivation in learning (Keller, 1987).

Accordingly, the main practical implication of this study is that the instructors of any cybersecurity
programs should incorporate some out-of-class learning activities into the courses in their programs,
especially the introductory-level courses. These out-of-class learning activities would help the stu-
dents to attain several valuable learning outcomes. Overall, the out-of-class learning approach could
expose the students to the job market potential, the opportunities for future success, and the nature
of the cybersecurity profession. Additionally, the out-of-class learning approach could help the stu-
dents to increase their intellectual growth and curiosity related to cybersecurity and to justify their
learning, Finally, the out-of-class learning approach could raise cybersecurity awareness among the
students.

For example, in an introductory-level course of a cybersecurity program, the instructor could arrange
the opportunities for the students to engage in face-to-face interactions with some cybersecurity pro-
fessionals (e.g., arranging a project for the students to interview some cybersecurity professionals).
Alternatively, the instructor could select some topics (e.g, cyberterrorism, medical identity theft) and
require the students to conduct the research on these topics, search for, and watch some documen-
tary videos about the topics. These arrangements would allow the students to examine and learn
more about cybersecurity.

It is also crucial to coordinate the out-of-class learning activities with the in-class lessons to enable
the students to justify what they have learned in their classrooms and motivate them to learn more.
The instructor may want to align the out-of-class learning activities with the learning objectives of
the course. For instance, when teaching principles of secure coding, the instructor may require the
students to interact with some Web penetration testers. Through communicating with some Web
penetration testers, the students could better understand how hackers exploit the vulnerabilities of
Web applications. This understanding would then help the students to justify the defense mecha-
nisms taught in the secure coding lessons.

Regarding research implications, future studies should be conducted using the methodology em-
ployed in this study to investigate the effectiveness of the two out-of-class learning activities (i.e.,
cybersecurity professional interview project and cybercrime research project) integrated into the in-
troductory-level courses of the cybersecurity programs in other universities. Future studies may be
conducted to investigate the effectiveness of the two out-of-class learning activities by comparing the
results from the introductory-level courses with and without the out-of-class learning activities. Be-
sides, some longitudinal studies tracking the retention rates of the students in the cybersecurity pro-
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grams that adopt and that do not adopt the out-of-class learning activities would provide an interest-
ing finding. Results of these future studies would help to verify and generalize the findings of this
study.

Additionally, as different out-of-class learning activities may lead the students to attain different
learning outcomes, future studies may be conducted to examine the effectiveness of other out-of-
class learning activities; for example: job shadowing, attending cybersecurity conferences, internship,
developing cybersecurity systems or tools for actual customers, working on cybersecurity research
with faculty members.

Furthermore, this study was conducted in the introductory-level course (i.e., Introduction to Cyber-
security). The findings may not be generalized to other higher-level and more technical-oriented
courses (e.g., Secure Coding, Penetration Testing, Vulnerability Testing). Thus, future studies may be
conducted to examine which out-of-class learning activities would be effective for the higher-level
and more technical-oriented coutses.

Finally, cybersecurity education is a highly technical program. Thus, future research could build on
our findings to investigate the effectiveness of the out-of-class learning approach in promoting other
academic programs that are characterized by intensely complex and technical nature, similar to cyber-
security programs. For example: engineering program, bio-tech program, and computer science pro-
gram. This type of programs require its students to put ample efforts in learning and apply high cog-
nitive skills to understand its subject matter.

LIMITATIONS

This study was not without limitation. In this study, the data were collected from only a student-
centered public university located in the Midwestern region of the United States. Therefore, the re-
search findings may apply to the student-centered public universities with a mission of providing
education that teaches real-life skills in favor of student’s gainful employment. The findings of this
study may reflect the attitude of the students participating in this study toward the cybersecurity pro-
gram in this particular university. To verify and generalize the findings of this study, more studies
replicating this study and conducted in other universities would be needed. Additionally, the sample
size of this study was small (N=37) and this sample was from the students enrolling in two different
class sessions in the same semester. Hence, researchers may need to be cautious when they refer to
the research findings of this study; that is, these findings may be peculiar to the particular small sam-
ple in this study. Furthermore, as this study was conducted in the introductory-level course (i.e., In-
troduction to Cybersecurity), the findings may not be generalized to other higher-level and more
technical-oriented courses (e.g., Secure Coding, Penetration Testing, Vulnerability Testing).

CONCLUSION

This study was conducted to investigate the effectiveness of the out-of-class learning approach on
cybersecurity learning. Specifically, the researchers examined whether the out-of-class learning ap-
proach could produce any valuable learning outcomes for cybersecurity learning and could enhance
the perceived value of cybersecurity education among the students. In conclusion, the findings of
this study revealed that, for cybersecurity education, the out-of-class learning approach could help the
students to attain several valuable learning outcomes. That is, for cybersecurity education, the analysis
of this study found the following results.

e The two out-of-class learning activities examined in this study could help the students to re-
alize their career goal and intellectual growth.

e The two out-of-class learning activities examined in this study could help the students to ex-
pand their knowledge base about the cybersecurity profession and produce justification of
learning, especially for the students who interviewed cybersecurity professionals.
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e The two out-of-class learning activities examined in this study could raise cybersecurity
awareness among the students, especially for the students who conducted the research on
cybercrime topics.

e However, the two out-of-class learning activities examined in this study could not alter or
enhance the perceived value of cybersecurity learning among the students although the stu-
dents obtained several valuable learning outcomes from participating in the activities.

Presently, cybersecurity is facing a critical shortage of talent nationally and globally (Executive Office
of the President, 2016; Zadelhoff, 2017). The Information Systems Audit and Control Association
(ISACA), a non-profit information security group focusing on I'T governance, predicted that the
world would face a shortage of two-million cybersecurity specialists by 2019 (Kauflin, 2017). Addi-
tionally, the attrition rate of the students in cybersecurity programs would be high, similar to the high
attrition rates of the students in information technology programs and in computer science pro-
grams. Thus, to ease the critical shortage of cybersecurity talent, it is essential to increase the reten-
tion rate of the students in cybersecurity programs.

As the results of this study showed that, for cybersecurity education, the out-of-class learning ap-
proach could help the students to attain several valuable learning outcomes, these results would sug-
gest using the out-of-class learning approach in cybersecurity education, especially in the introducto-
ry-level courses of cybersecurity programs. The valuable learning outcomes the students attain could
help to increase the retention rate of the students in cybersecurity programs. That is, by providing
the opportunities for the students, especially those students in the introductory-level courses, to pat-
ticipate in the out-of-class learning activities related to cybersecurity, the students would attain several
valuable learning outcomes and could develop their interest and purpose that would sustain them
throughout their cybersecurity programs.
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