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ABSTRACT

Aim/Purpose This paper addresses the lack of a standardized approach to information dash-
board design and the absence of integrated Information Governance (IG) prin-
ciples in this context.

Background This study addresses the critical role of IG principles in ensuring dashboards are
reliable, secure, and effective. By integrating IG principles into the work-in-
progress Information Dashboard Design Ontology (IDDO), the study aims to
enhance the systematic development of dashboards, addressing real-world issues
such as data governance failures in Healthcare.gov, security breaches in CRM
systems and risk reporting gaps in the JPMorgan Chase “London Whale”
incident.

Methodology A narrative literature review (NLR) method was employed to synthesize insights

from three established 1G models and prior studies. NLR was chosen for its
flexibility in exploring emerging topics, such as the integration of 1G with dash-
board design, where existing literature is scarce. The study acknowledges the
limitations of NLR, including potential selection bias, while emphasizing its
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Integrating Information Governance

value in identifying foundational insights and aligning IG principles with dash-
board design needs.

Contribution This study bridges the gap between IG and information dashboard design by
proposing eight relevant IG principles for integration into the work-in-progress
IDDO, providing a novel framework for governance-driven dashboard design.

Findings The study derived eight IG principles aligned with common design principles:
Quality, Security, Compliance, Integrity, Availability, Transparency, Accountabil-
ity, and Effectiveness.

Recommendations ~ Practitioners should incorporate these IG principles into their dashboard design
for Practitioners processes to enhance data quality, compliance, user trust, and decision-making
support.

Recommendations  Researchers should explore the practical application of these IG principles
for Researchers across various organizational contexts and assess their impact on dashboard ef-
fectiveness and user experience.

Impact on Society ~ This approach offers a potential solution to data quality, compliance, and user
trust issues in enterprise information systems, which could lead to improved or-
ganizational decision-making and enhanced end-user experiences.

Future Research Future studies should focus on the practical integration of the identified 1G
principles into the IDDO framework, including empirical testing and validation
in real-world scenarios.

Keywords information governance (IG), information dashboard design method IDDO),
design principles, foundational governance

INTRODUCTION

This study focuses on deriving relevant Information Governance (IG) principles as the foundation
for the work-in-progress Information Dashboard Design Ontology IDDO). Dashboards are not
standalone visualization tools; the soul of all dashboards is the data. They depend heavily on accurate,
governed data for reliable, actionable insights. Without proper governance, dashboards risk becom-
ing unreliable, insecure, and ineffective for decision-making (Few, 2010).

Real-world failures underscore the critical role of IG principles in ensuring dashboards are reliable,
secure, and effective. Examples include the operational and data integrity issues faced during large-
scale projects like Healthcare.gov, where technical glitches and inadequate data governance hindered
the system’s ability to provide accurate and timely information, often through interfaces such as
dashboards (Bleiberg & West, 2015). Similarly, security breaches exposing sensitive customer data in
corporate CRM systems, where dashboards or similar tools are used to manage and report customer
data, led to regulatory penalties and loss of user trust (KKouns & Minoli, 2010). Oversight failures in
tinancial risk management, as seen in the JPMorgan Chase “London Whale” incident, where govern-
ance gaps and reliance on flawed reporting systems, potentially including dashboards, contributed to
a $6.2 billion trading loss (Committee on Homeland Security and Governmental Affairs, 2013), fur-
ther emphasize the need for robust IG principles.

The development of the IDDO is based on the synthesis of commonalities in information dashboard
design-related works, unified using an ontology, a conceptual modeling approach that serves as a for-
mal framework for knowledge representation (Nasir et al., 2024b). As highlighted by Ahmad et al.
(2011), an ontology organizes and represents knowledge systematically. In this study, the ontology
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acts as the structural backbone of the IDDO, facilitating intelligent reasoning, communication, in-
teroperability between information systems or individuals, and promoting reusability, among other
functions (Ahmad et al., 2011, 2021).

This unified dashboard design method uses an ontological approach, which is crucial to assist dash-
board designers in systematically developing their dashboards and ensuring their reusability across
diverse applications.

The IDDO is inspired by the Business Model Ontology (BMO). The BMO, developed through com-
monalities in the business domain by Osterwalder (2004), has become an important tool that assists
and guides the development of comprehensive business models. Osterwalder (2004) further ex-
panded this concept by introducing the Business Model Canvas (BMC) (Osterwalder & Pigneur,
2010), a widely adopted tool for visualizing and developing business models. The BMC concept was
further refined through the Value Proposition Canvas, focusing on aligning value propositions with
customer needs (Osterwalder et al., 2014). These works demonstrate the BMO’s evolution from a
theoretical framework to practical tools, inspiring the IDDO’s development and suggesting its poten-
tial for similar applications in dashboard design and operations.

However, the development of IDDO is distinct from BMO as it underscores the use of Kernel The-
ory. Kernel Theory is a foundational concept in a field of study that can be expanded upon to form
more intricate theories (Hevner et al., 2004). In this study, IG principles act as the Kernel Theory for
IDDO, emphasizing how established concepts such as data integrity, compliance, and security can
form the foundation for a new model that meets dashboard design requirements.

BACKGROUND

In this era of information overload, various forms of data presentation have emerged to meet users’
diverse needs. One such form is the information dashboard, which consolidates and simplifies vast
amounts of information into a unified visual display, providing users with immediate insight (Masi-
ello et al., 2024). With the advent of the big data era, information dashboards have evolved to include
an array of user-friendly visual data analytics tools within a single platform, serving as effective deci-
sion-making tools (Sarikaya et al., 2019).

The essence of the information dashboard lies in its data, making it imperative to ensure the integrity
of the information presented in terms of accuracy, reliability, and security. Any deviation from these
standards could potentially lead to confusion, misdirection, and even deceit (Cairo, 2019; Correll et
al., 2020; Masiello et al., 2024; Susnjak et al., 2022). An effective information dashboard should be
designed in accordance with established design principles. As Nasir et al. (2024a) suggest, these prin-
ciples are fundamental guidelines in the context of information dashboard design. Key design princi-
ples such as user-centric design, simplicity, and clarity (Ahn et al., 2019; Toreini et al., 2022) should
always be adhered to. Adherence to these principles could reduce the likelihood of errors (Matheus et
al., 2020) and strike a balance between usability and aesthetics (Martins et al., 2022).

Therefore, in the pursuit of designing an effective information dashboard and mitigating the risk of
confusion, misdirection, and deceit, the design and development process of the dashboard must ad-
here to these design principles. Furthermore, this process must be systematically governed to ensure
the information displayed is accurate, reliable, secure, and compliant with the standards of 1G
(Susnjak et al., 2022). The application of IG to information dashboards is particularly crucial given
the sensitive and often mission-critical nature of the data they present. IG principles ensure that
dashboards not only display information effectively but also handle data responsibly throughout its
lifecycle. This encompasses aspects such as data quality, security, compliance, and ethical use, all of
which are essential for maintaining the integrity and trustworthiness of dashboard-based decision-
making tools.
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While both IG and dashboard design have been studied extensively in isolation, there is a notable gap
in research exploring their integration. This study aims to bridge this gap by proposing a framework
that systematically incorporates 1G principles into the dashboard design process. For instance, apply-
ing the IG principle of data quality to dashboard design could involve implementing real-time data
validation checks and clear indicators of data freshness. This would not only enhance the dashboard’s
visual presentation but also increase user confidence in the displayed information, ultimately leading
to more informed decision-making,.

This study builds upon existing theories in IG and dashboard design by proposing a novel integration
of these two domains. While previous research has established the importance of IG in various con-
texts (Datta et al., 2019; Rouzbahani et al., 2020), and separate studies have focused on effective
dashboard design principles (Bach et al., 2022; Sarikaya et al., 2019), this work bridges these areas.

It is argued that the application of IG principles to information dashboard design can enhance the
reliability, security, and effectiveness of these tools. This theoretical proposition challenges the cut-
rent approach to dashboard design, which often focuses solely on visual and functional aspects with-
out explicit consideration of governance principles.

RESEARCH QUESTION AND OBJECTIVE

In the endeavor to develop the IDDO, a structured and unified approach to the design and develop-
ment of information dashboards, it becomes essential to incorporate principles that guarantee data
accuracy, reliability, and security at each stage of the design and development process. This paper
aims to answer the following research question: What are the suitable I1G principles for the IDDO, and how
do they benefit information dashboard design? To achieve this aim, this paper has the following objective: 7
propose the relevant 1G principles as the foundational building blocks for IDDO based on the synthesis of existing IG
models and a literature review of previous studies and to demonstrate their applicability and advantages for information
dashboard design by aligning it with common design principles.

SIGNIFICANCE OF THE STUDY

In a broader context, numerous governance frameworks have been established, such as corporate
governance (Tricker, 2015), information governance (Smallwood, 2014), operational governance
(Rizwan, 2024), and financial governance (Van Der Waldt, 2022). All these governance frameworks
are established with a common aim — to provide a structured, effective, and efficient approach to
managing a particular domain or set of activities (Datta et al., 2019). Each of these governance frame-
works is designed to guide the management of respective areas in a systematic, effective, and efficient
manner.

In the context of the information dashboard, IG is a holistic approach to managing information by
implementing practices, roles, standards, and metrics (Smallwood, 2014) that can be integrated into
the governance framework of the information dashboard. IG has been used in many areas, such as
healthcare (Rouzbahani et al., 2020), education (Williamson, 2016), and information technology
(Ofiate-Andino et al., 2019). This widespread application of IG suggests it could also be integrated
into IDDO as its governance foundation. At this stage of the study, there is a noticeable absence of
research directly linking IG and information dashboards. This research gap is one of the significant
areas that this study aims to address.

As a work in progress, IDDO employs the Design Science Research (DSR) methodology. The inte-
gration of IG as the governance foundation of the IDDO is in line with the view of “Kernel Theory
fundamentalists” who advocate for the necessity of incorporating Kernel Theories into DSR artifacts
(Gregor, 2006; Gregor & Jones, 2007; Walls et al., 1992) (where in this research context, the work in
progress IDDO is the artifact). Kernel Theories in the DSR context are descriptive theories that
guide the creation of artifacts and ideally should be integrated into an established body of design
knowledge (Knutas et al.,, 2019).
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However, it is important to note that, apart from Kernel Theory fundamentalists, there are also two
more distinct perspectives on the necessity of applying Kernel Theories: “Design Theory Oppo-
nents” who opine that Kernel Theories are not necessary for DSR artifact development (Hevner et
al., 2004; March & Smith, 1995) and “Kernel Theory Pragmatists” who adopt a moderate stance and
opine that the Kernel Theory is optional but, if applied, will further strengthen the outcome of the
research (Goldkuhl, 2004; Venable, 2006a, 2006b).

To illustrate these varying perspectives, Figure 1 depicts the three schools of thought on Kernel The-
oties as the foundational basis for DSR artifacts (Fischer et al., 2010). This visual representation helps
to clarify the theoretical landscape within which this study positions itself.
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required for grounding

Design theory Kernel theory
opponents pragmatists

= March and Smith (1995) = Goldkuhl (2004)
= Hewvner et al. (2004) = W“enable (2006a;
2006b)

m m

No Yes
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Figure 1. DSR Schools of Thoughts on Kernel Theory (Fischer et al., 2010)

METHODOLOGY

This study employs a narrative literature review (NLR) method to provide a comprehensive and in-
terpretative synthesis of previous studies related to Information Governance (IG). The NLR was
chosen for its effectiveness in synthesizing varied sources of literature and providing a holistic under-
standing of the topic (Basheer, 2022; Snyder, 2019). Unlike systematic approaches such as PRISMA,
which focuses on well-defined research questions (Moher et al., 2009; Page et al., 2021), the NLR
provides flexibility in exploring diverse domains and synthesizing interdisciplinary insights (Torraco,
2016). This flexibility is essential for addressing the emerging intersection of I1G and dashboard de-
sign, where existing research is limited.

NLR has been widely accepted and applied in recent research across various fields, reinforcing its
credibility and relevance as a robust research methodology. For instance, Gonzales et al. (2023) uti-
lized NLR to explore the role of synthetic data in healthcare applications, while Al-kfairy (2024) ex-
amined factors influencing the adoption of ChatGPT in educational settings. Similarly, Dierickx et al.
(2024) applied NLR to analyze the balance of using large language models for fact-checking. Beyond
its recent applications, foundational studies such as Fernandez-Lopez and Gémez-Pérez (2002) on
methodologies for building ontologies remain evergreen, offering systematic approaches for develop-
ing structured and reusable frameworks. The adaptability of NLR across both emerging and founda-
tional topics further validates its application in this study. In particular, the methodology aids in sys-
tematically identifying I1G principles, which serve as the foundational building blocks for the work-in-
progress IDDO. This integration of 1G principles into the IDDO framework is intended to establish
a unified, scalable, and reusable methodology for effective dashboard design across diverse domains.
The literature search covered a wide range of sources, including academic journals, conference pro-
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ceedings, and reputable online databases such as Scopus, Web of Science, and Google Scholar. Sup-
plementary sources, including industry reports and governmental publications, were also included
where relevant. Search terms used included “Information Governance,” “dashboard design,” “data
visualization frameworks,” and combinations thereof. The selection of studies was guided by the fol-
lowing criteria:

e Relevance to IG principles and practices
e Application across various domains (e.g., healthcare, education, business)
e Recency (preference given to studies published within the last decade)

Articles were excluded if they were non-English, published more than 10 years ago (unless founda-
tional), or lacked relevance to IG principles or their practical implications for dashboard design. A
total of six articles were selected for detailed review. This limited number reflects the exploratory na-
ture of this study, which seeks to identify commonalities in IG principles rather than conduct an ex-
haustive survey.

Upon identifying the relevant literature, each source was thoroughly analyzed to identify common IG
principles across different domains and understand their practical applications. This analysis also in-
volved a detailed review of three established IG models: the Information Governance Reference
Model IGRM), the Information Governance Implementation Model (IGIM), and the Information
Governance Maturity Model {GMM). These models were chosen for their wide applicability and
demonstrated utility in organizational contexts (Borgschulte, 2016; Kooper et al., 2011; Smallwood,
2014). The insights derived from these models were synthesized and aligned with common design
principles identified in the literature to develop the foundational IG building blocks for the IDDO.

While the NLR approach provides a flexible and effective framework for synthesizing interdiscipli-
nary insights, it is not without limitations. Potential selection bias may arise from the subjective na-
ture of study selection and the accessibility of certain literature (Snyder, 2019; Torraco, 2016). Fur-
thermore, the evolving nature of IG practices may not be fully captured within the reviewed studies,
as literature reviews are inherently dependent on existing research at the time of analysis (Baethge et
al,, 2019). Despite these limitations, the NLR method offers a strong foundation for identifying IG
principles and aligning them with dashboard design, serving as a preliminary step toward developing
a comprehensive framework (Snyder, 2019).

LITERATURE REVIEW

AN OVERVIEW OF INFORMATION DASHBOARD DESIGN

Information dashboards, as initially defined by Few (2000), are visual displays that consolidate essen-
tial information onto a single screen, enabling users to monitor key metrics at a glance. Few empha-
size the importance of actionable insights, clarity, and a minimalist approach in dashboard design, en-
suring that critical information is immediately accessible without overwhelming the user. This con-
cept has evolved over time, with Sarikaya et al. (2019) noting that contemporary dashboards encom-
pass interactive interfaces with multiple views and purposes, including communication, learning, mo-
tivation, monitoring, and decision support. Tufte (2001) further refines this approach by introducing
the concept of the “data-ink ratio,” advocating for dashboards to focus on presenting data with mini-
mal visual distractions, enhancing clarity and interpretability.

Bach et al. (2022) describe dashboards as amalgamations of visual representations and graphical em-
bellishments that provide layers of abstraction and simplification for related data points. Iliinsky and
Steele (2011) expand on this by emphasizing the importance of narrative and context in dashboards,
highlighting how design choices should guide the user in interpreting and acting upon the data pre-
sented. In addition, Kriebel and Murray (2018) contribute by emphasizing iterative design processes,
particularly within interactive platforms like Tableau, to enhance dashboard usability and user en-
gagement.
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In today’s world, information dashboards have found widespread use across various industries, serv-
ing as powerful tools to enhance decision-making (Bach et al., 2022; Few, 2012). The academic inter-
est in this subject is growing, as evidenced by numerous studies conducted in diverse domains such
as big mobility data (Conrow et al., 2023), healthcare (Pestana et al., 2020), tourism (Balletto et al.,
2020), and community informatics (Young & Kitchin, 2020). Despite these advancements, Subotin
(n.d.) points out that many dashboards fail due to a lack of adherence to fundamental principles such
as simplicity, consistency, and prioritization of actionable data.

While interest in dashboard design is growing, research dedicated to a unified IDDO remains limited.
The majority of studies have concentrated on the development of dashboards specific to certain do-
mains (Balletto et al., 2020; Elshehaly et al., 2020; Young & Kitchin, 2020). The escalating diversity
and ubiquity of information dashboards pose a significant challenge in formulating universally appli-
cable design methods (Sarikaya et al., 2019). This lack of standardization hinders the dashboard de-
sign process, compromising its overall effectiveness. To address this issue, a well-informed, standard-
ized, and unified IDDO is imperative to establish a systematic and structured methodology. This ap-
proach eliminates ad-hoc practices and promotes knowledge sharing and reuse.

To ensure the reliability of the IDDO, it must be built with a strong foundation. Adherence to fun-
damental design principles such as user-centricity, simplicity, usability, data integrity, actionable in-
sights, and visual hierarchy is paramount in designing effective dashboards (Few, 2012; Kriebel &
Mutray, 2018; Tufte, 2001). lliinsky and Steele (2011) advocate for dashboards that not only inform
but also guide decision-making through well-designed visual narratives. In this context, to create a
robust IDDO, in addition to the established design principles, information governance (I1G) can be
integrated as the foundation and play a pivotal role in governing the information displayed in the
dashboard. The following section will briefly discuss the role of IG and its potential integration into
supporting the information dashboard design.

INFORMATION GOVERNANCE AND ITS SIGNIFICANCE

Lomas et al. (2019) define IG as a comprehensive framework that provides the policies, standards,
processes, metrics, and defined roles necessary to effectively manage an organization’s information
assets. These elements are fundamental for supporting the design and development process of infor-
mation dashboards.

The primary goal of IG is to ensure information is managed effectively and efficiently while comply-
ing with all relevant legal and regulatory requirements and supporting the organization’s overall goals
and objectives (Datta et al., 2019). By establishing clear policies, standards, and processes, IG enables
organizations to optimize the value of their information assets.

According to Mikalef et al. (2020), the application of IG is essential for managing information
throughout its entire lifecycle, from creation to disposal. Without a robust IG framework in place,
information may be inconsistently managed, leading to data quality issues, security risks, and potential
misuse (Rouzbahani et al., 2020). de Abreu Faria et al. (2013) support these arguments, underscoring
that improper IG practices will potentially expose organizations to reputational damage, financial
losses, regulatory penalties, and legal liabilities.

By contrast, effective IG helps maintain data integrity, ensures appropriate access controls, and pro-
motes the ethical and compliant use of information (Isa et al., 2019). This, in turn, supports better
decision-making, improved operational efficiency, and reduced risk exposure for the organization.

In summary, IG provides the foundational framework to manage information as a strategic asset. Its
policies, standards, processes, and roles are critical for enabling organizations to derive maximum
value from their data while mitigating associated risks (Isa et al., 2019; Mikalef et al., 2020; Rouzba-
hani et al., 2020). Integrating I1G principles into the information dashboard design process is crucial
for ensuring the accuracy, reliability, and security of the data presented to decision-makers.
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INTEGRATING IG AS THE FOUNDATION OF THE IDDO

The role of IG assumes paramount importance as it guides the overall strategy for the efficient and
effective development of dashboards. IG encompasses a comprehensive framework comprising poli-
cies, standards, processes, metrics, and defined roles, all of which are crucial in supporting the design
process. As highlighted by Mikalef et al. (2020), IG serves as a pivotal mechanism for orchestrating
data. It ensures that the information displayed on the dashboard aligns with organizational objectives
and enhances the overall capabilities of the organization.

Data, a fundamental component in an information dashboard, gains significant value when IG is em-
bedded in the IDDO process. By incorporating I1G principles, the management and utilization of
data are facilitated, allowing for the delivery of valuable insights to users. Isa et al. (2019) emphasize
that IG enhances the trustworthiness of the data, ensuring the accurate display of information at the
right time and place. This further enhances the reliability of the dashboard as a dependable source for
providing at-a-glance information. Moreover, Liu et al. (2022) highlight the role of IG in guarantee-
ing information quality, thereby providing meaningful insights to users.

By integrating IG within the IDDO process, organizations can ensure that their dashboards are built
upon a solid foundation of reliable data, adhere to information quality standards, provide valuable
insights to users, and maintain compliance with data security and privacy regulations.

There are many IG principles, such as accountability, transparency, quality, accessibility, compliance,
retention, and many more. The selection of IG principles varies, depending on the specific applica-
tion domain and its underlying objectives. Liu et al. (2022) further noted that different organizations
may adopt distinct IG principles, standards, and regulations, along with 1G model frameworks suited
for various application scenarios. Based on this, it can be concluded that the application of 1G princi-
ples is flexible, and their applicability depends on the objectives and the needs to which they are ap-
plied. The following section reviews a few information governance models and IG principles to find
the commonalities in determining the IG foundational building blocks for IDDO.

REVIEW OF ESTABLISHED IG MODELS

In this section, three established IG models will be reviewed for their applicability to information
dashboard design: the Information Governance Reference Model IGRM), the Information Govern-
ance Implementation Model (IGIM), and the Information Governance Maturity Model IGMM).
These three IG models have been selected due to their wide applicability across various domains and
demonstrated utility in numerous organizations.

The IGRM, for example, provides a comprehensive framework that facilitates cross-functional coop-
eration and executive dialogue, making it effective in supporting corporate information governance
programs of any scale (EDRM [Electronic Discovery Reference Model], 2022). The IGRM’s ability
to link value and duty to information assets highlights its flexibility and broad applicability in various
organizational contexts (EDRM, 2022). Additionally, the IGIM offers detailed guidelines for devel-
oping and executing 1G strategies, which have been successfully applied across different sectors to
streamline information management processes and role definitions (Association of Records Manag-
ers and Administration International [ARMA International, n.d.-b]). The IGMM is also widely used
to assess and improve IG practices, helping organizations from diverse fields to enhance their infor-
mation governance capabilities incrementally (Pulsipher, 2023). The applicability and proven effec-
tiveness of these models justify their selection for informing the design of information dashboards.

INFORMATION GOVERNANCE REFERENCE MODEL (IGRM)

According to EDRM (2022), the IGRM is a2 model that focuses on the collaboration among three key
stakeholders: business users, I'T departments, and legal, risk, and regulatory departments. It also de-
fines the information lifecycle stages and the governance objectives for each stage. The IGRM aims
to provide a common framework and language for IG and to align the interests and goals of the
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stakeholders. The IGRM covers the IG principles of compliance, protection, integrity, availability,
retention, transparency, accountability, quality, and effectiveness (EDRM, 2011). These principles
could be particularly relevant to IDDO by ensuring robust governance practices are integrated within
the design and development process. Adopting these principles can enhance the accuracy, reliability,
and security of the data presented in dashboards, ultimately supporting better decision-making and
aligning with organizational goals. The IGRM is depicted in Figure 2.

QWIIED COVERN,,

Figure 2. Information Governance Reference Model (IGRM)

INFORMATION GOVERNANCE IMPLEMENTATION MODEL (1GIM)

The IGIM, developed by the Association of Records Managers and Administrators (ARMA), is a
model that guides organizations in assessing and improving their IG program based on eight key ar-
eas: steering committee, authorities, supports, procedural framework, capabilities, information lifecy-
cle, architecture, and infrastructure (Abdul Malak, 2022). The keyword here is “implementation,”
which provides guidance and resources for measuring and benchmarking the IG performance and
tracking the implementation progress of the organization. It offers a functional approach to 1G, ex-
ploring the elements that need to be developed in each of the eight key areas necessary to implement
a successful IG program (ARMA International, n.d.-a). Through these eight well-defined areas and
elements, the IGIM is capable of building a common understanding and unified implementation ap-
proach that integrates people, policy, technology, etc., across these eight critical areas (Access, n.d.).
These 1IG principles are likely to be applicable to the IDDO because they offer a structured approach
to implementing governance practices. Incorporating these principles ensures comprehensive cover-
age of all aspects necessary for effective information management, leading to more reliable, secure,
and user-friendly dashboards that align with organizational goals. The IGIM framework is depicted
in Figure 3.

'NFopmAaTION
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Figure 3. Information Governance Implementation Model (IGIM)

INFORMATION GOVERNANCE MATURITY MODEL (IGMM)

Another IG model widely used by many organizations is the IGMM. Proenga et al. (2016) describe
IGMM as a framework that helps organizations assess their current state and provides guidance for
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continuous improvement in managing their data as a strategic asset. The main focus of IGMM is to
measure the maturity level of the IG initiatives in the organization by indicating how advanced an or-
ganization is in its approach to information governance, from initial awareness to optimized pro-
cesses. There are several information governance maturity models available, including those devel-
oped by OvalEdge, IBM, and Gartner. Although the framework is presented differently, all IGMM
collectively provide structured frameworks for assessing information governance maturity across var-
ious dimensions covering IG principles such as data quality, data security, data lineage, and data stew-
ardship (Varshney, 2021). The IBM IGMM, one of the most comprehensive and flexible IGMM
frameworks available, consists of five maturity levels, as depicted in Figure 4. These IG principles
may be pertinent to the IDDO because they offer a structured approach to evaluating and improving
the maturity of information governance practices. Embracing these principles ensures that dash-
boards are developed with a focus on continuous improvement in data management, enhancing data
quality, security, and stewardship. This alignment helps in creating more reliable and effective dash-
boards that serve as strategic assets for the organization.

Focus on CONTINUOUS process
Hmprove ment

Process QUANTITATIVELY measured
and controlied

Process characterized for the
ORGANIZATION and is PROACTIVE

> Process characterized for PROJECTS
aNa = MANAGEABLE

Process unpredctable. poorly €ontrotied
and REACTIVE

Figure 4. Information Governance Maturity Model (IGMM)

Based on the review of the three IG models discussed above, it can be concluded that IG is a com-
plex and multidimensional discipline that necessitates the collaboration and alignment of various
stakeholders, processes, and technologies. Each 1G model serves a distinct purpose within IG initia-
tives, providing unique insights and approaches to governance. The IGRM emphasizes the im-
portance of cross-functional cooperation among business, I'T, and legal stakeholders, highlighting the
need for a unified framework to manage information governance effectively. The IGIM, on the other
hand, focuses on the practical aspects of implementing IG, offering detailed guidelines and resources
for measuring and benchmarking I1G performance. Lastly, the IGMM assesses and improves the ma-
turity level of 1G practices, providing a structured approach to continuous improvement in infor-
mation governance.

Understanding the strengths and limitations of each IG model is crucial for their integration with the
IDDO. The IGRM’s focus on stakeholder collaboration ensures that dashboards are developed with
input from all relevant parties, enhancing their utility and relevance. The IGIM’s structured approach
to implementation helps ensure that governance practices are systematically incorporated into the
dashboard design process. The IGMM’s emphasis on maturity assessment suppotts the continuous
improvement of dashboard functionality and data quality.

In summary, the integration of these IG principles into IDDO can enhance the accuracy, reliability,
and security of the information presented in dashboards, ultimately supporting better decision-making
and aligning with organizational goals. The next section explores the diversity of IG principles and
their practical applications in the context of information dashboard design.
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DIVERSITY OF INFORMATION GOVERNANCE PRINCIPLES

The narrative literature review has uncovered numerous principles related to IG. However, research
indicates that IG principles vary depending on the specific application domain and its underlying ob-
jectives. According to Liu et al. (2022), different organizations may adopt distinct IG principles,
standards, and regulations, along with IG model frameworks suited for various application scenarios.
Previous studies (Datta et al., 2019; Isa et al., 2019; Lomas, 2020; Mohd Nozdin et al., 2022; Mukher-
jee, 2019; Rouzbahani et al., 2020) have documented several IG principles. Table 1 summarizes the
1G principles identified in previous studies, providing an overview of each study’s key findings,
methodologies, and applications.

Table 1. Summary of IG principles identified in previous studies

Cloud Computing: A
Review

Study Title Domain IG principles
application
(Mohd Nordin et | Information Governance | Higher Education | Policy Compliance, Risk
al.,, 2022) for Enhancing the Management, Data Classification,
Performance of Higher Information Quality, and Security.
Education Institutions
(Rouzbahani et al., | Developing a Model for National Health | Information Resource
2020) the National Health Information Management, Security, Privacy,
Information Governance Accountability, Trust, Access and
Program in Iran Use, Resource Management,
Information Organization,
Governance Provision,
Leadership.
(Datta et al., 2019) | Information Governance: | Business Governing Employee
A Necessity in Today’s Performance, Adhering to
Business Environment Regulations, Evaluating Policy
Effectiveness, Creating IG
policies, Governing Contractors
and Workers, responsibility
handling, enabling eDiscovery, and
utilizing technological updates.
(Isa et al., 2019) Managing Evidence of Public Accountability, Responsibility,
Public Accountability: An | Accountability Responsiveness, Participation,
Information Governance Information Quality, Information
Perspective Value, Information Compliance,
and People
(Lomas, 2020) Information Governance | Cybersecurity Information Management, Privacy,
and Cybersecurity: Cybersecurity, Ethical Delivery,
Framework for securing Compliance with Laws and
and managing information Regulations, and Stakeholder
effectively and ethically Needs
(Mukhetjee, 2019) | Information Governance | Cloud Compliance, Business Objectives,
for the Implementation of | Computing Collaborative Contracts, Change

Management, and Constant
Improvement

Table 1 provides a list of 1G principles extracted from six previous studies across a variety of do-
mains, underscoring their extensive applicability and critical importance. Different studies have pro-
posed vatious 1G principles tailored to a specific domain and context. In their study on higher educa-
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tion, Mohd Nordin et al. (2022) identified IG principles such as Policy Compliance, Risk Manage-
ment, Data Classification, Information Quality, and Security. These principles emphasize the need
for institutions to adhere to policies, manage risks, classify data, ensure information quality, and se-
cure information (Mohd Nordin et al., 2022).

In the health sector, Rouzbahani et al. (2020) emphasized principles like Information Resource Man-
agement, Security, Privacy, Accountability, Trust, Access and Use, Resource Management, Infor-
mation Organization, Governance Provision, and Leadership. These principles highlight the im-
portance of managing information resources, ensuring security and privacy, being accountable, build-
ing trust, managing access and use of information, organizing information, providing governance,
and demonstrating leadership (Rouzbahani et al., 2020).

In the business environment, Datta et al. (2019) identitfied principles such as Governing Employee
Performance, Adhering to Regulations, Evaluating Policy Effectiveness, Creating 1G policies, Gov-
erning Contractors and Workers, Responsibility Handling, enabling eDiscovery, and utilizing techno-
logical updates. These principles underscore the need for businesses to govern employee perfor-
mance, adhere to regulations, evaluate policy effectiveness, create IG policies, govern contractors and
workers, handle responsibilities, enable eDiscovery, and utilize technological updates (Datta et al.,
2019).

In the public accountability sector, Isa et al. (2019) proposed principles like Accountability, Responsi-
bility, Responsiveness, Participation, Information Quality, Information Value, Information Compli-
ance, and People. These principles stress the need for accountability, responsibility, responsiveness,
participation, information quality, information value, information compliance, and people (Isa et al.,
2019).

In the cybersecurity domain, Lomas (2020) identified principles such as Information Management,
Privacy, Cybersecurity, Ethical Delivery, Compliance with Laws and Regulations, and Stakeholder
Needs. These principles emphasize the need for information management, privacy, cybersecurity,
ethical delivery, compliance with laws and regulations, and meeting stakeholder needs (Lomas, 2020).

In the cloud computing domain, Mukherjee (2019) proposed principles like Compliance, Business
Objectives, Collaborative Contracts, Change Management, and Constant Improvement. These prin-
ciples highlight the importance of compliance, aligning with business objectives, having collaborative
contracts, managing change, and constantly improving (Mukherjee, 2019).

Based on the above, there is a variety of IG principles, and each domain adopts distinct principles
that address its specific needs. For instance, Data Classification is unique to higher education (Mohd
Nordin et al., 2022), Trust is unique to the national health information domain (Rouzbahani et al.,
2020), Governing Employee Performance is unique to the business environment (Datta et al., 2019),
Responsiveness is unique to the public accountability sector (Isa et al., 2019), Ethical Delivery is
unique to the cybersecurity domain (Lomas, 2020), and Business Objectives are unique to the cloud
computing domain (Mukherjee, 2019). This underscores the importance of a context-specific ap-
proach in addressing I1G challenges. Above all, based on the literature review of the previous study,
there is no research on IG, and its application to the information dashboard has not been found.
This indicates a clear knowledge gap and an opportunity for further research.

The next section discusses and synthesizes all these 1G principles and derives the relevant I1G princi-
ples as the building blocks of the IDDO.
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DISCUSSION AND RESULTS

COMPARATIVE ANALYSIS OF IGMODELS

A comparative analysis of the three IG models, namely the Information Governance Reference
Model IGRM), Information Governance Implementation Model (IGIM), and Information Govern-
ance Maturity Model {GMM), as discussed previously in the literature review section, has led to the
discovery of several common IG principles within them. Despite their unique objectives and ap-
proaches, these models share several foundational principles.

The IGRM, developed by the Electronic Discovery Reference Model (EDRM), emphasizes cross-
functional cooperation among key stakeholders, providing a unified framework for effective IG. The
1GIM, developed by the Association of Records Managers and Administrators (ARMA), offers a
practical approach to IG implementation, providing detailed guidelines and resources for measuring
and benchmarking IG performance. The IGMM, on the other hand, focuses on assessing and im-
proving the maturity level of IG practices, providing a structured approach to continuous improve-
ment in IG. Based on the synthesis of these three IG models, it can be concluded that there are nine
common IG principles: (1) Compliance, (2) Protection/Security, (3) Integrity, (4) Availability, (5) Re-
tention, (6) Transparency, (7) Accountability, (8) Quality, and (9) Effectiveness. These principles are
universally applicable across different domains and contexts, and they provide a robust foundation
for effective information governance.

The principles of Compliance, Protection/Security, Integrity, Availability, Retention, Transpatency,
Accountability, Quality, and Effectiveness are common among the three models — IGRM, IGIM,
and IGMM — because they form the fundamental guidelines for effective information governance,
regardless of the specific context or domain. On the one hand, transparency and accountability are
about the governance processes themselves, ensuring they are visible and understandable and that
there is clear ownership and responsibility for IG tasks. On the other hand, quality and effectiveness
are outcome-oriented principles, focusing on the results of the IG processes in terms of the accuracy,
completeness, timeliness, relevance of the information, and whether the I1G processes achieve their
intended outcomes. A brief explanation of these commonalities is provided in Table 2.

Table 2. Summary of commonalities in IG models

IG model Main focus Common principles Brief explanation
Information Emphasizes cross- 1. Compliance These principles are
Governance functional cooperation 2. Protection/Secutity | common as they form the
Reference among key stakeholders, 3. Integrity fundamental guidelines for
Model IGRM) | providing a unified 4. Availability effective 1G, ensuring cross-

framework for effective 5. Retention functional cooperation and a
1G 6. Transparency unified framework.
7. Accountability
8. Quality
9. Effectiveness
Information Offers a practical 1. Compliance These principles are
Governance approach to IG 2. Protection/Security | common as they provide a
Implementation | implementation, providing | 3. Integrity practical approach to 1G
Model IGIM) | detailed guidelines and 4. Availability implementation, with a
resources for measuring 5. Retention focus on measuring and
and benchmarking IG 6. Transparency benchmarking IG
performance 7. Accountability performance.
8. Quality
9. Effectiveness
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approach to continuous
improvement in IG

IG model Main focus Common principles Brief explanation
Information Focuses on assessing and These principles are
Governance improving the maturity common as they focus on
Maturity Model | level of IG practices, assessing and improving the
(IGMM) providing a structured maturity level of IG

practices, providing a
structured approach to

continuous improvement.

COMPARATIVE ANALYSIS OF IG PRINCIPLES

Upon examining Table 1 in the Literature Review section, which extracts all the IG principles from
previous studies, we can observe a variety of IG principles listed. As asserted by Liu et al. (2022), it is
not surprising that different organizations may adopt distinct IG principles, standards, and regula-
tions, along with IG model frameworks suited for various application scenarios. Table 3 shows a
comparison of these IG principles among previous studies.

Table 3. Comparison of IG principles among previous studies

Previous study

(G princpls | Norin e | Rbibin | i | Dt | Lomas | Mkt
AL (202) | ctal (2020) | (@019) | al 019) | (2020) | (2019)
Policy Compliance
Risk Management

Data Classification

Information Quality

Security

RISIKIKR

Information Resource
Management

Privacy

Accountability

Trust

Access and Use

Resource Management

Information
Organization

Governance Provision

Leadership

QRS SRS &K

Governing Employee
Performance

Adhering to
Regulations

Evaluating Policy
Effectiveness

Creating 1G policies

Governing
Contractors and
Workers

RIQ] & & R
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IG principles

Previous study

Mohd
Nordin et
al. (2022)

Rouzbahani
et al. (2020)

Isa et al.
(2019)

Datta et
al. (2019)

Lomas
(2020)

Mukherjee
(2019)

Responsibility
handling

4

Enabling eDiscovery

v

Utilizing technological
updates

4

Responsibility

Responsiveness

Participation

Information Value

Information
Compliance

People

Q) SRKIKIQ

Information
Management

Ethical Delivery

Compliance with Laws
and Regulations

Stakeholder Needs

R LYY

Compliance

Business Objectives

Collaborative
Contracts

Change Management

Constant
Improvement

v
v

Q8] SR

In Table 3, an analysis of 37 sets of 1G principles and six previous studies was conducted. Based on
the analysis that has been made, it was found that there is only one IG principle used by three previ-
ous studies, namely security. Security is a core principle that is critical in today’s digital age, where
data breaches are increasingly common (Lomas, 2020; Mohd Nordin et al., 2022; Rouzbahani et al.,
2020). These findings indicate that security can be considered a universal I1G principle and is used in

several different domains.

In addition to security, the application of other IG principles depends on the objectives and suitabil-
ity of a domain. Policy Compliance, for example, is quite specific to be applied in the higher educa-
tion domain, healthcare, and the like, which emphasizes compliance with established policies and reg-
ulations. In the context of this analysis, Mohd Nordin et al. (2022) use this IG principle in the higher
education domain. Information Resource Management in the context of this analysis is emphasized
by Rouzbahani et al. (2020) in the health information domain and involves the effective management
of information as a valuable resource. The application of Information Resource Management is cet-
tainly very important in the medical field because there are many data, especially patient records, that
need to be managed systematically and carefully. It is also important in other fields, such as educa-
tion, because it involves a large number of student records.
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Governing Employee Performance, for example, might be relevant to the business domain, especially
Human Resource Management, because it involves monitoring and managing the performance of
employees in relation to information governance (Datta et al., 2019).

Accountability, although it seems to be applicable generally in any domain, is very important and
unique to the public accountability domain and emphasizes the need for accountability in managing
public information (Isa et al., 2019). Information Management might be more specific to the cyberse-
curity domain and involves the systematic management of information to ensure its security and in-
tegrity (Lomas, 2020). However, this does not mean that it is not suitable to be applied in other do-
mains because the principle of information management itself is broad and universal. Lastly, in the
analysis of previous studies, compliance is considered important and unique to the cloud computing
domain and involves ensuring compliance with legal and regulatory requirements in the context of
cloud computing (Mukherjee, 2019).

Nevertheless, based on the discussion above, it can be concluded that IG principles are diverse, and
their application is flexible, subject to the objectives and needs of a domain. Even though only two
IG principles seem to be quite universal, this does not mean that all IG principles are exclusive to a
certain domain. This flexibility allows for the diversity of 1G principles, as argued by Liu et al. (2022)
and Isa et al. (2019).

Nonetheless, it is imperative to elucidate that the conclusions drawn herein are limited to the insights
from six previous studies. The IG principles, as well as their application, may vary if more literature
studies are conducted. As of the present juncture, no previous studies have been conducted to asso-
ciate the application of this IG with the Information Dashboard.

From the analysis of previous studies, it’s clear that a wide range of IG principles are used, and there
is a noticeable gap in research linking 1G principles with information dashboards. This makes the
task of suggesting suitable I1G principles for information dashboards even more challenging. How-
ever, the discovery of basic 1G principles derived from the synthesis of three key IG models —
IGRM, IGIM, and IGMM — can be utilized as a strong foundation and guide in this process.

An initial study on unified information dashboard design by Nasir et al. (2024a) has identified com-
mon elements in dashboard design principles. These shared elements, which are relevant to infor-
mation dashboards, can be instrumental in determining the IG principles that would be most suitable
for the future development of the IDDO. Therefore, the I1G principles for the forthcoming IDDO
will be based on a combination of two components: (1) the synthesis of three established 1G models
and insights from previous studies, and (2) the common design principles identified by Nasir et al.
(2024a). This approach is illustrated in Figure 5.

Synthesis of three
established 1G

Relevant 1G

principles Common design

models as the \ principles

:nd insights foundational | identified by
rom governance | s W -

e vious of the IDDO /| Ahadi, Ely Salwana,

p / ct al. (2024)

studies

Figure 5. Derivation of I1G Principles for IDDO

In their studies, Nasir et al. (2024a) have identified eight commonalities in design principles: (1) sys-
tematic page organization, (2) use of appropriate color, (3) use of appropriate typography, (4) easy to
understand, (5) avoid unnecessary details, (6) avoid too much text, (7) ensure functionality, and (8)
ensure flexibility.
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The identification of these commonalities in design principles underscores the potential for a more
streamlined and unified approach to information dashboard design. In the context of this study,
these common design principles will serve as the basis for the derivation of the relevant IG principles
in the context of the information dashboard.

Based on these eight commonalities of design principles discussed above, eight relevant IG principles
in the context of the information dashboard, which can be adopted as the foundational governance
of the IDDO, are suggested, as depicted in Figure 6.

Effectiveness
J
L -
Accountability
7 R —
Transparency

Quality

Security

Relevant 1G
Principles as
the
Foundational
Governance of . J

IDDO /

Compliance

Integrity

Availability

Figure 6. Proposed relevant IG Principles as the Foundational Governance of the IDDO

A summary of the derivation of these IG principles, which are common design principles it aligns to,
and a brief explanation are in Table 4.

Table 4. Proposed IG principles for IDDO: alignment and explanations

Proposed IG Alignmen(; W.ith iof :

princinles common design Brief explanation
principles

Quality Easy to Ensures that the data presented on the dashboard is
understand, Avoid | accurate, reliable, and timely, forming the basis for
unnecessary details | informed decision-making and effective operations.

Security Ensure Involves protecting the information on the dashboard from
functionality unauthorized access or breaches, guiding the

implementation of access controls, encryption, and other
security measures.

Compliance Systematic page Ensures that the dashboard adheres to all relevant laws,
organization regulations, and standards, guiding the design and

operation of the dashboard.

Integrity Avoid unnecessary | Ensures the completeness and wholeness of the data
details, Easy to presented, guiding the data collection and management
understand processes.

Availability Ensure Makes sure the dashboard is accessible when needed,
functionality guiding the design of the dashboard to ensure it is reliable

and available.
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Proposed IG Alignmen(; W.ith Brief expl :
st common design rief explanation
principles
Transparency | Easy to Provides clear and understandable data, guiding the
understand presentation of data on the dashboard.
Accountability | Systematic page Assigns responsibility for different data and processes,
organization guiding the assignment of roles and responsibilities for data
management and governance.
Effectiveness | Ensure Ensures the dashboard fulfills its intended purpose
functionality, efficiently, guiding the design and operation of the
Ensure flexibility | dashboard to ensure it effectively supports decision-making
and operations.

To conclude, the integration of IG as the foundation of the IDDO also aligns with Kernel Theory.
Kernel theory, a type of descriptive theory that informs artifact construction, is a key component of
design theory. It is defined as any descriptive theory that informs design research, particularly Design
Science Research (DSR). It should ideally be part of a mature body of design knowledge (Knutas et
al., 2019).

In the context of the IDDO, the integration of IG can be seen as an application of Kernel Theory.
Within the DSR framework, Kernel Theory refers to the foundational theories that reinforce artifact
construction. Initially defined as governing design requirements, it has evolved to include “any
knowledge that informs design science research, including informal knowledge from the field” (Mol-
ler et al., 2022).

As the work-in-progress IDDO is developed using a DSR method, IG in this study is explored as the
foundation of the IDDO. In this context, the role of IG aligns with the definition of Kernel Theory.
It serves as a foundational theory governing the design of the information dashboard when inte-
grated into the IDDO. IG is not merely a component of the IDDO’s building blocks; it forms the
foundational governance of the work-in-progress artifact, the IDDO. This illustrates the practical ap-
plication of Kernel Theory and justifies the integration of the 1G in the design and development of
the IDDO.

Having established the relevance and potential of integrating IG principles into the IDDO, it is cru-
cial to consider the practical implications of this approach for organizations implementing infor-
mation dashboards. The following section briefly explores these implications, highlighting how this
integration can enhance data quality, improve compliance, increase user trust, and support better de-
cision-making processes in various organizational contexts.

PRACTICAL IMPLICATIONS

The integration of IG principles into the IDDO presents several significant practical implications for
organizations. Primarily, this integration can lead to enhanced data quality in dashboard presenta-
tions. By applying IG principles such as data integrity and quality, organizations can ensure that their
dashboards present accurate and reliable information (Isa et al., 2019; Rouzbahani et al., 2020). For
instance, a financial dashboard could incorporate data quality indicators, showing the confidence
level of financial projections based on the quality of input data.

The consequences of insufficient IG have been observed in real-world failures. For example, the
Healthcare.gov rollout experienced operational and data governance failures that hindered its ability
to provide accurate and timely health insurance information. Similarly, the JPMorgan Chase “London
Whale” incident demonstrated how flawed reporting systems and gaps in governance could result in
massive financial losses. These cases highlight the necessity of embedding IG principles into dash-
boards to ensure reliability and mitigate risks associated with data mismanagement.
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Furthermore, the incorporation of I1G principles can significantly improve compliance with regula-
tory requirements, particularly in industries with strict data governance standards (Datta et al., 2019;
Lomas, 2020). A healthcare dashboard, for example, could be designed with built-in compliance fea-
tures that adhere to healthcare data protection regulations, such as the Health Insurance Portability
and Accountability Act (HIPAA) in the United States, ensuring that patient data is handled and dis-
played under privacy laws.

The application of 1G principles through the IDDO can also support more effective decision-making
processes. By ensuring data availability and integrity, IG-informed dashboards provide decision-mak-
ers with reliable, up-to-date information (de Abreu Faria et al., 2013; Mikalef et al., 2020). A supply
chain dashboard, for instance, could incorporate data freshness indicators, allowing managers to
make decisions based on the most current information available.

Another key implication is the standardization of the dashboard design process. The IDDO, with in-
tegrated IG principles, potentially provides a consistent approach to dashboard design. This can lead
to more uniform, high-quality information management practices across an organization (ARMA In-
ternational, n.d.-b.; Smallwood, 2014), potentially reducing development time and improving overall

information management.

From a risk management perspective, embedding security and privacy principles from IG into dash-
board design can help organizations mitigate risks associated with data breaches or misuse (Lomas et
al., 2019; Mohd Notrdin et al., 2022). For example, a CRM dashboard could incorporate role-based
access controls, ensuring that sensitive customer data is only visible to authorized personnel, reduc-
ing the likelihood of data exposure or abuse.

Lastly, 1G principles can guide the entire data lifecycle within dashboards, from data creation to ar-
chival or deletion (EDRM, 2022; Proenca et al., 2016). This could be implemented in a project man-
agement dashboard that automatically archives or deletes data from completed projects after a speci-
tied period in compliance with data retention policies.

These practical implications demonstrate that integrating 1G principles into the IDDO can signifi-
cantly enhance the effectiveness, reliability, and trustworthiness of information dashboards. Organi-
zations adopting this approach can expect to see improvements in data quality, compliance, user
trust, and decision-making processes, ultimately leading to better operational outcomes and reduced
information-related risks (Isa et al., 2019; Rouzbahani et al., 2020). As such, the IDDO with inte-
grated 1G principles offers a potential framework for organizations aiming to enhance the benefits of
their information dashboards while maintaining robust governance practices.

CONCLUSION

This paper has proposed the integration of IG as the foundation of the IDDO. The proposed 1G
principles are derived from the synthesis of three established I1G models and insights from previous
studies. These principles have been aligned with the common design principles identified by Nasir et
al. (2024a), thereby ensuring their applicability and relevance in the context of information dashboard
design. These proposed 1G principles aim to form the foundational governance of the IDDO, which
is currently under development. This integration has the potential to enhance the robustness of the
IDDO by grounding it in sound governance principles, supporting its reliability and effectiveness.

LIMITATION

This study represents an initial effort to associate IG with information dashboard design, drawing
upon insights from a limited set of six prior studies. While this provides preliminary insights, the IG
principles identified and their applications may vary with a broader review of the literature. Despite
these limitations, the study establishes a foundation for future research in this emerging field.
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FUTURE RESEARCH

Future research is intended to focus on integrating the identified IG principles into the work-in-pro-
gress IDDO. This may include exploring the practical application and testing of these principles
within the IDDO framework to evaluate their feasibility and effectiveness in real-world scenarios.
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